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Abstract: Blockchain is an emerging digital transformation technique for processing and storing 
information. The study explores how blockchain technology can transform the banking sector by 
improving efficiency, transparency, and security. The main goal is to understand how blockchain can 
modernize traditional banking operations and address key challenges such as fraud, high transaction 
costs, and slow processing times. The study uses a qualitative approach, drawing insights from existing 
research, real-world examples, and current trends in financial technology. Findings show that 
blockchain offers clear advantages, including faster and more secure transactions, reduced operational 
costs, and improved record-keeping. It holds strong potential in areas like payments, trade finance, and 
compliance. However, the paper also highlights significant obstacles such as unclear regulations, 
difficulties in integrating with existing systems, and technical limitations related to scalability and 
interoperability. Blockchain is seen as a promising solution for many of the inefficiencies in current 
banking practices. Still, successful implementation will require careful planning, regulatory support, and 
collaboration across the financial ecosystem. The study offers practical insights for banks, technology 
developers, and regulators, recommending a gradual and strategic approach to blockchain adoption to 
ensure long-term value and sustainability. 

Keywords: Banking, Blockchain, Homomorphic, Nudge theory, Privacy. 

 
1. Introduction  

The era of the big data banking sector exhibits the drastic utilization of digital transformation to 
withstand user requirements through digital services [1]. Also, with digital information banking sector 
exhibits faster and better experiences for the customers. The banking sector is highly engaged in “Open 
Banking” to offer customer benefits for effective data sharing and cooperation in the financial 
institutions [2]. The core data in the financial institutions are connected based on the perspectives of 
the stakeholders subjected to a vast range of difficulties and issues. However, the banking sector 
demands increased privacy concerns for owners for data sharing and information exchange to prevent 
fraud and abuse of data [3]. Additionally, data personal ownership and privacy are significant 
contributions to the field of open banking. The process of giving third-party payment platforms and 
financial service provider’s access to consumer banking information such as transactions and late 
payments are known as open banking. Blockchain can help RTGS develop, enhancing the security of 
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electronic transfers and minimizing the chances of accounting errors, misunderstanding, double 
accounting, and fraud. Accountants and auditors are excellent examples of businesses that are set to be 
disrupted by Blockchain. Blockchain is a network of peer-to-peer nodes that stores transaction data, also 
called blocks, of the public in several databases, also referred to as the "chain." This type of store is 
usually referred to as a 'public blockchain.' Especially, as the regulation provided in May 2018 came 
enforced as the General Data Protection Regulation (GDPR) by the European Union (EU). The 
General Data Protection Regulation is the world's toughest stringent privacy and safety law. Even 
though it was developed and passed by the European Union (EU), it imposes obligations on businesses 
anywhere else that target or collect data on EU citizens. The GDPR's goal is to impose a uniform data 
security law on all EU members, removing the need for each member state to write its own data 
protection rules and guaranteeing that laws are uniform across the EU. In consideration of challenges, 
companies of banks and financial technologies explored new emerging technologies compared to 
existing technologies in terms of the provision of services, products with regulation, and requirement 
for data privacy [4].  

Blockchain is considered an emerging technology with effective growth to manage records in the 
list for peer-to-peer (P2P) networks in different fields such as cloud computing, Artificial intelligence, 
Internet of Things (IoT), big data, and so on [5]. Cloud computing refers to the on-demand usage of 
computer operating systems, especially data storage and computational power, without users trying to 
handle them personally. Functions in larger clouds are often distributed across numerous locations, each 
one is a data center. Artificial intelligence is the capacity of a computer or a robot controlled by a 
computer to do human tasks with intelligence and discernment. Peer-to-peer networks are typically 
made up of a handful or fewer computers. These computers individually store their data with their very 
own security, and they also share information with the entire network. Peer-to-peer networks contain 
nodes that both receive and give resources. In a peer-to-peer network, the computers on the network are 
considered equal, so each computer has access to the same opportunities and data. This is a basic 
network wherein computers can communicate with each other and exchange what's on or connected to 
their computers with other users. Blockchain secure run-in computation of the one in which the owner 
of the raw data has significant access. Recently, with increased interest and effort in the application of 
the blockchain and smart technologies in different areas such as insurance, government, education, 
medical application, digital storage, and electricity [6].  

Although blockchain technology is considered a key enabling technology for data security and 
privacy [7]. Using decentralized identification and other security features, blockchain and public 
blockchain technology offer novel opportunities for safeguarding user data. These technologies can give 
consumers greater control over their data by offering tools to allow them to own and control it. 
Blockchain is decentralized, encoded, and cross-checked, the information may be believed. Since the 
blockchain is so tightly populated with nodes, accessing the majority of nodes at the same moment is 
difficult.  However, blockchain is subjected to certain limitations for financial data in terms of privacy 
preservation in granularity for customer data that are not suitable for existing bank applications and 
limited information for their data [8]. Another limitation of blockchain is the limited utilization of 
information data and data complexity and variety in the bank sub-system to deal with customer data 
authorization for tedious operations. With conventional laws and regulations, effective management of 
bank operations and customer data needs to be managed.  

This paper developed a secure framework model for the black chain process in bank operations. The 
estimation is based on the ledger operation of the banks with consideration of the blockchain security 
scheme. The proposed security model comprises the homomorphic process integrated with the Nudge 
model. Within the Nudge-based model collaborative filtering is applied for processing. Collaborative 
filtering refers to the set of algorithms that include several methods for finding similar users or items, 
and also multiple methods to calculate ratings based on ratings of similar users. You might end up with 
a collaborative filtering technique based on your choices. Collaborative filtering refers to the set of 
algorithms that include multiple methods for finding similar users or items, and multiple methods to 
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calculate ratings based on ratings of similar users. Collaborative filtering is a system that correlates this 
user's ratings to other users and finds those with the most "similar" tastes. The developed security 
model framework is implemented and evaluated for the authentication and security aspects based on the 
consideration of the decryption and encryption of the data. When one of the participants adds a new 
data item to the blockchain, the first uses the private key to uniformly, encrypt it. The operation is then 
submitted to the blockchain with encrypted data. The paper is organized as follows: the review of 
blockchain technology in the banks is presented in section 2. In Section 3 developed secure framework 
model for blockchain technology in the banks is presented based on the characteristics of banks and 
customers. Section 4 provides the experimental evaluation of the developed security model, followed by 
an overall conclusion in Section 5.   
 

2. Related Works 
The study reveals that non-performing loans (NPLs) in Cyprus are largely influenced by both 

borrower-specific factors—such as age, gender, education, and financial standing—and broader 
economic conditions, including inflation, interest rates, and unemployment. Inadequate lending 
practices and insufficient borrower evaluations were found to contribute to early repayment difficulties 
and elevated credit risk [9]. The study shows that the proposed load-adaptive cross-chain control 
method significantly enhances the performance of Blockchain IoT systems. Notable improvements 
include more effective load balancing, reduced communication overhead, better use of resources, lower 
transaction delays, and increased energy efficiency. These benefits make the solution highly suitable for 
complex, high-traffic environments such as ports [10]. The proposed framework effectively combines 
federated learning, LSTM auto encoders, and CNNs with blockchain technology to improve transaction 
security, transparency, and fraud detection. It demonstrated high accuracy (94.5%), strong detection 
performance (F1-score of 96.7%), and faster model validation (120 ms), while ensuring robust data 
privacy and efficient resource usage compared to existing methods [11]. This study introduces a secure 
e-voting system that combines AES, RSA encryption, and blockchain technology to strengthen data 
privacy, accuracy, and integrity in digital elections. The system demonstrated rapid encryption 
(0.068ms) and decryption (0.054ms) speeds with 4096-bit keys, surpassing traditional methods. It 
effectively minimizes vote mismatches, enhances overall reliability, and promotes the global potential 
for secure, transparent, and trustworthy digital voting processes [12]. The study introduces an 
optimization approach for virtual power plants (VPPs) that aggregate multiple microgrids (MMGs) 
using blockchain technology. It implements a priority-based auction system and a penalty for malicious 
bids to help reduce costs and prevent dishonest practices. Additionally, it ensures the privacy of 
transaction prices, promoting fairness and efficiency in energy market operations [13].  

The study finds that integrating blockchain with cloud technologies significantly enhances financial 
security in national health insurance by reducing fraud, improving data privacy, and increasing 
transparency. However, successful implementation requires addressing integration challenges, 
regulatory compliance, and encouraging technological adoption across existing healthcare financial 
systems [14]. The potential application of blockchain technology in the banking industry was explored 
by The potential of blockchain in banking was explored by Vernekar, et al. [15] emphasizing enhanced 
security, transparency, and efficiency. Fraud and costs are expected to decline, though challenges in 
regulatory compliance and technical infrastructure remain. Nonetheless, blockchain is viewed as 
transformative for traditional financial systems despite these hurdles. The integration of mobile 
banking, digital payment systems, and smart contracts into a blockchain-based financial system was 
examined by Hasan and Habib [16]. It was found that blockchain enhances transaction security, 
efficiency, and transparency while reducing costs and promoting financial inclusion. However, 
regulatory challenges and limited adoption were identified as barriers to fully realizing these 
transformative benefits. A blockchain-based solution was developed to enhance data integration, 
security, and transparency in financial institutions. The system ensures tamper-proof, efficient 
information sharing, reducing redundancy and improving accuracy. Despite integration challenges and 
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technical demands, its transformative potential in financial information management was highlighted by 
the study conducted by Xue [17]. This study presents a blockchain-based data privacy management 
framework tailored for the financial sector, particularly open banking. It introduces a data classification 
method, a collaborative filtering model, and a Nudge Theory-based disclosure scheme. Experimental 
results confirm the framework effectively enhances customer data privacy management in real-world 
banking environments [18].  

Blockchain comprises the electronic scheme to withstand two issues such as problems with double 
payment and general problems [7]. In case of double payment, the decentralized system is eliminated 
from the local agencies that are engaged in the verification of the nodes that are distributed and the 
mechanism to consensus for the accomplishment of the value transfer process involved in the 
transmission of information [19]. The key application of blockchain technology is a smart contract for 
self-execution and an autonomous computing scheme to facilitate the agreements and performance 
between two parties. However, the application of the smart contract is available to a large extent to 
provide significant security performance based on the contract law with minimized transaction costs for 
negotiation, agreement, and verification process [20].  

Blockchain is categorized into two categories such as public or permission blockchain through 
Bitcoin and blockchain permission with hyper ledger. Hyper ledger is an open-source platform that 
enables the construction of distributed ledgers based on blockchain. Hyper ledger is a group of people 
who work together to create the frameworks, standards, technologies, and libraries required to build 
blockchain applications and related applications. The major difference in the approach is variation in the 
ledger security scheme with a consensus algorithm. In a permission-based blockchain scheme without 
any specific identity, anyone can able to participate in the verification process of the block with a 
consensus created [21]. The blockchain-based permission is actively engaged in cryptocurrency but it 
provides higher latency in the generation of the blocks [22]. In blockchain with permission-based 
contributions on the system state consensus to offer, secure interaction between group entities without 
any trust to exchange business funds, goods, or information. Based on peer identity relay permission 
blockchain uses Byzantine-fault tolerant (BFT) [23] RAFT, or Paxos consensus. The ability of a 
computer network to continue operating even though some of its nodes fail or act maliciously is known 
as the Fault of Byzantine tolerance. The term comes from the Byzantium Generals Problem, a 
hypothetical. 

Blockchain-based technology offers an effective solution for multiple data privacy schemes and open 
banking mechanisms for different application contexts [24]. In general, data privacy relates to a 
person's ability to choose when, how, and to what degree personal information to is shared with or 
communicated to others.  The primary application is the peer – to peer transaction for cross-border 
payments and remittances in the transactions. Secondly, the blockchain-based approach uses reliable 
databases to provide information-based records with the characteristics of traceability and credibility in 
terms of anti-money laundering information schemes [25]. Thirdly, the rights confirmation, land 
ownership, contracts equity authentication to transfer and verification. The fourth scenario with the 
blockchain is intelligent management in the smart contract that can be automatically detected and 
conditions are triggered [26]. In this contract, information is automatically processed with the 
automated payment processing, profit of participation and so on. However, blockchain data facilitates 
access to the original user to read the data and other users who need the authorization to access the 
data, and management of data privacy [27]. The limitations associated with the blockchain 
authentication-based secure framework model are listed as follows [28]:  

1. With the technology of big data analysis public keys can be easily located by those actively 
engaged in the big transaction and identify the public key owner based on transaction time and 
information about banks and so on.  

2. Based on GDPR values the data about companies’ data need to be deleted completely to gather 
the requirements of citizens to eliminate data. At present, the companies or banks that use blockchain 
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technology information elimination is based on consideration of conditions and situation without any 
clear rules. 

3. As per the Data Protection Act the design of banks needs to be redesigned with the adoption of 
collaborative work between application and blockchain technology framework. Also, the customers of 
the banks need to confirm the scheme for data disclosure. 

4. According to the GDPR act, personal data provides identifiable information about living or data 
type by the customer in a different scenario. Based on that customers can activate or close one personal 
account with the elimination of all relevant data copies with the sharing of a complete banking scenario. 
With data strategy management and privacy schemes, different banks are provided with the smart 
ledger. Mutual distributed ledgers are also known as smart ledgers, which are multi-organizational 
systems with a robust independent audit that are paired with process characteristics and sensors to form 
Smart Ledgers. People and organizations are using smart ledgers to manage their identity, payments, 
obligations, and agreements. A blockchain is used to store immutable, sequenced records in the block, as 
well as a state database, is used to maintain track of the current state [29]. 
 

3. Data Security Management Framework Model for Banks with Blockchain Technology 
The developed model uses the homomorphic security model framework with the Nudge model for a 

technical prototype of data management. The conversion of data to a cipher text that can be 
analyzed and worked upon as if it were that is still in the original form is known as homomorphic 
encryption. Complicated mathematical operations can be performed on encrypted files without breaking 
the protection using elliptic curve encryptions. The technique of converting plain text data into 
something that appears random and pointless is known as encryption. The process of converting cipher 
text to plaintext is known as decryption [30]. 
 
3.1. Characteristics of Financial Data 

The customers of banks are categorized as individual and cooperative bank customers. The bank 
collects data from the customer for financial business for utilization of banking purposes, anti-fraud 
control, and recommendation of the products. The customer data about financial data reflects the 
attributes of the customer's financial performance including the transaction of the capital structure and 
portrait customer information. In Figure 1 the characteristics of the banks and customers in the 
different aspects are presented based on the customer data entity. 
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Figure 1. 
Entry Point to customer. 

 
The data privacy of the financial data needs to be provided with appropriate priority including the 

identity of the customers, network data, biometric data, and ethnic data. The basic information is ID 
number, address, name, and so on. The network data are IP address, RFID, location, and data cookie. 
The RFID reader is a network-connected gadget that could be either compact or repaired. It transmits 
signals that trigger the tag through radio waves. Whenever the tag is turned on, it emits a wave back to 
the antenna, which is converted into data. The Tag contains the transponder. The read range of RFID 
tags differs determined by some factors, including the kind of tag, reader, RFID wavelength, and 
disturbance from the environment or other RFID tags and readers. Finally, biometric data are in the 
form of fingerprints iris, and so on.  Biometric data, like facial images or fingerprint data, are personal 
data resulting from specific technical processing relating to the physical, physiologic, or behavioral 
features of a normal individual, which enables or confirms the unique identifier of that natural person. 
To ensure compliance with civil rights legislation and detect indications of bias, routine monitoring of 
access, use of services, and key processes and outcomes of care by ethnicity and race is essential. Data 
management privacy needs to provide appropriate rights for the subject data for processing to clarify 
the use of banking institutions and deal with where and how data. In Figure 2 data privacy model for 
blockchain technology in banks is presented.  
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Figure 2.  
Data Privacy Model for Blockchain. 

 
The data privacy management framework model comprises three aspects of the processing:  

At first, the data privacy management was implemented with the ‘Privacy by Design’ model for 
banks to access minimal necessary data for handling the financial data for business through assessment 
of personal data through appropriate personnel. Privacy by design is a concept that states that 
organizations should address privacy concerns from the beginning when designing computational 
practices, rather than adding new features later. Active instead of reactive measures characterize the 
Privacy by Design (PbD) approach. It envisions and prevents violations of privacy when they occur. It is 
necessary for effective management of banking data for classification with consideration of different 
customer dimensions information and provides regulators of customers that facilitate the faster inquiry 
and monitoring and retention in the characteristics of the blockchain technology. Secondly, with the 
implementation of a customer data disclosure scheme technologies and algorithms need to be grouped 
and reduce the signing of artificial contracts. Finally, with the realization of the data dynamic procedure 
blockchain chain-off will be implemented, enabling periodic updates, customer information addition, and 
removal.  

The bank blockchain technology framework comprises three components such as characteristics of 
financial data privacy through significant classification methods, construction of the collaborative 
filtering model, and confirmation of data disclosure and customer strategies with Nudge Theory. 
Nudge’s concept describes positive reinforcement and indirect recommendations as techniques to 
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influence the behavior and decision-making of groups or individuals in behavioral economics, political 
theory, and cognitive science. Little suggestions and affirmations, according to Nudge theory, may 
affect customer behavior. Nudge theory argues that the well 'nudges' can help prevent market 
distortion, save the government money, promote desired behaviors, and optimize resource efficiency. 
The bank data privacy classification is a basic framework model for classification and disclosure scheme 
for customer data and collaborative filtering-based model and nudges theory. Machine learning-based 
bank forecasting allows companies to manage track of entering transaction parameters in real-time. To 
determine how likely data tends to be fraudulent, the algorithm examines the time series, analyzes 
customer behaviors, and analyzes other factors. 
 
3.2. Prototype-based on Data Privacy Management 

Initially, to secure the bank data homomorphic-based security scheme is developed and 
implemented. The constructed homomorphic framework model comprises the blockchain-oriented data 
flow model and liquidation of the interbank network-oriented capital flow model. The banking network 
is involved in the conversion of the digital rights at the same instance time of the money market that 
comprises the customer data either on or off in real-time data processing through batch methods shared 
between banks as illustrated in Figure 3.  

 

 
Figure 3.  
Characteristics of Nudge Security Model. 

 
3.3. Nudge Collaborative Filtering for Blockchain Technology 

The developed blockchain-based secure framework model for banks uses Nudge theory to minimize 
manual operation and transformation of the system [31]. The nudge model comprises any aspects with 
overall architecture without modification in the characteristics of people in a predictable manner 
without affecting options and forbidding economic incentives [32]. The proposed homomorphic nudge 
theory comprises the disclosure scheme with customer strategy with a collaborative filtering model 
embedded with the banking process scheme. The data privacy tendency is evaluated in customers of the 
banks with implicit of the data privacy scheme through collaborative filtering algorithm to calculate the 
disclosure scheme for new customers and nudge customers in the initial decision. The developed 
homomorphic data security scheme with nudge theory comprises the customer age, education, industry, 
position, income attributes, age, financial terms debit card preferences, spending preferences, customer 
loan, credit card potential, potential debit card, forex customer, transaction high frequency, loyalty of 
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the customers and preference for investment. The implementation of the blockchain in banks comprises 
the privacy management scheme with the implementation of the smart ledger, contract, and data chain 
on and off.  

A customer’s smart ledger includes customer information, digital rights, customer data disclosure 
schemes, and customer information usage situations with equation (1) – (3) 

 Precision =
|∩(𝑆prediction ,𝑆reference )|

|𝑆prediction |
                                        (1) 

Re 𝑐𝑎𝑙1 =
|∩(𝑆prediction ,𝑆reference )|

|𝑆reference |
                                            (2) 

Improved Precision =
|∩inSet (𝑝1∼𝑝𝑡)

(𝑆prediction ,𝑆reference )|

|𝑆prediction |
           (3) 

U Cus: the dataset of each bank based on its own dataset information.  

Cus𝑗 ∈∪ Cus: each customer belonging to the datasets. 

 

𝐸 = {𝑒1, 𝑒2, … , 𝑒𝑛}:customer information, which 𝑒𝑖𝑗 represents the j-th subset in the i-th data type; 

 

𝑅 = {𝑟1, 𝑟2, … , 𝑟𝑛}:digital rights. 

𝑃 = {𝑝1, 𝑝2, … , 𝑝𝑛}:privacy policies.  

𝐶: customer-strategy collaborative filtering model attributes of the customers. 

𝐷 = {𝑑1, 𝑑2, … , 𝑑𝑛}, 𝑑𝑖 = {𝑝𝑡 ∣ 𝑒𝑖𝑗} attributes related to customer-strategy 

𝑇 =: confirmation operation in nudging corresponds to 𝑒𝑖. 

𝑈 = {𝑢𝑒1 , 𝑢𝑒2 , … , 𝑢𝑒𝑛}:
the utilization of customer information by the banks. 

𝐿 = {𝐸、R、 S、U}: blockchain smart ledger. 

𝑇𝑟: transaction triggered by the banking business flow. 

Neighbor (Cus new ) = (Cus new 𝑗, Sim (Cus new , Cus 𝑗) is Top 5} 
The computation is presented in equation (4) and (5) 

𝑆𝐼𝑀 = ⋃𝑆𝑖𝑚(𝐶𝑢𝑆𝑖, 𝐶𝑢𝑆𝑗)                                                                (4) 

Neighbor (Cus𝑖) = {Cus𝑗, Sim(Cus𝑖, Cus𝑗)isTop5}. 

𝑑𝑖 = 𝑝𝑖(
∑ ((𝑝𝑡|𝑒𝑖𝑗 ∈ 𝐸𝑐𝑢𝑠𝑛𝑒𝑤𝑗

)∗𝑆𝑖𝑚(𝑐𝑢𝑠𝑛𝑒𝑤,𝐸𝑐𝑢𝑠𝑛𝑒𝑤𝑗
)Neighbor(Cus𝑛𝑒𝑤)

∑ 𝑆𝑖𝑚(𝑐𝑢𝑠𝑛𝑒𝑤,𝐸𝑐𝑢𝑠𝑛𝑒𝑤𝑗
)Neighbor(Cus𝑛𝑒𝑤)

)     (5) 

 
In the above equation (5) the term R is represented as a currency of the blockchain based on the 

application of the specific scenario. The process additionally comprises the information of the customers 
and applications. The situation of the information usage by the customer is represented as U based on 
the data for disclosure for the application system and customer data. The smart ledger to the customer 
architecture model is presented in the figure 4.  Figure 4 represents the customer ledger policies, here 
the smart ledger contains the customer information used for disclosure schemes based on trading. 
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Figure 4.  
Customer Ledger Policies. 

 
The algorithm to implement the security framework model for the bank blockchain process is presented 
as follows: 
Algorithm: Homomorphic Nudge Model for Security Framework 
Input: Information about customers 
Output: Secure model in blocks 

1. Check M == Null, proceed step 2 
2. Compute the scores for each customer with collaborative filtering 
3. Compute the similarity set through cosine function 
4. Estimate the nearest neighbour value of the nodes 
5. Construct each set for the customers 
6. Compute the collaborative filtering through nearest neighbours 
7. Calculate  

 
8.  

𝑑𝑖 = 𝑝𝑖(
∑ ((𝑝𝑡|𝑒𝑖𝑗 ∈ 𝐸𝑐𝑢𝑠𝑛𝑒𝑤𝑗

) ∗ 𝑆𝑖𝑚(𝑐𝑢𝑠𝑛𝑒𝑤 , 𝐸𝑐𝑢𝑠𝑛𝑒𝑤𝑗
)Neighbor(Cus𝑛𝑒𝑤)

∑ 𝑆𝑖𝑚(𝑐𝑢𝑠𝑛𝑒𝑤, 𝐸𝑐𝑢𝑠𝑛𝑒𝑤𝑗
)Neighbor(Cus𝑛𝑒𝑤)

) 

9. Compute the disclosure information of the customers in the banks 
10. Update for the non-disclosure customers 
11. Compute the nearby blockchain  
12. Estimate the encrypted proprietary scheme   
13. Update and the consensus confirmation mechanism for customers 
14. Schedule each task in the batch and update to ledger 
15. Compute the authorized disclosure for the decrypted data for private key extraction 
16. Check for the transaction  
17. Refresh corresponding electronic and banking account 
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18. Consensus confirmation by the banks to the customers 
19. Customer disclosure for e-banks services directly.  

 

4. Experiments 
The performance of the developed model is validated with the constructed security framework 

model. The field analysis and experiments are conducted with the statistical analysis of the customer 
financial characteristics based on protection of data to verify the usability and strategy of customers 
with a collaborative filtering model. The experiments are based on evaluation of the security model for 
the recommended system with security of the blockchain throughput and security. 
 
4.1. Field Experiments 

The analysis is based on consideration of the loan details of the customer along with the information 
based on the disclosure values. The data for analysis is collected from loan customers with a sample 
count of 1000 who are randomly selected for effective banking services. Among the 1000 customers loan 
business details are identified and managed through the valid response curve. Figure 5 presents the 
response plot for the selected data sample was presented. The presented Figure 5 is based on 
consideration of the disclosure information with consideration of the disclosure information denoted as 
N.  
 

 
Figure 5.  
Distribution of Data Based on Disclosure. 

 
In Figure 5 it is observed that disclosure information agree is denoted as A and disagree with 

disclosure information is represented as B. The analysis of results expressed that the majority of 
customers are engaged in loans that are likely with the disclosure information. Also, it is estimated that 
customers who are young age and have higher educational qualification levels are actively engaged in 
disclosure information. The customer age is classified into four categories such as 20-30 years, 30 – 40 
years, 40 – 50 years and over 50 years. The estimated ratio is in the range of 1:2:2: 3:2. Through 
stratified sampling technique the people in each category of age are based on customer interview, 
understanding and communication with disclosure of the banking services with personal information. 
Sampling is highly beneficial. It's among the most important factors in deciding how reliable your 
research/survey findings are. If there is indeed a problem with your test, it will be noted in the final 
result. The various types of sampling techniques are random sampling, stratified sampling, and cluster 
sampling. Secondly, the educational qualification of the customers in the banks is grouped under 5 
categories such as junior school, high school, undergraduate, master, and doctorate. The estimated ratio 
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of the customers is 1:2:9: 6:2. In figure 6 and Figure 7 presented the collected information about the age 
and education of the bank customers. 
 

 
Figure 6.  
Distribution of Age of Customers. 

 

 
Figure 7. 
Distribution of Education Level of Customers. 

 
It is estimated that the customers’ age and educational qualification are more likely to agree with 

the information disclosure in the banks. The data privacy scheme with the Nudge-based collaborative 
filtering concept is examined for analysis. The experimental analysis is performed with the bank 
customers concerning bank environment and data disclosure scheme. The dataset considered for 
analysis is 20000 with attributes of 100 those are identified with the determined policies and records 
with a data item of 450. The ratio of the training and testing set validation is 4:1 with an estimation of 
precision, improved precision, and recall. In Table 1 model performance and its results are presented. 
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Table 1.  
Results for Security Models. 

Parameters Measured Values 

Precision 82% 
Improved Precision 99% 

Recall 23% 

 
The experimental analysis exhibited that the estimated precision is significantly high and the 

scheme is calculated appropriately. However, the estimated recall is significantly low with the 
guaranteed data policy and security for the customer data with the nudging operation in the 
homomorphic scheme for improved security.  In Figure 8 under different scenarios, the estimated 
throughput for the blockchain under different scenarios and nodes in the PC is presented along with the 
quad-core CPU with the 8 GB memory operation with the transaction per second (TPS) as performance 
metrics. The number of simultaneous operations performed by a certain person every minute is known 
as transactions per second (TPS).  The volume of transactions per second refers to how often 
transactions a network can handle per second. The Bitcoin blockchain’s median TPS is around 5 albeit 
this changes from time to time. It is estimated that the higher TPS has the significant blockchain 
capability those need for data on and off-chain. The average transaction for the bank transaction is 
estimated as 1000 per second. Hence, the developed model performs effectively in the banking scenario. 
In Figure 8 estimated TPS for varying numbers of nodes are presented.  

 

 
Figure 8.  
Estimation of the TPS. 

 
The estimated fault tolerance is computed for the blockchain system with different experimental 

iterations. Fault tolerance relates to a company's ability to keep on running even if a tiny portion of its 
hardware and/or software fails. As a consequence, the system designer's goal is to ensure that the risk of 
system crashes is as low as possible. In the experimental analysis four nodes varying numbers of nodes 
are engaged for computation of the performance of the blockchain security scheme. The legal transfer 
for transactions in the banking system exhibits a normal process. In the software environment. The 
steps in the blockchain security are listed as follows: 

1. Create an account for blockchain security and request for permission operation in the account 
2. Use the account to conduct the query operation in the successful operation. 
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3. Compute the permission query in the null account 
4. Utilize the account to operate the query  

The permission query fails without any permission in which private information is encrypted and tested 
with the blockchain information is presented as follows:  

1. Create an account for blockchain 
2. With open SSL private data is encrypted. 
3. View and estimate the cipher text of the data 
4. With open SSL cipher text will be decrypted 
The operation is implemented prior to the computation of the original data decryption.  
 

 
Figure 9.  
Encryption and Decryption in Blockchain. 

 
With the estimation of the blockchain based cryptography process data were encrypted and 

decrypted for the security purpose. The estimation is based on the consideration of data authentication 
and verification. The analysis expressed that the proposed scheme is effective for processing the 
information of the users in the secure model. 
 

5. Conclusion  
In open banking customer data privacy management is considered an important component. 

However, based on the customer rights and profile of customers is challenging due to security concerns. 
In this paper developed a data privacy management scheme in blockchain framework management 
framework with consideration of bank characteristics. The proposed scheme consists of the 
homomorphic-based customer strategy model integrated with the collaborative filtering algorithm 
integrated with the Nudge theory for data disclosure. The implemented blockchain model exhibits a 
data privacy management scheme for financial data scheme. The experimental analysis of the proposed 
security model exhibits superior performance in banking data privacy. In the future, the proposed 
security scheme can be tested and validated with different banking scheme models such as loan 
management and engineering technologies. Additionally, financial blockchain is involved in deletion of 
the data of the customers in a database of third parties. 
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