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Abstract: RFID is an automated identification technology which can be ap- plied to many environments
such as factory inventory, supply chain management, and access control, etc. we find that Chang
authentication protocol can be easily broken by eavesdropping on the communication between the
server and the tag. Therefore, we further propose a robust mutual authentication protocol which is
teasible for the low-cost RFID tags. The authentication problem in the proposed system is divided into
two parts: tag authentication and reader authentication. In tag authentication, we verify the accuracy of
the tag. In reader authentication, we ensure that the reader used to read and communicate with the tag
has not been compromised by an attack. This paper introduces a novel RFID authentication system.
Authentication is a one-to-one process, and we aim to verify the authenticity of an RFID tag. The
proposed system mainly consists of three components: one or more RFID tags, one or more RFID
readers, and a backend server responsible for storing data used to authenticate the readers and/or tags.
In the proposed protocol, both the tag and the backend server do not update their secret information
immediately. Even an adversary interrupts the communication, the backend server still can recognize
the tag in the next time. So, the proposed protocol can defeat the denial-of-service attack.The proposed
protocol not only can withstand the security flaws of Chang protocol, but also can ensure the properties
of use privacy, unlink ability, and substantive privacy.
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1. Introduction

The Internet of Things (IoT) comprises three physical layers: the network layer, the application
layer, and the security layer security measures should be implemented across all these layers. Security
requirements must be rigorously followed when data is collected at the physical layer, routed and
transmitted at the network layer, and when confidentiality and authenticity are maintained at the
application layer [17. Security is a critical aspect that must be prioritized when considering most [oT
applications [27]. The security of the Internet of Things (IoT) refers to the measures used to protect
information transmitted over the global internet network. These measures aim to prevent
eavesdropping, unauthorized access, and intentional or systematic manipulation of data between
command servers and various devices [ 3, 4].

The topic of IoT security primarily focuses on issues related to confidentiality, authentication, and
integrity [57]. IoT device manufacturers often prioritize cost, size, and efficiency over security, leading
to inadequate security measures. As a result, these devices become vulnerable and attractive targets for
potential attackers. However, it is worth noting that traditional security measures cannot be directly
applied to Internet of Things (IoT) technologies due to varying standards and the current large number
of connected devices [6, 7. Additionally, the vast number of interconnected devices poses scalability
challenges [87].
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The Internet of Things (IoT) is a vast network of interconnected devices working together to
achieve the ultimate goal of creating a truly connected world. One of the leading technologies that
paved the way for the IoT is Radio Frequency Identification (RFID) technology. When RFID tags are
applied to different objects, these objects become part of the ever-growing IoT network. Passive tags
are the most common type of RFID tags because they rely on the energy in the reader's carrier wave to
collect energy and transmit data [97. Passive or battery-free RFID tags, with their small size and low
power requirements, have contributed to multiple ubiquitous and mobile computing applications in the
[oT era [107]. These tags are seamlessly integrated into various objects and store and transmit
information about specific objects via radio waves. However, these attractive features also face some
drawbacks, exposing the tags to different types of attacks, including authentication attacks.

An adversary's RFID reader can corrupt the information of RFID tags if the authentication process
is simplified to accommodate the tags' low capabilities [11, 127. Similarly, attackers can clone RFID
tags to gain unauthorized access [137. Therefore, when critical information/access is at stake, simplified
authentication protocols are not always the best choice. Thus, a robust yet simple authentication scheme
is needed to accommodate the limited resources and security requirements of passive RFID tags.

Since RFID tags are resource-constrained devices, one of the main applications of this work is to
eliminate any reliance on encryption. Thus, the burden of performing computationally intensive
encryption operations to securely store authentication information, such as encryption keys and
passwords, is removed. RFID tags do not require additional work or storage capacity, as all decisions
and computations will be executed by the RFID reader and the back-end server [147.

At this stage, with the continuous development of smart cities and smart homes, the concept of
user authentication not only prevents unauthorized access to sensitive information but also promotes
the provision and development of services [157]. The main concern of Internet of Things (IoT) security
is the challenge of verifying the authenticity and integrity of data. Implementing authentication in IoT
is difficult because it requires servers and appropriate infrastructure to facilitate communication among
various components.

Biometric technologies, such as biometric authentication, are used for identity verification. Their
primary goal is to provide alternative technologies or methods for existing access control systems.
These methods are employed to protect personal information and organizational assets [167. It is no
longer just about preventing unauthorized access to link information; it also offers the possibility of
providing customized services for individual users.

The emergence of smart cities and home environments has transformed the concept of user
authentication. Sensors used for data collection from physical objects are constrained by limited
resources and computational capabilities, primarily due to their small size. Furthermore, they face
challenges related to standard security methods and complex computational algorithms [177].

2. Literature Review

Identity verification is a widely studied problem in RFID technology. It refers to the process that
RFID tags need to prove their identity to the system in the case of mutual authentication, and vice
versa. Authentication can be achieved by advanced encryption technology and equipment with sufficient
processing power. Literature 187 studies the problems of unauthorized access, illegal modification and
impersonation attacks in the network big data sharing environment. The author proposes a distributed
authentication and authorization scheme to realize distributed verifiability and flexible authorization of
publishers and users. This scheme is designed for devices with sufficient processing power, memory and
power resources.

Due to RFID tags always facing resource constraints and playing different roles in various
environments, lightweight and flexible authentication mechanisms are required [197. Cryptographic
authentication methods use encryption during communication between the tag and the reader to modify
plaintext information. Meanwhile, the reader may transmit this encrypted information to a backend
server for verification and matching. In computation-constrained tags, hash functions and simple
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masking logical operations (e.g., XOR) are commonly used [20, 217]. Cryptographic-based
authentication is the primary method among the five main RFID authentication approaches: password-
based, token-based, biometric, cryptographic, and multi-factor authentication [227].

For researchers, another interesting topic is mutual authentication, in which not only does the tag
need to authenticate itself to the reader and backend server, but the reader also needs to authenticate
itself to the tag to complete a successful communication session [237]. This lightweight cryptographic
technology has continuous breaking strategies, thus the robust cryptographic methods in Elliptic Curve
Cryptography (ECC) have also attracted similar interest as lightweight cryptography.

The authors in Reference [247] propose a protocol that enables the verifier to authenticate a group
of tags simultaneously based on controlled bit collision patterns, with authentication performed through
a composite group response from multiple tags. Additionally, the authors in Reference [257 develop
chip less RFID tags operating in the V-band, analyzing electromagnetic responses by exploiting their
inherent manufacturing randomness. Incorporating physical-layer characteristics such as power, timing
information, and bandwidth usage into authentication is an interesting research direction that can
reduce processing and message exchange during the authentication process, even in lightweight
authentication schemes.

The technique relies on one-way confusion functions, which are computationally light and energy-
efficient. However, it requires multiple security vulnerabilities. Subsequently, the authors [267]
introduced a more sophisticated improved protocol to fix the security vulnerabilities in [277]. A
lightweight authentication scheme [277] has been proposed for heterogeneous wireless sensor networks
(WSNs) over the Internet.

Although the design used was found to be inefficient, it is also vulnerable to various attacks [267].
Both protocols use elliptic curve cryptography and message authentication codes to ensure the
confidentiality, integrity, and authenticity of information. Two authentication and key agreement
protocols have been developed for wireless body area networks to provide secure communication in
healthcare applications within the Internet of Things [287.

They also propose an enhanced wireless sensor network (WSN) scheme based on Internet of Things
(IoT) principles. The proposed solution employs elliptic curve cryptography and one-way hash
algorithms to provide multiple security measures for the IoT. Nevertheless, they remain vulnerable to
various security threats, including spoofing, reflection, and sensor node attacks. In their study, the
authors focus on identifying and addressing several vulnerabilities in the authentication system
proposed in [297].

The authors propose a robust authentication mechanism to enable multimedia communication in
wireless sensor networks (WSNs) with Internet of Things (IoT) capabilities. The proposed protocol
satisfles multiple security requirements. However, it is not lightweight in terms of transmission and
storage costs. However, mutual authentication is not cost-effective in terms of communication expenses.
Furthermore, [307] indicates that it is vulnerable to DDoS attacks and identity spoofing. The authors in
[81] emphasize that the authentication techniques discussed in [327] are susceptible to various types of
security attacks.

Analysis of previous research shows that although current solutions provide sufficient security for
[oT environments, there is still room for improvement. At the same time, they also face high
computational complexity. Developing an authentication protocol that is sufficiently secure to resist
various attacks is considered a challenge, as it requires improvements in efficiency and computational
complexity compared to earlier technologies. Paper 337 emphasizes that the authentication procedures
described in Jung, et al. [347] and Park and Park 357 lack security. It proposes an enhanced protocol
based on elliptic curve cryptography as a solution. This protocol successfully addresses all security
issues present in Jung, et al. [34] and Park and Park [357]. However, due to the significant
computational and communication overhead involved, it is not suitable for Internet of Things (IoT)
applications.
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This study aims to achieve several key objectives, including accurate and reliable authentication,
ensuring communication non-repudiation, enhancing the protocol's security and computational
efficiency, defending against various types of attacks, optimizing memory consumption, minimizing
communication latency, and reducing response time to requests. This paper proposes a peer-based
authentication protocol for an Internet of Things (IoT) platform. Authentication is crucial in IoT
systems and the applications created for their services.

3. System Overview

Despite these concerns, many Internets of Things (IoT) devices currently in use lack adequate
security features. Therefore, we can say that the items we use are vulnerable to various security flaws.
These devices expose consumers to a new era of cybercrime rather than improving their lives. To
address the above situation and highlight the importance of IoT authentication, it proposes a
lightweight mutual authentication strategy employing load-based encryption in reference [237. Using
this technology, it is necessary to verify the legitimacy of every person, item, and system connected to
the internet. Weak or neglected authentication procedures allow hackers to enter networks and carry
out various destructive tasks, each potentially resulting in different outcomes such as transmitting
incorrect data or disabling security systems.

Radio Frequency Identification (RFID) system is expected to become an important and popular
technology in the 21st century. Many potential applications for RFID systems have been proposed in
many fields such as factory inventory, supply chain management, and access control in reference [367.
Typically, RFID system is composed of tags, readers, and a back-end server. The reader emits queries
to tags by broadcasting an RF signal. Once receiving the signal, tags will reply a unique ID back to the
reader. Then, the reader passes the data of tags to the back-end server through the Internet or the
Intranet. A common RFID system is showed in the Figure 1.

I [ I [ E
| | | |
| | f ? | ()u 'y | = —
LDy, 1Dy, =, 1D | | | T ||EH
! 1 | 1D 1Dy, oo, 1D, Tag
| | | - |

Back-end Server : : Reader : :
| | | | I ag

Figure 1.
A common RFID system.

Although the RFID system is increasingly applied in many different environments, some
researchers (377 mentioned the serious problems regarding to user privacy and information security.
For example, RFID tag makes the owner’s location easy to be tracked since the identity of the tag is
fixed. Furthermore, if the tagged items, like books, clothes or high price products, have been carried for
a long time, the adversaries can easily record personal habits or activities via scanning tags. For solving
these kinds of problems, many protocols with strong cryptographic primitives have been proposed in
reference [387]. However, strong cryptographic primitives will cause higher cost of RFID tags. It is
unfavorable for wider usages of RIID systems. Therefore, Chang [397] proposed a mutual
authentication protocol for low-cost RFID tags. Chang protocol adopted A5/1 1 [40] to secure the
communication between RFID reader and tags. But we find out that Chang protocol is not secure
enough. Once the communication between the reader and tag is eavesdropped, some secret information
may be revealed by the known-plaintext attack. The adversaries then can take the advantage of this
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flaw to cheat legal readers and tags. Therefore, we further propose a robust authentication protocol to
defeat the security flaws in the Chang protocol.

The authentication problem in the proposed system is divided into two parts: tag authentication and
reader authentication. In tag authentication, we verify the accuracy of the tag. In reader authentication,
we ensure that the reader used to read and communicate with the tag has not been compromised by an
attack. This paper introduces a novel RFID authentication system. Authentication is a one-to-one
process, and we aim to verify the authenticity of an RFID tag. The proposed system mainly consists of
three components: one or more RIFID tags, one or more RFID readers, and a backend server responsible
for storing data used to authenticate the readers and/or tags.

This article as follows. In Section 4, we design the Chang mutual authentication protocol. The
weaknesses of the Chang protocol are showed in Section 5. Section 6 will give a mutual authentication
protocol to enhance the security of RFID system. Finally, we discuss the security analysis and make a
conclusion. is organized.

4. Design of Chang Protocol for Low-Cost RFID Tags

We first introduce the notations as showed in Table 1 to describe the protocols throughout the
paper.

Table 1.
Notations.
Km Master key Km is used for generating secret keys for all of tags
KS Secret key KS is used for encryption and decryption by tags and Readers
h() One-way hash function
EA() Encryption operation by A5/1.
E() Encryption operation by AES Guo, et al. [67.
ID Serial number of the RFID tag
RA Random number generated by the Tag
RB Random number generated by the Reader
I Additional control data

In the Chang protocol, there is a Tag Issuer System for generating secret keys. The Tag Issuer
System consists of a Security Access Module and a master key Km which is used for generating secret
keys of all tags. Each tag keeps its own secret key KS issued by the Tag Issuer System, where KS
=EKm (ID). The Tag Issuer System is showed in the Figure 2.

I I
Tag Issuer System : :
I I
ID E
Security Access Module : < :
I | Tag
| | (=
I I
I .. I
) R ,r— -
Master key AES | Seeret key( K s — Tag
: SHeS | — |
Encryption I | L=
- Algorithm : | Tag
EEPROM m I I
I I
I I =
I | Fag

Figure 2.
Tag Issuer System.
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Readers are also equipped with the same Security Access Module and hold the same master key as
the Tag Issuer System. The tag authentication steps are executed as follows and showed in the Figure
3.

Stepl. The reader transmits a query, GET-SERIAL-NUMBER, to the tag.

Step2. The tag responds its ID to the reader. After receiving the ID, the security access module
generates the secret key KS, where KS = EKm (ID).

Step3. Besides, the reader also generates a random number RB and transmits it to the tag in the
GET-CHALLENGE command.

Step4. After receiving RB, the tag generates a random number RA and uses KS to encrypt RA, RB
and an additional control data I. Then, it replies TokenAB =EAKS (RA | |RB | |I) to the reader.

Step5. Once receiving TokenAB , the reader verifies it by using KS to decrypt TokenAB . In the
meanwhile, the reader checks the validation of RB.

Step6. If the verification is successful, the reader uses KS to encrypt RA and RB and replies
TokenBA=EAKS (RB ||RA) to the tag. The tag uses KS to decrypt TokenBA and verifies the
validation of RA. If it holds, the mutual authentication between the reader and the tag is done.

i
Security )
Access
Module | <+—

- Reader
K

»

L K,

GET_SERIAL NUMBER

ID

A

GET_CHALLENGE (R,)

Tokenyg = EAy (R, || Ryl 1)

Tag

Tokeng, = B4y (R ||R,)

t

Figure 3.
Tag authentication protocol.

5. Security Flaws of Chang Authentication Protocol

In Chang authentication protocol, it obviously violates the privacy property. That is because that a
tag will reply the fixed ID back to the reader. Thus, an adversary can easily identify and trace the tag.
Moreover, the stream cipher A5/1 is applied to reduce computational cost in the Chang authentication
protocol. It encrypts the transmitted data by using the bitwise exclusive-OR (XOR) operation.
However, we find out that an adversary can extract secret information from gathered messages through
the XOR operation. Then, he/she can masquerade as a valid reader or tag to cheat other RFID devices.
First, we assume that an adversary has eavesdropped the communication between a valid reader and a
tag. He/She has gathered the transmitted information, ID, RB, TokenAB, and TokenBA. Then, the
following steps will show how he/she can extract the secret key stream generated from the key KS.

Stepl. Since TokenAB =EAKS (RA||RB ||I), and TokenBA=EAKS (RB ||RA), the known
plaintext RB can be used to XOR the ciphertexts TokenAB and TokenBA to reveal the partial key
streams, KS1 and KS2.

Step2. Once the adversary gets KS1 and KS2, he/she can masquerade as a reader or a tag to cheat
others.

Assume that the adversary wants to masquerade as the tag, he/she trans- mits ID to the reader after
getting the query message from the reader. Then, he/she generates a random number RA  and uses
KS1 and KS2 to compute TokenAB , where TokenAB =EAKS (RA | |RB | |I). Once receiving
TokenAB , the reader uses KS to decrypt TokenAB and checks the validation of RB , where KS =
ERKm (ID). It will pass the verification, the reader replies TokenBA back to the tag, where
TokenBA=EAKS (RB | |RA). Thus, the ad- versary passes the authentication of the reader. On the
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contrary, if the adver- sary wants to masquerade as a reader, he/she can query the tag and transmit a
random number RB  to the tag. Then, the tag generates a random number RA and uses KS to create
TokenAB , where TokenAB = EAKS (RA| |RB | |I). The adversary will use KS2 to get the random
number RA by the XOR op- eration. Then, the adversary also uses KS2 and KS1 to generate
TokenBA, where TokenBA=EAKS (RB | |RA). Once the tag receives TokenBA, the tag uses KS to
decrypt TokenBA and check the validation of RA. Similarly, it will pass the verification.

6. The Proposed Mutual Authentication Protocol
6.1. Proposed Protocol

This section will propose a practical scheme for solving the security flaw in the Chang protocol. In
the proposed protocol, a hash function is used to ensure that any adversary cannot obtain any secret
information by the XOR operation. Moreover, the proposed protocol will ensure the security properties
of unlink ability and substantive privacy, and resist the replay attack, forgery attack, and denial of
service attack. The proposed mutual authentication protocol for low-cost RFID tags is also showed in
the Figure 4.

Step 1. The reader first generates a random number R and sends it to the tag.

Step 2. Once receiving R, the tag generates a random number RA, computes Token1, and then
replies Token1, and RA to the reader, where Token1=h(R| |ID| | RA).

h(), K,
Security Access Module
" —
@ :
Back-end Server B l'ag
R, ,R,Token, o

) Token, = h(R||ID||R,).R,,

Token, = E4y_(h(R, || K¢))
_— -

Figure 4.
Our proposed protocol.

Step 8. The reader transmits RA, R, and Token1 to the backend server.

Step 4. Once receiving RA, R, and Token1, the backend server finds a can- dilated ID and computes
Token1 by using RA, R, and ID. Then, the backend server compares whether Token1 is equivalent to
Token1 or not. Ifitis correct, the backend server sends ID (= ID) back to the reader.

Step 5. The reader inputs ID into the security access module to generate KS, where KS =EKm (ID).
The reader then uses the secret key KS to compute and send Token2 to the tag, where Token2=EAKS
(h (RA| | KS)).

Step 6. Once receiving Tokeng, the tag checks the validation of Token2 by using KS to decrypt it.
If it is correct, the mutual authentication is done.

6.2. Security Analysis

In the following, we will show that the proposed protocol can ensure the properties of user privacy,
unlink ability, and substantive privacy and defeat the replay attack, forgery attack, and denial of service
attack.

Edelweiss Applied Science and Technology
ISSN: 2576-8484

Vol. 9, No. 9: 13241333, 2025

DOI: 10.55214/2576-8484.v919.10132

© 2025 by the authors; licensee Learning Gate



1331

6.2.1. User Privacy

In the proposed protocol, the tag generates a new random number RA each time, and computes
Token1, where Token1=h(R||ID||RA). The adversary cannot identify the tag by the RA and Token1.
Thus, the user privacy property can be ensured.

6.2.2. Unsinkability

The tag will choose a new random number and generate a new response Token1 each time for the
reader’s request. The Tokenl1 is a hash result, hence the adversary is unable to distinguish whether the
responses come from the same tag or not. So, the property of unlink ability is promised.

6.2.3. Substantive Privacy

Once a tag is compromised, the adversary cannot use the leaked KS to compromise other tags or
masquerade as another tag. Since all tags’ secret keys KS are different in the proposed protocol, the
adversary cannot use it to compute other tags’ secret keys or masquerade as others.
6.2.4. Replay Attack

Since the adversary can eavesdrop the communication between the reader and the tag, he/she can
gather transmitted messages such as R, Token1 and Token2. However, the gathered messages cannot
be used in the next time. That is because that the messages contain fresh random numbers. Thus, the
proposed protocol can defeat the replay attack

6.2.5. Forgery Attack

The proposed protocol uses a one-way hash function and a stream cipher to protect the secret
information during the communication. The adversary cannot use the public information to masquerade
as other tags or the reader. Thus, our proposed protocol can resist the forgery attack.

Denial of Service attack

An adversary may interrupt the communication between the server and the tag to make some
information stored in the server asynchronous to those in the tag. It results in that the tag is unable to
pass the authentication of the server. In the proposed protocol, both the tag and the backend server do
not update their secret information immediately. Even an adversary interrupts the communication, the
backend server still can recognize the tag in the next time. So, the proposed protocol can defeat the
denial-of-service attack.

7. Conclusions

This paper first points out the security flaws in the Chang protocol. Then, we propose a robust
mutual authentication protocol for low-cost RFID tags. The proposed protocol not only can withstand
the security flaws of Chang protocol, but also can ensure the properties of use privacy, unlink ability,
and substantive privacy.
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