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Abstract: The rapid expansion of smart grids and distributed renewable energy systems has increased
the need for intelligent, real-time energy monitoring and management solutions. Traditional energy
meters lack the computational intelligence to analyze usage patterns or detect anomalies, limiting their
effectiveness in modern energy systems. This paper presents an Al-integrated smart energy metering
framework that combines Internet of Things (IoT) technologies with machine learning (ML) algorithms
for real-time energy monitoring, anomaly detection, and load forecasting. The proposed system employs
low-cost [oT hardware for energy data acquisition, cloud-based storage for scalable data handling, and
embedded AI models for predictive analytics and anomaly detection. A supervised learning model,
trained using historical consumption data, predicts short-term demand, while an unsupervised learning
algorithm detects abnormal consumption patterns indicative of energy theft, equipment malfunction, or
system inefficiencies. Experimental results from prototype implementation demonstrate high prediction
accuracy (R® = 0.94) and efficient anomaly identification with minimal false positives. The integration of
AT with ToT can help utilities identify energy theft, thereby preventing lost revenue.
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1. Introduction

Global energy demand is growing rapidly, driven by industrialization, population growth, and the
increasing adoption of electrified technologies [17. Consequently, modern power systems are
transitioning toward smart grids that integrate renewable energy resources, real-time monitoring, and
intelligent control mechanisms [27]. Within this framework, smart energy meters play a pivotal role by
providing continuous and detailed insights into energy usage patterns. However, conventional smart
meters primarily focus on data acquisition and communication, with limited capacity for autonomous
analysis or decision-making. This limitation often results in delayed fault detection, inefficient energy
management, and increased operational costs [37].

The emergence of the Internet of Things (IoT) has revolutionized energy monitoring by enabling
ubiquitous connectivity and remote data access. loT-based smart meters can transmit granular
consumption data to centralized or cloud-based systems, facilitating data-driven energy optimization
[47]. Yet, the exponential increase in data volume demands intelligent analytics that can autonomously
extract insights, detect anomalies, and predict consumption trends. This is where artificial intelligence
(AI) becomes transformative. When integrated with IoT, Al empowers energy meters to evolve from
passive sensors to autonomous decision-making agents capable of self-learning and adaptive control
[57.

Recent studies have demonstrated the potential of Al and machine learning techniques such as
LSTM, Random Forest, and K-Means clustering in load forecasting [67], energy theft detection [7],
and predictive maintenance. However, many existing systems either rely solely on cloud-based Al
models, which introduce latency and privacy risks, or lack robust anomaly detection mechanisms
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suitable for edge-level implementation [87]. Moreover, the integration of IoT, cloud analytics, and
embedded AI within a single unified framework remains an ongoing challenge.

The proliferation of low-cost microcontrollers (e.g., ESP32), non-invasive current transformers, and
affordable voltage sensors has enabled a new generation of IoT-based smart meters capable of
continuous, high-resolution measurement. Prior works demonstrate practical prototypes that couple on-
device sensing with wireless transmission (Wi-Ii, LoRa, or NB-IoT) to cloud platforms for storage and
analytics [9, 107]. Typical systems implement ADC sampling, local preprocessing (e.g., de-spiking,
aggregation), and periodic uploads to cloud dashboards for consumer feedback and utility billing [117].
These platforms improve visibility and facilitate demand-side management; however, many early
systems stop at visualization and do not include integrated intelligence for automated fault or theft
detection [127. In addition, some deployments rely on proprietary gateways or cloud services, raising
concerns about scalability, interoperability, and cost in resource-constrained settings.

A growing body of research applies statistical and machine learning techniques to detect anomalies
and non-technical losses (NTLs) in electricity consumption. These approaches are broadly classified into
supervised, unsupervised, and hybrid methods. Supervised models such as random forests and SVMs
[13, 147 deliver strong performance when labeled theft data are available, but they depend heavily on
curated datasets that are costly to obtain [157. Unsupervised models such as Isolation Iorests,
clustering algorithms, and autoencoders [167] work without labeled data and are widely adopted for
anomaly detection in smart metering [177]. Time-series models, such as ARIMA and LSTM, further
enhance detection by forecasting normal usage patterns and flagging large deviations as anomalies.

Recent advances favor hybrid architectures that combine forecasting and outlier detection [167.
These systems first predict expected consumption (using models such as LSTM or ARIMA) and then
apply unsupervised detectors (e.g., Isolation Forests or autoencoders) to the forecast residuals. This
two-stage “predict-then-detect” framework reduces false alarms and adapts better to cyclic usage
behavior. However, challenges remain in ensuring real-time responsiveness, minimizing computational
cost, and maintaining performance under limited labeled data. Edge—cloud partitioning is also gaining
attention, with lightweight detection running locally for low latency, while heavier model training
occurs in the cloud [187.

Despite these advances, practical, low-cost implementations that combine IoT sensing, Al-based
analytics, and real-time response remain scarce. This study addresses these gaps by proposing an
integrated [oT—AI smart metering framework using an ESP32 platform for sensing and preprocessing,
coupled with a hybrid LSTM-Isolation Forest pipeline for real-time anomaly detection and forecasting.
The system is designed to be scalable, cost-efficient, and interoperable with existing smart grid
infrastructure, offering a balanced edge—cloud solution that enhances reliability, privacy, and rapid
anomaly response.

The main contributions of this work are as follows:

1. Design and implementation of an IoT-based smart energy meter that captures and transmits
real-time consumption data.
ii.  Integration of Al algorithms (supervised and unsupervised learning) for load prediction and
anomaly detection at the device and cloud levels.
ii.  Development of a scalable architecture that balances edge and cloud computation to minimize
latency while maintaining high analytical performance.
iv.  Experimental validation using real-world energy datasets and hardware prototypes to evaluate

performance metrics such as accuracy, latency, and reliability.
The rest of this paper is organized as follows: Section II describes the methodology, Section III
presents the system implementation and results. Section IV concludes the paper with insights into
future developments.
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2. Methodology
2.1. System Overview

The proposed Al-enabled smart energy metering framework aims to seamlessly integrate Internet
of Things (IoT), cloud computing, and Artificial Intelligence (AI) to enable real-time energy
monitoring, anomaly detection, and theft identification. The system leverages low-cost smart meters
embedded with sensors and an ESP32 microcontroller to capture and preprocess voltage, current, and
power data at the edge. This ensures efficient data acquisition and minimal latency before transmission
to the cloud. The system’s primary goal is to detect energy theft and abnormal consumption patterns
while enabling users to visualize energy usage through a cloud-based dashboard.

As illustrated in Figure 1, the framework is organized into four interconnected layers. The IoT
Layer handles energy measurement and local computation through the smart meters. The
Communication Layer transmits processed data wirelessly via Wi-Fi using lightweight MQTT
protocols to the cloud. The AI/ML Analytics Layer employs hybrid models, specifically LSTM
networks for time-series forecasting and Isolation Forests for unsupervised anomaly detection, to
identify irregular consumption patterns or potential theft. Finally, the Visualization and Control Layer
provides a cloud-based dashboard for real-time monitoring, historical analytics, and automated alerting,
enabling both utilities and consumers to take timely, data-driven actions.

>
Visualization and Control Layer
(» Real-time Monitoring
Historical Alerting
Timely, Data-Driven Decision
- -~ Control Feedback
Al/ML Analytics Layer
Time-Series Forecasting Unsupervised Anomaly
= . Detection
+ e
ti\,r{ LSTM Networks «2 "* lIsolation Forests
Hybrid Models
Communication Layer
Wireless Transmission by
Wireless Transmission (Wi-Fi) MQTT Protocols
- IOT Layer D
}E @ @
Figure 1.

Four Layers of the Proposed Framework.
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2.2. Hardware Components and Description (IoT Layer)

The IoT layer consists of an ESP32 microcontroller, voltage and current sensors, and an LCD
display module, assembled on a compact and low-power IoT platform. Table 1 summarizes the core
components used in the IoT layer. The ESP32 serves as the computational hub, reading analog signals
from the sensors via its 12-bit ADC channels, computing instantaneous power, and transmitting
processed data to the cloud through Wi-I'i [197. A voltage divider circuit scales down line voltage to a
safe sensing level, while the ZMCT103C captures current without physically interrupting the circuit.
The LCD module displays instantaneous voltage, current, power, and energy consumption locally.

Table 1.

Core System Components.

Component Description Image
ESP32 DevKit V1 Serves as the main microcontroller, featuring a

dual-core Tensilica LX6 CPU operating at 240
MHz, with integrated Wi-Fi and Bluetooth
modules for data acquisition, processing, and
wireless communication [197.

ZMPT101B  Voltage | Measures AC voltage within the 0-250 V AC range
Sensor with £0.5% accuracy, providing a proportional 0-5
V DC output signal suitable for analog input to the
controller [207.

ZMCT103C  Current | A non-invasive current transformer capable of
Sensor measuring 0—5 A AC. It delivers an analog voltage
output proportional to the line current, enabling
accurate real-time current sensing [217.

LCD 16x2 with I°C | Displays real-time system parameters, including
(PCF8574T) voltage, current, and energy consumption. The I*C
interface minimizes wiring complexity and
enhances communication efficiency [197.

LM7805 Regulator + | Ensures a stable 5 V. DC power supply to the
Passive Components sensors and microcontroller. Capacitors are
incorporated to reduce noise and maintain power
stability during operation [217].
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2.8. Circuit Layout

The circuit layout in Figure 2 illustrates the interconnection of active and passive components that
enable the proposed system's functionality. Terminal block J3 serves as the primary interface to the
power source, while the converter module (U1) performs AC-to-DC conversion, delivering a regulated
12 V DC output. This voltage is subsequently filtered by capacitor C1 and stepped down to 5 V DC
using the LM7805 voltage regulator (U2). Together with capacitor C2, the regulator provides a stable 5
V, 1 A supply for the sensors and controller, ensuring consistent operation under varying load
conditions. The current sensor is interfaced through terminal J8 to the ESP32 microcontroller via pins
D4 (signal), 5V, and GND, while the voltage sensor connects through terminal J2 to pins D2 (signal),
5V, and GND. These interfaces enable synchronized voltage and current measurements required for
energy computation. The [?C LCD module connects through terminal J1 to pins D21 (SDA) and D22
(SCL) of the ESP32, along with 5V and GND, facilitating real-time display of measured parameters.
Terminal J6 links the load to both sensing modules for data acquisition directly from the mains. The
instantaneous power P and accumulated energy E are computed as:

— — \'T
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Figure 2.
Circuit Layout.

2.4. Cloud Integration and Data Acquisition
Data collected from the ESP32 are uploaded to ThingSpeak, an IoT cloud platform compatible with
MATLAB analytics. Each transmission includes: timestamp, voltage (V), current (A), power (W),
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energy (kWh). The data are stored in dedicated channels shown in Figure 3 with real-time dashboards,
and can also be accessed via REST APIs for downstream processing in Python or TensorFlow
environments.

|:| Thil"lgSI:i'eakT"I Channels +  Apps~  Devices~  Support-

Channel Settings

Percentage complete 509

Channel ID 20759586

HName EMERGY METER
Description IOT EMERGY METER
s
Field 1 VOLTAGE
Field 2 CURREMT
Field 3 KWH
Field 4 PRICE
Field 5 ]

Figure 3.
Channel Creation on Thingspeak.

2.5. Model Development

The proposed framework integrates two learning paradigms to achieve predictive and diagnostic
intelligence in smart energy monitoring: a Long Short-Term Memory (LSTM) network [227 for load
forecasting and an Isolation Forest (iForest) model [237 for anomaly detection. The combined approach
captures both normal consumption dynamics and abnormal energy-use deviations indicative of theft,
malfunction, or inefliciencies.

2.6. Data Description and Preprocessing

The dataset, acquired via IoT-based smart meters and stored on ThingSpeak, comprises
timestamped measurements of voltage Vi, current I, real power P, and power factor PF, at one-minute
intervals. Temporal features such as hour of day, V;, day of week, and weekend indicator (W) were
appended to capture periodic demand variation. Preprocessing involved noise removal via a rolling
median filter, missing value imputation using linear interpolation, and normalization via min-max
scaling techniques.
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X¢—min (x)
max(x)—min (x) (Q)
The data were split chronologically into 70% training, 15% validation, and 15% testing subsets
based on standard time-series partitioning practices to preserve temporal dependencies and prevent data
leakage between the training and evaluation phases.

Xt =

2.7. LSTM Forecasting Model
The LSTM network learns temporal dependencies in the energy data to predict short-term demand
P,,1. Given a sequence X, = [Pt—n+1,Pt—n+2, -, Pe], the LSTM computes hidden representations
through gated operations as [227]:
forget gate: f; = o(Wrlhe—q,x:] + by)
input gate: iy = o(W; [hy—q,x¢ ]+ b;)
cell candidate: C, = tanh (W, [he_1,%; ]+ b.)
cell state: C; = f,O C,_q + i,O C;
output gate: o, = o(W,, . [hy—1,x¢ ] + by )
hidden state output: hy = 0o, O tanh (C;)
The final load forecast is then formulated as:
P,y = Wyh, + b, (9)
Table 2 summarizes the model configuration parameters

AN N N N N~
W I D O
— N N S~

Table 2.

Model configuration parameters.

Parameter Value

Input window 60 minutes
LSTM layers 64 and 32 units
Dropout 0.2

Output Layer Dense

Loss Function MSE = %29’:1(}% — B,)?
Optimizer Adam (n=0.001)
Epochs 150

Batch size 32

Early Stopping Patience=10

2.8. Isolation Forest Anomaly Detection
Residuals between observed and predicted load were computed as 1, = |P; — P;|. The Isolation
Forest identifies anomalies by recursively partitioning the residual space. For a dataset X =

{x1,%1, ..., Xp}, random feature q and split value p are selected to form partitions until isolation occurs
_E(h(x)
[237. The anomaly score for a sample x is given by s(x,n) =2 <® | where E(h(x)) is the average

_ 2(n-1)

path length x across all trees, normalization factor c(n) = 2H(n — 1) and the harmonic

number H(n) is approximated by In(n) + 0.5772. If s(x,n) > threshold, x is flagged as anomalous
[247. Hyperparameters include number of estimators = 200, maximum samples = 256, contamination =
0.05, max features = 1.0.

2.9. Model Evaluation
The LSTM model’s accuracy was assessed using RMSE, MAE, and R? [257.

1 ~
RMSE = \/ﬁz’t"zl(Pt — P,)? (10)
1 A
MAE =~ L1 |P— Py (11)
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The Isolation Forest was evaluated using Precision (P), Recall (R), and F1-score (I'1) on labeled test
data EQG]:

TP+TN
Accuracy = ———————— (12)
TP+TN+FP+FN
. TP
Precision = (18)
pTPHFP
Recall = —— (14)
TP+FN » .
Precision XReca
Fl—score =2X ————— (15)

Precision+Recall ) o )
where TP, TN, FP, and I'N denote true positives, true negatives, false positives, and false negatives,

respectively. Additionally, the Receiver Operating Characteristic-Area Under the Curve (ROC-AUC)
metric is employed to assess the model’s ability to discriminate between normal and anomalous
consumption patterns.

2.10. Integration Logic

The anomaly detection logic integrates both models sequentially as

A4 = {1, if s(rm) >t
t 0, otherwise

Where A; = 1 indicates an anomaly flag.
This hybrid LSTM-iForest configuration ensures that deviations from forecasted normal load patterns
trigger immediate alerts within the IoT dashboard for further analysis. The operational framework is
detailed in Algorithm 1.
Algorithm 1: AI-Enabled Hybrid LSTM-Isolation Forest Anomaly Detection

Input:  Streaming energy data D = {V;, I, P, E;}

Output: Anomaly labels A = {0,1}

1. Initialize:

(16)

Set LSTM model parameters 8p.gm
Set Isolation Forest model 0,
2. While data stream is active, do
3. Read new sample x; = {V, I, P, E;}
4. Normalize (x;) using precomputed files.
6  Predict nnext value.
5.
6.

yt «— LSTM_Predict (Xt | GLSTM)
Compute residual . = |y — P¢| // Residual error

7. ifrp > € then
A < IsolationForest (1 | 0;¢)
it A= 1:
Trigger alert & log anomaly
If theft confirmed: Send relay OFF command to ESP32

End If
8. Else: Ay <0

9. Periodically update 8 gy and 8jr with new data
End While

2.11. Visualization and Control Layer
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The Visualization and Control Layer provides a cloud-based dashboard that enables users and
utility operators to monitor and manage energy consumption in real time. It presents interactive energy
usage graphs across daily, weekly, and monthly intervals, along with real-time anomaly alerts
highlighted in red for quick identification of abnormal patterns. The interface also supports remote
control functions, such as relay ON/OFF switching, and automated notifications via SMS or email to
promptly inform users of critical events. Additionally, it offers comparative consumption insights,
allowing users to evaluate their usage trends against historical data or benchmark averages. Designed
tfor cross-platform accessibility, the dashboard can be accessed seamlessly through web and mobile
devices, ensuring convenient and continuous monitoring of energy performance and security.

3. Result and Discussion
The system was assessed in terms of measurement accuracy, response latency, anomaly detection
performance, and user interface usability.

3.1. Hardware Implementation Test

The system’s hardware architecture integrates the ESP32 microcontroller, current and voltage
sensors, and an MQTT-based wireless data transmission module. The ESP32 continuously samples
analog signals, computes instantaneous power, and publishes data to the ThingSpeak IoT platform.
Figures 4 and 5 illustrate the internal wiring layout and external enclosure of the developed prototype.

IHO43008VZAXMANLSEDLON

Figure 4. '
Hardware Internal View.
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igure 5.
Hardware External View.

3.2. Experimental Setup

Data was collected over 30 days at one-minute intervals, capturing voltage, current, and active
power measurements under varying residential and industrial load conditions. Model training and
evaluation were conducted in MATLAB R2023b using the Machine Learning Toolbox, while
ThingSpeak facilitated real-time data streaming, visualization, and model deployment. Performance was
assessed using RMSE, MAE, R? and, for forecasting accuracy, Precision, Recall, and F1-score for
anomaly detection performance.

3.8. Forecasting Model Performance
3.8.1. Training and Validation Results

Figure 6 illustrates the trend of the Mean Squared Error (MSE) for both the training and validation
datasets over 100 epochs. Initially, both curves exhibit relatively high MSE values (x0.12-0.13),
reflecting the model’s poor predictive accuracy at the early stage of training. However, as training
progresses, the errors steadily decrease, indicating effective learning and convergence.

Around epoch 40, the training and validation curves begin to stabilize below an MSE of 0.02,
suggesting that the model has reached an optimal learning region. The close alignment between the two
curves throughout training indicates good generalization and minimal overfitting; the validation loss
follows the training loss without significant divergence. The mild fluctuations observed in the validation
curve are typical in stochastic gradient-based optimization and can be attributed to random batch
sampling or slight variations in data distribution.

From a training dynamics perspective, the smooth convergence trend implies that the chosen
learning rate was appropriately tuned, neither too high (which could cause oscillations or divergence)
nor too low (which would slow convergence). Furthermore, the consistent reduction of MSE across
epochs suggests that the sequence length and batch size settings were effective in capturing temporal
dependencies without causing instability.
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Training and Validation Curves
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Figure 6.
Plot showing MSE vs. epoch for training/validation.

3.4. Forecast Accuracy

Figure 7 compares the actual and predicted load profiles over a representative 24-hour period using
the trained LSTM model. The blue line represents the measured load, while the orange dashed line
indicates the model’s predictions. The LSTM exhibits a strong temporal alignment with the observed
load variations, accurately tracking both the magnitude and timing of demand fluctuations.

During peak hours (around 4—8 hours and 20-24 hours), the predicted curve closely follows the
rapid rise in power demand, reflecting the model’s capability to learn short-term dependencies and
capture non-linear load dynamics. Similarly, in off-peak hours (approximately 10-16 hours), the model
effectively reproduces the valley in demand, indicating successful learning of daily consumption cycles.
Minor deviations observed around the transition between high and low demand periods can be
attributed to temporal lags or smoothing effects inherent in sequence-based forecasting. Quantitatively,
LSTM achieved low error metrics: RMSE = 0.146, MAE = 0.103, and R? = 0.94, confirming its ability
to generate high-fidelity forecasts with minimal bias.

Actual vs. Predicted Load - 24-hour Window

co A
\’\

3.5 1
)
3
5 3.0
=
<}
[~
2.5 1
504 Actual Load ‘\/\\f/v
’ Predicted Load {LSTM)
0 5 10 15 20
Time (hours)
Figure 7.

The actual and predicted load profiles over a representative 24-hour period.
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3.5. Comparison with Baselines

Table 3 compares the performance of the proposed LSTM model against two traditional forecasting
approaches, Autoregressive Integrated Moving Average (ARIMA) and Support Vector Regression
(SVR). The LSTM achieved the lowest prediction errors and the highest coefficient of determination (R*
= 0.94), demonstrating a significant improvement in capturing nonlinear temporal dependencies present
in the load data.

Quantitatively, the LSTM reduced RMSE by approximately 81% compared to SVR (0.146 vs. 0.214)
and 48% relative to ARIMA (0.146 vs. 0.281). Similarly, the MAE decreased by 34% and 47%,
respectively. These improvements highlight the network’s superior capability to learn complex patterns
and long-term dependencies, which traditional statistical and shallow learning models struggle to
represent.

Although the training time for LSTM (72 s) is slightly higher than that of ARIMA (41 s) and SVR
(59 s), this increase is marginal relative to the substantial gain in accuracy and generalization
performance. The elevated R® score underscores the model’s strong fit to the observed data while
maintaining stability across validation runs.

Table 3.
Performance of the proposed LSTM model against traditional forecasting approaches.
Model RMSE MAE R? Training Time (s)
ARIMA 0.281 0.196 0.82 41
SVR 0.214 0.157 0.86 59
LSTM (proposed) 0.146 0.103 0.94 72

3.6. Residual Distribution Analysis

Figure 8 shows the residual distribution plot, which separates normal and abnormal samples based
on their statistical spread. Normal residuals group closely around zero, forming a nearly symmetric bell-
shaped distribution, while abnormal residuals display a long tail extending toward higher values. This
skewed tail suggests situations where predicted and actual load values differ significantly, indicative of
potential data theft or intrusion events. The distinct separation between normal and abnormal
distributions indicates that residual-based anomaly representation effectively captures deviations in
energy consumption patterns. This long-tailed pattern is typical of rare, high-impact anomalies,
confirming that the residual transformation is a reliable preprocessing step for unsupervised anomaly
detection.

Residual Distribution (Normal vs. Anomalous)

Normal
Anomalous
2.0
1.5
=
&
=
[=5
0 1.0
0.5
0.0 —0.5 0.0 0.5 1.0 1.5
Residual Value
Figure 8.

The residual distribution plot shows normal and abnormal samples based on their statistical spread.
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3.7. Isolation Forest Evaluation

The Isolation Forest model effectively detected abnormal load patterns within the residual time
series, as shown in Figure 9, achieving a precision of 0.92, a recall of 0.88, and an F1-score of 0.90. The
high precision implies that most flagged anomalies were indeed true anomalies, while the strong recall
demonstrates the model’s ability to detect the majority of actual abnormal events. The ROC curve in
Figure 10 further supports this performance, with an AUC of approximately 0.935, indicating excellent
discrimination capability between normal and anomalous samples. The time-series plot of anomaly
scores in Figure 9 reveals distinct peaks corresponding to detected anomalies, highlighting the model’s
responsiveness to irregular consumption behavior. These results underscore the robustness of the
Isolation Forest in handling high-dimensional, non-Gaussian data distributions typical of smart energy
systems.

Anomaly Score Time Series (Isolation Forest)

—— Anomaly Score
0.75 e Detected Anomalies
0.70
<
§ 0.5 »
U
]
> 0.60
]
5
e 0.55
<
0.50
0.45
0.40
0 200 400 600 800 1000

Time (samples)

Figure 9.
The Anomaly Score Time Series of the Isolation Forest Model.

ROC Curve - Isolation Forest

1.0

0.8

0.6

0.4

True Positive Rate

0.2

0.0 —— |solation Forest (AUC = 0.94)

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 10.
The ROC curve of the Isolation Forest Model.
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3.8. Comparative Analysis

A comparative analysis with other unsupervised detectors, namely, the One-Class SVM and an
Autoencoder baseline in Figure 11, demonstrates that the Isolation Forest consistently outperformed
the alternatives. As summarized in the results table, the Isolation Forest achieved superior scores across
all metrics (Precision = 0.92, Recall = 0.88, I'1 = 0.90, AUC = 0.935), exceeding the One-Class SVM by
4-5% and the Autoencoder by approximately 8—10%. The improvement is attributed to the Isolation
Forest’s ensemble-based approach, which isolates anomalies by recursive partitioning rather than
relying solely on distance or reconstruction error metrics. This makes it particularly resilient to noise
and adaptable to varying load conditions. The comparative results confirm that Isolation Forest
provides a balanced trade-off between accuracy and computational efficiency for real-time anomaly
detection in smart metering applications.

Comparative Detection Performance

Isolation Forest

[0}
3 One-Class SVM 0.83
=
Autoencoder* 0.85 0.79
Precision Recall F1 AUC
Figure 11.

Comparative Performance with baseline models.

3.9. User Interface

A dynamic ThingSpeak dashboard was developed for real-time data visualization. The dashboard
displays instantaneous power, voltage, and current values, while also providing time-series plots for
historical trend analysis. Detected anomalies are flagged for user attention, enabling prompt corrective
action. This interface enhances energy awareness and supports behavioral changes toward efficiency.

Edelweiss Applied Science and Technology
ISSN: 2576-8484

Vol. 9, No. 12: 389-1405, 2025

DOLI: 10.55214/2576-8484.v9112.11374

© 2025 by the authors; licensee Learning Gate



vVoLTAGE o o - .

| 0.02400 133.9

NAIRA

v
Fiold 3 Chart o = S Fiold 22 Chart oF 2 7 =

ENERGY METER ENERGY METER
30

o

= E

s B

o oo - ~ I R ——— ———— —

o 200 A0 20 no 21 0w O A0 20 no 2 )

Dare 2 Dace
Finicd 4 Chars o =] ” - ENERGY r = ” -

ENERGY METER

20 AD 20 S0 21 00

Late

Figure 12.
ThingsSpeak User Interface.

4. Conclusion

This study presented an integrated framework for smart grid anomaly detection based on residual
analysis from machine learning—based load forecasting and unsupervised learning using the Isolation
Forest algorithm. The results demonstrated that the proposed LSTM-Isolation Forest pipeline
achieved high detection accuracy with a precision of 0.92, recall of 0.88, and I1-score of 0.90,
outperforming baseline models such as One-Class SVM and Autoencoder-based detectors. The residual
distribution analysis revealed that anomalies manifest as long-tailed deviations, confirming the model’s
robustness in distinguishing abnormal consumption patterns from regular demand fluctuations.
Furthermore, the model achieved a coefficient of determination (R®) of 0.94 in load forecasting,
significantly improving predictive accuracy over conventional approaches like ARIMA and SVR. This
improvement in forecasting precision directly enhanced the reliability of residual-based anomaly
detection. The proposed system, therefore, enables early detection of theft, faults, and cyber-intrusions,
which are key threats to the stability and security of modern smart grids.

Future work will focus on extending the framework to multi-modal datasets incorporating weather,
voltage, and network topology features, as well as deploying adaptive and online versions of the
anomaly detector for real-time energy management. Integrating explainable AI (XAI) methods will also
provide interpretability for operational decisions, ensuring transparent and secure grid monitoring.
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