
Edelweiss Applied Science and Technology 
ISSN: 2576-8484 
Vol. 10, No. 4, 90-105 
2026  
Publisher: Learning Gate  
DOI: 10.55214/2576-8484.v10i4.12560 
© 2026 by the authors; licensee Learning Gate 

© 2026 by the authors; licensee Learning Gate 
History: Received: 27 January 2025; Revised: 2 March 2026; Accepted: 6 March 2026; Published: 30 March 2026 
* Correspondence:  zalharbi@ksu.edu.sa 

 
 
 
 
 

Enhancing data governance framework for data privacy in Saudi Arabia 

 
Zahyah H. Alharbi1*, Amal A. Alwahbi2, Tahani Alqurashi3 

1,2Management Information Systems Department, College of Business Administration, King Saud University, Riyadh 12372, 
Saudi Arabia; zalharbi@ksu.edu.sa (Z.H.A.) amalalwahbii@gmail.com (A.A.A.). 
3College of Computing, Data Science Department, Umm Al-Qura University, Makkah 24382, Saudi Arabia; 
tmqurashi@uqu.edu.sa (T.A.). 

 

Abstract: This study evaluates data governance framework implementation in the Kingdom of Saudi 
Arabia, with particular emphasis on identifying data privacy challenges and proposing enhancement 
strategies. A qualitative research approach was employed, conducting semi-structured interviews with 
thirteen participants from private, government, and semi-government organizations that have 
implemented DAMA-DMBOK-based data governance frameworks. Thematic analysis was used to 
identify implementation challenges and improvement areas. Four primary challenges emerged: 
insufficient organizational awareness of data governance value, difficulties complying with international 
data protection regulations (particularly GDPR), inadequate data classification practices, and 
stakeholder resistance due to conflicts of interest. While framework adoption remains incomplete, 
participants recognize the need for enhancement through three strategic interventions: clearly defining 
strategic and operational objectives, increasing organizational awareness while developing human and 
technical resources, and strengthening data privacy through proactive integration into system design 
phases. This research provides actionable recommendations for Saudi organizations and policymakers to 
facilitate effective data governance implementation, emphasizing the balance between data protection 
requirements and organizational innovation needs. 

Keywords: DAMA-DMBOK, Data governance, Data privacy, GDPR compliance, Qualitative research, Saudi Arabia, 
Thematic analysis. 

 
1. Introduction  

The significance of data utilization in businesses has gained prominence due to the recent upsurge in 
business activities. Data has demonstrated potential to optimize business operations [1]. Organizational 
data greatly impacts business decisions concerning operational and strategic activities. Data is a 
valuable organizational resource, and effective corporate governance is essential for exploiting data to 
help businesses make more informed decisions and enhance organizational efficiency and effectiveness 
[2]. 

Well-implemented data governance activities can have a positive impact on business revenue, cut 
operational and production costs, and increase shareholder value. Data governance delivers measurable 
value for a business. It ensures that the business has reliable, consistent, automated, and scalable data to 
support efficient decision-making and operations [3]. Data privacy is a critical consideration in data 
management. It governs the manner in which individuals within the organization can collect, store, or 
modify data within the information system. A robust data governance program can serve as the 
cornerstone for managing and safeguarding data assets [4, 5]. 

This study enhances a data governance framework for data privacy by reviewing existing literature, 
interviewing stakeholders, identifying and analyzing governance challenges, and proposing focused 
recommendations. It addresses a critical gap in the literature by offering a context-specific analysis of 
data governance frameworks in the Kingdom of Saudi Arabia (KSA), with a focused examination of data 
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privacy, contributing empirically informed and actionable recommendations aligned with organizational 
realities. 

This paper is structured as follows: Section 2 covers related studies; Section 3 outlines the 
methodology; Section 4 discusses the findings; and Section 5 presents the conclusion and 
recommendations. 
 

2. Related Work 
This section provides a general overview of data governance and privacy, and data governance 

frameworks. Following that, we review studies that investigate data governance frameworks and 
privacy. 
 
2.1. Data Governance 

Otto [6] defines data governance as “a company-wide framework for assigning decision-related 
rights and duties to be able to adequately handle data as a company asset.” Some academics believe that 
organizations that do not incorporate efficient data governance into their operations may struggle to 
remain competitive [7], as data management is critical to maintaining a competitive edge in today’s 
business landscape. According to the Data Management Association (DAMA), data management is “the 
development, execution, and supervision of plans, policies, programs, and practices that control, protect, 
deliver, and enhance the value of data and information assets.” [8]. Some researchers have stated that 
data governance complements rather than replaces data management [9], serving as the strategic layer 
that guides tactical data management activities. 

The primary objectives of data governance for public organizations are to enable informed decision-
making, ensure compliance with regulatory requirements, enhance operational efficiency and 
effectiveness, and support seamless integration of business operations. Data governance delivers direct 
benefits such as improved efficiency and reduced risks, as well as indirect benefits including enhanced 
stakeholder perception and trust in information management [10].  

For Saudi enterprises, data governance entails not only acknowledging the significance of data 
assets as vital assets within the organization but also maximizing their value across the entire enterprise 
[11]. The implementation of data management practices should always adhere to the business's major 
strategic and operational policies and procedures [9]; however, data governance is considered to be a 
joint responsibility between IT and business. 
 
2.2. Data Privacy Governance 

Data privacy is a critical aspect of any organization's operation. It pertains to the handling of 
sensitive data and its privacy. It defines the parameters of how individuals within the organization 
collect, store, manipulate, share, or exchange data with third-party organizations within the information 
system [4]. 

Data security, on the other hand, focuses on the technical controls necessary to safeguard data from 
unauthorized access, manipulation, or disclosure. The CIA Triad is a fundamental concept within data 
security, addressing the core principles of data confidentiality, integrity, and availability [4]. Data 
security deals with the technical aspects of the collection of personally identifiable information (PII). 
Data privacy addresses the legal aspects of the data and focuses on the fundamental rights of individuals 
and organizations [12]. 

Following the announcement and implementation of the General Data Protection Regulation 
(GDPR) in 2016, the understanding of personal information has evolved and is now more broadly 
recognized. Cultural and geographical differences must be taken into consideration when defining 
personal information. Personal information can be defined as any digital or physical data that can be 
indirectly or directly associated with “natural persons” [13]. This definition extends beyond personal 
identifiable information (PII) and encompasses transactional information. 
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The numerous factors contributing to data privacy risks present a significant challenge for 
organizations in risk management and mitigation [13]. Data governance addresses these challenges by 
proactively managing big data requirements, mitigating privacy risks, and fostering innovation through 
data quality criteria such as timeliness, meaningfulness, trustworthiness, and sufficiency.  
 
2.3. Data Governance Framework 

Data Governance Frameworks (DGF) play a crucial role in the successful implementation of data 
governance activities. The implementation components associated with data governance include people, 
processes, and technologies. The elements that define, construct, and deploy an effective data 
governance framework are common functional titles, diverse data governance roles and responsibilities, 
data ownership, policies, processes, standards, tools, supporting technologies, data governance bodies 
and committees, and data stewardship [13]. 

An efficient and effective data governance framework should consider four main components: 
standards, processes and policies, organizational structures, and tools and technology. There are two 
conventional approaches for implementing a data governance framework: the top-down approach and 
the bottom-up approach. The top-down approach prioritizes data control to optimize data quality. The 
bottom-up approach prioritizes data access to optimize end-users' access. In addition to these methods, a 
modern collaborative approach has emerged, which strikes a balance between these two philosophies 
[14]. 
 
2.4. Data Governance Related Work 

Alhassan et al. [15] conducted a comprehensive literature review on data governance, analyzing 
data governance process activities. A total of 31 research papers were scrutinized. They explored data 
governance activities related to the definition of action areas in the data governance decision domain 
and revealed the scarcity of information on the implementation and monitoring of data governance. 

Abraham et al. [16] aimed to introduce a conceptual framework for data governance, literature 
synthesis, and a detailed plan for scholarly investigation. This research is grounded in a comprehensive, 
structured literature review of 145 research papers by practitioners from 2001 to 2019. They identified 
and classified the major building blocks associated with data governance into six dimensions [16]. 

Albahar and Thanoon [17] noted that business organizations in the Middle East face a lack of data 
privacy rules, regulations, and policies. Small, medium, and large-scale businesses in the region are 
currently dealing with data privacy issues. Their research focuses on addressing these challenges in the 
Middle East and proposing solutions. 

Al-Khalifa et al. [18] presented the Saudi Privacy Policy Dataset, a collection of Arabic data privacy 
policies from various sectors in Saudi Arabia and an interpretation of the 10 Personal Data Protection 
Laws (PDPL) developed to be compatible with GDPR. The primary objective is to promote research 
and development in privacy policy analysis, natural language processing (NLP), and machine learning 
(ML) applications related to privacy and data protection. 

Kunnen [19] claimed that their research study discovers new data governance-associated 
challenges. The ultimate objective was to highlight feasible and convenient remedies. The researchers 
conducted a literature review of existing research and an interview survey in collaboration with a field 
expert to validate their findings. These serve as the basis for establishing a data governance framework 
for future use, in the form of a generalized template for data governance use cases based on advanced 
analytics.  
 

3. Methodology 
This section outlines the research methodology structured into three distinct segments: research 

design, data collection, and data analysis, as shown in Figure 1. 
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Figure 1.  
Research Methodology. 

 
3.1. Research Design 

The study's purpose was to improve the data governance framework for data privacy in KSA and to 
examine challenges associated with data privacy governance. We endeavored to uncover reasons 
contributing to the inadequacy of the current data governance framework by exploring perspectives and 
attitudes of individuals employed in organizations adhering to the NDMO data governance framework. 
A qualitative research approach was employed, and interviews were conducted with individuals from 
semi-government and private organizations in KSA that have adopted data governance with data 
management offices. The interview method allows researchers and respondents to discuss phenomena 
under examination, as opposed to quantitative studies [20]. Semi-structured interview questions allow 
researchers to keep the discussion relevant while allowing respondents to discuss their experiences 
[21]. 

The researchers of this study formulated research-related interview questions based on a 
comprehensive literature review. We established an outline clearly defining areas of research interest 
and developed primary open-ended questions serving as a foundation for subsequent detailed 
discussions [22]. Questions were specifically tailored to elicit participants' perceptions and attitudes 
toward both conceptual aspects and practical applications of data governance frameworks, with a focus 
on data privacy. Efforts were made to formulate questions that avoided leading participants, thereby 
minimizing potential bias, yet were comprehensive enough to encompass a variety of specific topics 
related to assessing the state and effectiveness of data privacy governance frameworks. 

Interview questions categorized organizations based on type (government, semi-government, 
private) and size. Questions delved into understanding individual definitions of data privacy in the data 
governance context, challenges faced in data privacy governance, frameworks in use, implementation 
methods, effectiveness in achieving data privacy goals, unmet needs, and suggestions on requirements to 
enhance frameworks. Prior to interviewing the entire sample, we conducted a single pilot interview to 
verify the effectiveness of the question format in achieving the desired clarity, scope, and depth of data. 
The outcomes of this pilot interview confirmed the comprehensive coverage of our investigative areas 
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and established that the primary question structure effectively facilitated detailed follow-up discussions 
on issues highlighted by participants [23]. It is important to mention that the individual interviewed in 
the pilot phase was selected from the same participant pool as our main research study. 
 
3.2. Data Collection 

Semi-structured interviews were conducted. Employing the snowball sampling technique, we began 
with two initial participants from organizations of varying types and sizes. Along with purposive 
selection, this approach led to the identification of thirteen suitable participants from the Data 
Management Office. To ensure data validity, coherence, and saturation, we set inclusion criteria 
requiring all participants to possess significant experience with data governance frameworks. 
Participants held varied roles and were involved in different aspects of the framework, providing a range 
of insights crucial for comprehensively addressing the research questions [23]. 

The study targeted various organizations in KSA, all implementing the data governance framework 
mandated by NDMO. Participants, as detailed in Table 1, held positions as chief data officers (CDOs), 
data consultants, or administrators in data management and privacy offices. In semi-structured 
interview-based research, reaching data saturation often justifies sample size. Following this principle, 
Francis et al. [24], we found interviewing thirteen individuals sufficient. Interviewing ceased once it 
was apparent that no further novel insights were emerging. Participation in the study was entirely 
voluntary, without financial or other incentives. Interviews were conducted on an individual basis, 
ensuring one-on-one interaction. Individual interviews were chosen as more fitting for the study 
objectives, allowing for more open and unbiased data collection. 

The interview process was conducted remotely using Zoom from March 31 to December 11, 2023. 
Each session commenced with a brief personal introduction, followed by an explanation of the research 
purpose and obtaining participant consent. Prior to starting the interview, participants were asked for 
consent to record the session, which was crucial for accurate transcription. Once consent was given and 
recording devices were activated, standard qualitative research protocols were adhered to. This included 
assurances of confidentiality and a description of data and result utilization. No personally identifiable 
information was captured; responses were anonymized to maintain ethical standards. Participants were 
native Arabic speakers; therefore, interviews were initially recorded in Arabic, then transcribed in 
Arabic and subsequently translated into English. 
 
Table 1. 
Overview of Participants. 

Participant Number Organization Type Participants Position 
1 Government CDO 

Data Consultant CDO 
Data Management and Privacy Office Director Data Governance Team 
Lead 
legal Consultant 
Data Management Specialist CDO 
CDO, Data Governance Team Lead and Data Management 
Specialist 
CDO 
Data Governance Team Lead CDO 

2 Semi- Government 

3 Government 

4 Private 

5 Government 
6 Private 

7 Government 

8 Semi- Government 
9 Government 

10 Private 
11 Semi- Government 

12 Government 
13 Semi- Government 

 
3.3. Data Analysis 

The study employed a thematic analysis methodology for the examination of interview transcripts. 
This method is widely recognized for its efficacy in discerning, analyzing, and delineating patterns or 
themes within datasets, and is apt for interpreting textual data to uncover recurring motifs responding 
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to the posed research questions [25]. Thematic analysis was deemed particularly suitable for exploring 
intricate aspects of the research aim, namely, identifying areas needing improvement. The research 
culminated in proposing a series of recommendations aimed at refining data privacy governance in KSA. 

Transcription of interviews from audio to text is a critical step in research methodology. In this 
study, a thorough verbatim transcription was conducted promptly after each interview to facilitate 
exhaustive coding analysis of contributions made by each participant. To guarantee accuracy and 
reliability, each audio recording was repeatedly listened to, ensuring alignment with comprehensive 
field notes taken during and immediately after interviews. Additionally, a second researcher 
independently verified the fidelity of transcripts against audio recordings. 

The coding process was executed manually, entailing systematic examination of each transcript. 
This approach drew inspiration from Braun and Clarke [21] and incorporated aspects of Grounded 
Theory as outlined by Charmaz [26]. The process commenced with initial coding, where a segment-by-
segment technique was employed to discern similarities and differences within and across interviews, 
recognizing emerging patterns and their relevance to the research question. Subsequently, focused 
coding was undertaken, wherein codes deemed particularly significant were extracted from the initial 
set [26]. These focused codes were interconnected to form patterns within each interview, offering a 
concise summary of data while preserving the original meaning of respondents' statements. The next 
phase involved searching for themes. The coding framework facilitated the identification of themes, 
defined as consistent patterns emerging from qualitative data analysis. Focused codes were organized 
into a spreadsheet and scrutinized to pinpoint groups sharing common ideas or meanings, forming sub-
themes aggregated into broader categories termed "main themes," further grouped into "major themes" 
directly related to the research question. 

 

4. Findings and Discussion 
This section presents the main findings of this research, which indicate that the implementation of 

data privacy governance has a significant impact. A comprehensive data governance framework, if 
existent, will result in high-quality and efficient data, transparency, increased productivity, and reduced 
data errors. The data governance framework in KSA includes a comprehensive policy for monitoring 
and regulating data-related activities. The following sections describe the current framework for data 
governance in KSA, discuss data privacy, illustrate the challenges concerning data privacy governance, 
and finally, present relevant recommendations. 
 
4.1. Describe the Current Data Governance Framework 

Our research findings indicated that the current framework for data governance in KSA is 
inadequate and requires significant improvement. The existing data governance frameworks were 
developed to improve data governance or increase data governance maturity using standard and unified 
frameworks, such as DAMA, DCAM, and CMMI. The Saudi Arabian government is currently adopting 
the DAMA Data Governance Framework [8], which is considered a comprehensive and integrated data 
governance framework that facilitates data-driven capabilities, data quality, and data utilization in 
addition to providing data protection services. This framework is expected to interconnect all data 
protection and data quality enhancement practices. The framework is primarily concerned with data 
management, including data privacy and protection considerations. As stated by interviewee 1, "Data 
privacy intersects with each phase of the data life cycle." The interviews indicated that data governance 
is an essential aspect of data management because it serves as an overarching framework and 
encompasses several areas. This framework comprises several areas, namely data governance, data 
integration and interoperability, data use, classification and availability, and data protection. These areas 
have been further divided into fifteen disciplines and fall under a number of specifications, standards, 
controls, and policies. These include data privacy, business intelligence and advanced analytics, machine 
learning, data operations, data monetization, data value realization, and data integration; data 
classification; open data; freedom of information; metadata and data catalogs; documents and archives; 
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data architecture; master data management; and data security, which is the specialty of the 
Cybersecurity Authority. 

Data privacy falls under data protection, which has two aspects. The first aspect is the protection of 
personal data. The second aspect is data security. In other words, data privacy falls under governance, 
which includes establishing policies and regulations within the organization, and data sharing and data 
protection. Data sharing has its own set of special laws to ensure proper handling and protection; the 
DAMA framework generally does not address personal data specifically; rather, it integrates it within 
broader themes of governance, participation, and data protection, each having its distinct nature. The 
selection of an operating model is crucial, as it lays the groundwork for the activation of policies in the 
second phase. This process requires the application of technical and human resources, including the 
identification of data owners, data stewards, and data custodians. Once all areas have been completed 
and policies are activated, change management must be implemented, which involves the distribution of 
technical and business roles and responsibilities for data. 

All interviewees affirmed that the application of the data governance framework conforms to the 
NDMO framework and is tailored to the needs of each organization. According to interviewee 6, "The 
Data Governance Framework encompasses data privacy, but it is still in the implementation phase. Our company 
has constructed the framework and operating model, but the operation phase has not yet begun." Discussions on 
policies revealed that many organizations, particularly private ones, have made significant strides in 
governance. Although the ideal governance model may not be fully realized, privacy policies and data 
classification policies are now more prevalent. As stated by interviewee 4, "Governance structures exist 
within the organization; however, they have not yet achieved the optimal configuration envisioned by stakeholders. 
Nevertheless, current practices demonstrate functional adequacy." 
 
4.2. Data Privacy 

Based on the interviews with the participants, we arrived at the following findings regarding data 
privacy in KSA: As noted earlier, data privacy is a critical aspect of data protection that focuses on the 
strengths and weaknesses of personal data management through the implementation of trustworthy 
methods in accordance with personal data protection policies and regulations. Data privacy is not only 
concerned with the security of personal data but is also considered the initial boundary for data 
protection, which is a fundamental aspect of data management and governance. Managing data privacy 
and determining an individual's rights and obligations are the most essential and primary aspects of 
personal data protection, particularly when an organization manages a large volume of personal data, 
whether internally or externally. Data privacy is also concerned with the integrity, confidentiality, 
authenticity, and authorization of personal data access, and it establishes the methodologies and 
standards for protecting sensitive, confidential, and valuable organizational data from unauthorized user 
access and modification [27]. 

Data privacy is considered the most important aspect of data management and governance. 
Compliance with the NDMO requirements is mandatory for all organizations in KSA to ensure the 
effective enforcement of data privacy. Several laws, regulations, legislation, and principles pertaining to 
data privacy have been defined and must be enforced in KSA to ensure data privacy, which safeguards 
the privacy and security of personal and sensitive organizational information. The purpose of these data 
privacy requirements is to prevent any unauthorized person from within or outside the organization 
from gaining unauthorized access to data, utilizing data, exchanging it with others, or manipulating this 
data to damage the country and its citizens [28]. 

Based on the analysis of the interviews, 40% of the respondents considered data privacy to be 
essential for both organizational and individual personal data. These two classifications of data, such as 
individuals' personal data and enterprise data, have distinct data privacy requirements. Individual 
personal data privacy is primarily focused on ensuring the privacy of a single person with limited 
requirements and fewer data privacy risks, whereas enterprise data privacy requires a higher level of 
privacy and security, as it relates to the data privacy of enterprise business processes, including financial 
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business statements, bids and offers, employees' salaries, and other confidential business information 
that must be protected and secured. 

Organizations view the data privacy policy as an integral part of the data management process and a 
vital element of data governance. The data privacy policy in these organizations supports the 
management of personal data privacy and enforces implementation and compliance with data privacy-
related laws, regulations, and statutes outlined by national law enforcement agencies. Some 
organizations in KSA have established data management offices to address data privacy and governance 
responsibilities, in accordance with government mandates. These organizations have implemented an 
appropriate data governance framework that encompasses comprehensive and inclusive data 
management elements, including personal data privacy protection. 

As noted above, data privacy is closely associated with data governance, as it enables the monitoring 
of who and why organizational data is being accessed and helps protect personal data against 
unauthorized and unauthenticated user access. Furthermore, data privacy can be viewed as the transfer 
of data control from the data controller to the data subject, where individuals have the discretion to 
decide whether or not to provide their personal information to organizations. Individuals are aware of 
the purpose of collecting their data and their rights to view, access, manipulate, obtain a copy of, or 
request the deletion of their personal information [28]. 

In addition, data management offices are concerned with personal data, which serves as a means of 
identifying an individual through various parameter values such as name and ID number. As the 
interviewees noted, the privacy policy classifies personal data into two categories: non-personally 
identifiable information (non-PII) and personally identifiable information (PII). Non-PII refers to any 
personal data that does not identify an individual by their identity, such as a list of employees' age, 
language, sex, and nationality, as long as it is not linked to their identities. In that case, this is personal 
data, but according to the existing policy, it is classified as non-personally identifying information. On 
the other hand, personally identifiable information (PII) encompasses the name, identity, and any other 
details that reveal one's identity. Accordingly, governance policies manage personal data in accordance 
with regulations and legislation, while also allowing for its use for purposes such as data analysis and 
report extraction. 

When utilizing the DAMA framework for data sharing, organizations only share data with consent 
from the data subject. The data is collected solely for its intended purpose, and all data protection 
provisions outlined in the DAMA data protection standards, including access control and encryption, 
must be followed in cooperation with cybersecurity employees [8]. Based on interviews with the 
participants, we concluded that the data classification process is a proactive, step-by-step process that 
determines whether the data can be shared and made accessible online as open data. This process 
involves the interconnected triangle of actions composed of data classification, data protection, and data 
availability. 
 
4.2.1. The Impact of Data Privacy Governance 

Data privacy governance, which operates at the organizational level, has far-reaching implications 
that extend to authorization, data privacy, compliance, and aspects of data reliability, reputation, and 
quality. It is one of the organization's most critical key performance indicators (KPIs), as a lack of 
proper data protection can erode consumer confidence and harm the organization's reputation, 
negatively impacting its operations. However, when a person believes that their data is safe, it fosters 
trust, which can result in an increased consumer base, return on investment, and income. As stated by 
interviewee 7, "following the rules and regulations related to data governance and privacy can help avoid fines." 
Furthermore, effective data governance and privacy practices lead to better risk management, reducing 
the likelihood of data breaches and violations [29] that may harm the business. Thus, data privacy has a 
positive impact both externally and internally within the same firm, where employees trust the 
employer to properly protect their data, and customers entrust the organization with their data because 
the organization respects their privacy [30]. 
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Many interviewees acknowledged that the existence of many laws may hinder many opportunities, 
but effective data privacy governance brings a good reputation for the organization, as explained earlier. 
However, it is not accurate to assume that data privacy laws provide an advantage for organizations. On 
the contrary, sometimes organizations without strict data privacy laws may benefit more in certain 
cases. It is worth mentioning that when data is improperly disclosed or compromised, the organization 
may experience significant consequences in the future. Preserving the rights and reputation of the 
organization, future opportunities, and customer trust are of utmost importance. Therefore, it is 
essential to adopt a balanced approach to data privacy. Overemphasizing data privacy may limit 
innovation, hinder data sharing, and restrict access to open data [31]. 
 
4.3. Challenges Concerning Data Privacy Governance 

In light of the interview results, some challenges were identified that hindered the implementation 
of an effective data privacy governance framework within organizations, as shown in Figure 2. 

 

 
Figure 2.  
The challenges concerning data privacy governance. 

 
4.3.1. Culture and Awareness of Data Value 

Based on the findings of the interviews, all participants agreed that the awareness and culture 
required to understand the value and importance of data privacy are common obstacles for any 
organization that decides to implement its data governance framework. As stated by participant 6, "The 
benefit of data governance will be felt in the long term after several years. They are now unaware of it." This lack 
of institutional awareness can result in employees inadvertently disclosing sensitive information to 
competitors due to a lack of knowledge about the importance of data privacy. Furthermore, a lack of 
awareness regarding the privacy of personal data may cause individuals to decline to participate in data-
sharing initiatives due to concerns about data protection. Data protection does not necessarily equate to 
non-participation; rather, it involves safeguarding the interests of individuals. Accordingly, they need to 
be aware of what information is appropriate to share. 
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The responsibility of government agencies is to maintain data and provide services to citizens. 
Consequently, they are legally mandated to obtain and manage this data. There is also internal 
legislation through which they regulate participation. However, the problem arises from a lack of 
knowledge or comprehension of the statutory regulations on the part of the authorities. Moreover, there 
is a lack of data privacy education within the community. 
 
4.3.2. Complying with the Legislation of the Data Privacy Law 

According to the analysis of the interviews, 60% of the respondents said that adhering to the Data 
Privacy Law's regulations, particularly the European Data Protection Law (GDPR), was challenging. 
Due to inadequate data privacy practices, major international corporations face numerous financial fines. 
Large multinational corporations have the capacity to comply with laws and regulations, but the 
question remains as to whether such compliance will have a positive impact on the organization's 
financial income. As participant 4 stated, "Paying fines may not constitute a loss against their earnings." 
Some participants expressed the belief that these corporations may prefer to pay fines rather than 
comply with legislation that could impede their substantial sources of income. Furthermore, many 
organizations struggle with implementing data privacy practices due to the disruption it may cause to 
their business and the potential limitation of benefits. Some organizations that provide services to 
individuals may violate privacy if they believe it is in the public interest. Accordingly, there is no need to 
obtain individual consent. Interviewee 6 stated, "For example, we have an artificial intelligence model 
that predicts the characteristics of diabetes, such as a high blood sugar level of 400. This happens two or 
three times a week. This leads to poor vision and health problems related to diabetes. These data are 
recorded and linked using the My Health application. After collecting the characteristics of diabetics, this 
artificial intelligence model accesses the patient's mobile number and starts sending awareness messages 
such as ‘you should check your eyes’ and similar preventive messages about complications that are 
expected to occur to them. This is an explicit example of a violation of privacy because the consent of 
the customer to whom the messages will be sent has not been obtained". 
 
4.3.3. Data Classification 

The majority of participants stated that identifying and inventorying data for organizations is a 
significant challenge. The focus should be on prioritizing essential and crucial data to achieve strategic 
aspirations and objectives. If the data is identified well, it will be simple to govern. As Participant 1 
stated, "The core or critical data are not yet clear in our organization. If core and critical data are not 
identified, the program will be impacted." Moreover, according to Participants 1, 2, 3, and 5, 
organizations' inability to distinguish between data that requires protection and data that does not is 
still a concern. Participant 3 explained, "We must distinguish between data. What data, if not protected, 
will harm the organization?" In addition, data management and governance involve dynamic data whose 
value fluctuates over time, as data is an asset, and the value of assets fluctuates. Therefore, it is crucial to 
approach data management and governance with a dynamic perspective, recognizing that the value of 
data can change over time. According to Participant 1, "The first year we see the data as core data, but 
after one or two years, it may change and become non-core." 
 
4.3.4. Resistance 

According to all the interviewees, any new change in the work environment, such as the 
implementation of new laws and policies, is met with resistance and opposition. The implementation of 
data governance policies also encounters resistance due to conflicts of interest. The lack of conviction 
among stakeholders, including senior management and others, regarding the significance and value of 
data governance results in resistance to all requirements, such as providing the budget for human 
resources recruitment and modern data governance techniques. Acceptance of data governance and 
management is a significant obstacle, as they are viewed as unconvincing [32]. Additionally, there are 
other challenges that impede cooperation with the data management office due to conflicts of interest, 
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such as acceptance of data management, which would not have been implemented without the 
government's mandate. 

According to Participant 6, "Previously, data privacy was separated from data governance and 
placed under data security. This practice is not correct. We have changed this idea by placing data 
privacy with data governance independently in accordance with the Data Governance Policy. We found 
resistance to implementing this concept. The control of data privacy will be withdrawn from the 
Information Technology and Security Department, and its policies will be enforced in a more 
comprehensive and correct manner by the Chief Data Officer. We have encountered resistance in the 
implementation of policy because of conflicts of interest." Moreover, the implementation of data 
governance policies is further hindered by the cost of compliance. Previously, data was collected and 
processed without any restrictions or constraints. As Participant 7 stated, "The organization needs to 
hire new employees with experience." Subsequently, the implementation of a new framework incurs a 
significant cost. 

Finally, the participants reported various challenges associated with implementing a data 
governance framework, including the scarcity of specialized human resources in data governance and 
privacy, as well as the lack of legal personnel with the necessary expertise to create and apply the law 
accurately. Additionally, when engaging external expertise, organizations cannot verify the 
qualifications of consultants, as they lack the means to evaluate them. It is worth noting that many 
government agencies currently view consulting firms as a means to learn from them, and the deficiency 
of human resources within government agencies is expected to impact the selection of external 
expertise, along with the high cost of employing external experts. 
 

5. Enhancements and Recommendations 
On the basis of the preceding analysis and recommendations by the participants, it has been 

determined that the data governance framework requires further development and refinement, 
particularly with respect to data privacy. Below is a list of potential improvements and 
recommendations. 
 
5.1. Clearly Defining Strategic and Operational Goals 

Many organizations still lack a well-defined strategy or plan of action, despite their growing 
interest and emphasis on implementing a data governance framework. To achieve the desired outcomes 
from the implementation of a data governance framework, organizations require an appropriate 
framework and operational model, as indicated by Respondent 2. Organizations need to have a clearly 
defined purpose and dedicated efforts to carry it out. Having a well-defined strategy and plan of action is 
also essential. Furthermore, ineffective frameworks were observed in organizations where there was no 
defined vision and working procedures, making implementation difficult. 

As advised by Interviewee 7, "The primary consideration is to move beyond theoretical frameworks and 
translate the obligations outlined in this framework into clear working procedures, because it is relatively easy to 
establish frameworks and policies and enforce them, but difficult to apply them in practice. For example, under the 
regulatory framework, the disclosure of personal data should only occur in certain circumstances, as outlined in the 
relevant regulations. The critical challenge involves ensuring that this policy is consistently upheld within the 
organization." This challenge, translating policy obligations into operational procedures, has been 
identified in recent data governance research as requiring systematic attention to technical system 
design and implementation architectures [33]. To translate these obligations into the operational 
framework, there must be defined procedures in place. 

Additionally, as interviewee 8 mentioned, "The framework is comprehensive. We have described what you 
are required to do, but it lacks guidance on implementation, methods, or how the framework functions. Guidelines 
are essential to determine how to implement the task." 
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It is imperative to clearly delineate both the strategic and operational objectives in order to foster a 
heightened sense of commitment among employees regarding framework provisions. This can be 
achieved by implementing specific procedures, internal organizational policies, and guidelines, which 
will help prevent employees from violating these framework provisions and ensure that the desired 
outcomes and objectives are achieved. 
 
5.2. Awareness and Development of Resources 

Due to a multitude of factors, including the diversity of data quantity and nature, leading to task 
and job duplication, roles and responsibilities within the data governance framework have not yet been 
definitively established for all data sources. Consequently, organizations that adopt a data governance 
framework must establish distinct roles and positions for data governance, with a focus on avoiding 
redundancy and overlap with other organizational functions and departments. Most interviewees stated 
that it is challenging to identify all flaws at this stage, as they are currently in the implementation 
phase, which has not been fully completed. As revealed by some interviewees, despite the ongoing 
implementation phase, some shortcomings have already been identified, such as a lack of specialists in 
human resources for applying a data governance framework and a lack of experience. In addition, as 
noted by Participant 7, "Privacy awareness among organizations is weak, particularly for organizations that 
heavily rely on data processing." 

Due to the aforementioned challenges in implementing a data governance framework, including the 
need for funding, technical resources, and human resources, it is essential to have professionals with 
extensive experience in data management and governance oversee the operational model and enforce 
the corresponding policies. As stated by Interviewee 2, "One of the requirements is to have specialists in the 
field who have experience in data management, governance, and data security. These specialists will manage the 
operating model." Also, interviewee 3 says, "The requirements include a thorough understanding of 
organizations, along with their associated data. It is essential to have a team with expertise and 
capability to implement the relevant policy." In addition, it is pivotal to follow the best practices 
globally to learn from their experience and follow them in our work. 

Furthermore, awareness initiatives, training, and education in the areas of data governance and data 
privacy are necessary for human resources. Technically, organizations need hardware, software, storage 
space, a backup strategy, data governance, and protection tools. Additionally, organizations require 
access control to prevent unauthorized data access. As stated by Participant 1, "We have proposed 
technical solutions that are essential and regarded as a requirement. The first solution is a data 
classification management tool since classification is the foundation for managing restricted, sensitive, 
and other data." Data encryption and effective mechanisms for privacy complaints, as well as a response 
plan or a solution plan in the event of a data intrusion, are also essential requirements. As stated by 
interviewee 2, "In general, we have control over access to data, but we do not have a response plan when 
a data breach occurs, and we do not have data encryption." 

In terms of financial requirements, the project must have a budget for purchasing and employing 
tools that aid in protecting data and the privacy of sensitive data. It is important for these organizations 
to maintain a well-structured and qualified workforce. They should also foster a culture and raise 
awareness of the importance of privacy and data security at all levels. The development of solutions 
should be approached through an iterative development approach. Participant 3 said, "We strive to find 
the best solutions because no solutions from past experiences are available." Workshops, awareness campaigns, 
and email campaigns are effective methods to raise awareness of the significance of privacy and data 
security. Some interviewees even distinguished between two types of awareness: development 
awareness and security awareness. As mentioned by Interviewee 6, "The goal is to raise people's awareness, 
knowledge, and understanding of data and privacy issues. Once that is accomplished, we then begin raising 
awareness of the security aspect, which is privacy." 

Regarding technological advancement, it is essential to keep up with the rapid pace of technological 
development. Cooperation must exist between employees within the organization, and staff members 
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should be educated and encouraged to pursue industry-specific certifications. Most interviewees in this 
study believed that staff training would increase cultural awareness among workers and reduce 
resistance. Thus, prior to initiating data governance, organizations must first fully develop their 
capabilities and increase awareness within the organization. When the requirements are clearly 
communicated and the level of awareness is high, the application of the data governance framework and 
data privacy policies will be greatly facilitated. 
 
5.3. Enhance Data Privacy 

While organizations are becoming more focused on implementing data governance frameworks, 
many still lack a comprehensive understanding of the differences between data privacy and data 
security, as well as the respective responsibilities of each during implementation. According to 
interviewee 5, "It is widely acknowledged that data privacy focuses on the personal data of individuals, whereas 
data security focuses on the organization's overall data. The challenge we face is how to effectively integrate these 
two areas in practice." Furthermore, interviewee 3 pointed out, "Many organizations fail to differentiate 
between the duties of a data protection officer and a data management officer." Additionally, privacy was 
not given much consideration during the design phase. Interviewee 4 remarked, "As data management 
professionals or data privacy specialists, we must take a proactive approach in the current period to ensure the 
strength of data privacy and data management is on par with data protection." 

Currently, the majority of organizations only address privacy issues after a service has been 
launched, which is a misstep. Services should be designed from the outset to meet the established initial 
principles of privacy. According to interviewee 4, "For example, when developing any information system or 
service in any organization, security requirements are typically included as technical requirements. I noted a 
substantial deficiency in that data privacy requirements are often not included in the initial design or launch 
phases." It is crucial that organizations prioritize data privacy and security in the planning and 
development stages to ensure their frameworks are effective and comprehensive. 

Private organizations and government agencies that fail to comply with the European Data 
Protection Law (GDPR) face severe financial penalties for neglecting data privacy. It is within the 
capability of these organizations to meet all legal requirements. While the cost of the penalties may 
seem insignificant in comparison to the revenue generated through targeted advertising and other 
marketing services that utilize personal information, these organizations run the risk of incurring 
substantial losses in reputation and customer trust if they choose to settle for fines rather than comply 
with legislation that may restrict their revenue streams. Failure to adhere to the legislation may have a 
significantly adverse impact on the organization's ability to regain the trust of its customers [29]. 

For Saudi Arabia, the methodologies employed by organizations regarding personal data handling 
deviate from those of notable tech giants such as Facebook, Twitter, or Amazon [18, 34]. It is pivotal to 
strike a proportional balance between protecting individual privacy and the legitimate interests of 
requesters, to avoid automatic denials of requests that do not comply with privacy principles. As 
clarified by interviewee 4, "The privacy principles outlined in the policies are not absolute requirements that one 
must adhere to without exception. They must be weighed against other considerations. Sometimes an opportunity 
may be significant, and it may be governed by the policy in one way or another, but we must be mindful of both the 
organization and the subject involved." 

However, we advocate for the incorporation of data privacy at the outset of the project life cycle 
[35]. To efficiently facilitate change management, as well as the management of processes, tools, and 
personnel, privacy should be integrated into the project's design phase. It is pivotal to develop a 
protocol, solutions, and mechanisms to safeguard individual identities while maintaining an acceptable 
level of data privacy. Furthermore, it is crucial for organizations to distinguish between data security 
and data privacy. 
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6. Conclusion 
This study examined the current state of data governance implementation in the Kingdom of Saudi 

Arabia, with particular emphasis on data privacy challenges and opportunities. Through qualitative 
interviews with staff members from various Saudi organizations, the research identified critical 
challenges that organizations encounter during framework implementation. The findings indicate that 
organizations must strengthen their data governance frameworks to address persistent challenges in 
three key areas: clearly defining strategic and operational objectives, enhancing organizational 
awareness and resource capacity, and improving data privacy practices. 

This research represents an initial investigation into data governance framework implementation in 
Saudi Arabia, specifically addressing data privacy considerations. The findings provide a foundation for 
future inquiry; however, several limitations should be acknowledged. First, this study focused 
exclusively on the Saudi Arabian context, limiting the generalizability of findings to other regulatory 
environments. Second, data collection occurred during the early implementation phase before 
organizations had achieved operational maturity with their governance frameworks. 

Future research should longitudinally examine organizations after completing the implementation 
phase to assess whether the recommendations presented herein have been effectively adopted and to 
evaluate their impact on data governance maturity. Additionally, comparative studies extending beyond 
Saudi Arabia to include diverse regulatory contexts and a broader range of industries would enhance 
understanding of data governance implementation challenges and best practices across different 
organizational and cultural settings. Such research would contribute to the development of more 
universally applicable data governance frameworks while acknowledging context-specific adaptations. 
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