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Abstract: Empirical data analysis from 128 selected Vietnamese SMEs indicated that the firms have
experienced losses and disruptions in their business activities during turbulent times. Along with that,
the paper identified the major reasons, not only unexpected changes in business environments but also
deficiencies in risk and crisis management in these Vietnamese enterprises. A widely accepted crisis
management model, Business Continuity Management (BCM), is defined as a “holistic management
process that identifies potential threats to an organization and the impacts to business operations those
threats, if realized, might cause” [17]. This paper reviews literature on risk and crisis management and
introduces BCM as a crisis management approach and as a practical framework. Consequently, the
necessity of applying the BCM model/approach to Small and Medium-sized Enterprises (SMEs) in
Vietnam has been confirmed. Finally, the paper suggests major recommendations for successfully
applying the BCM model toward sustainable development in these firms, such as developing a business
continuity plan and organizing a BCM structure.

Keywords: Business continuity management (BCM), Crisis management, Crists, Small and medium-sized enterprises
(SMEs).

1. Introduction

Recently, small and medium enterprises (SMEs) have been experiencing a rapidly changing global
economy, which may cause crises such as disruptions to global supply chains, difficulties in accessing
financing, and rising material and transportation costs. Therefore, crisis management plays a crucial
role in SMESs’ sustainable development. This paper begins with a review of the literature on one popular
model of crisis management, Business Continuity Management, and the necessity of applying this model
in Vietnamese SMEs.

Crisis is defined as “an event perceived by managers and stakeholders to be highly salient,
unexpected, and potentially disruptive” [27]. The word crisis originates from the ancient Greek
expression “krino,” which means to choose, decide, judge, or measure; also, the word “krino” signifies the
moment of change and the necessity to decide [87. Crisis is believed to involve a period of discontinuity,
a situation where the core values of the organization are under threat, requiring critical decision-making
[a7].

Crisis management is defined as a proactive process that involves dealing with the crisis before it
happens, during the crisis, and afterward. In other words, it is a process designed to prevent or lessen
the damage that a crisis can inflict on an organization and its stakeholders [4, 57]. Crisis management
should be perceived as a process, not a single thing or a single action. It plays a crucial role in protecting
the organization or stakeholders from damage and preventing or diminishing the negative outcomes of
a crisis [67].

In more detail, Coombs [67] developed a crisis management model as a three-stage process: (1) The
pre-crisis stage consists of three sub-stages: signal detection, prevention, and crisis preparation. The
objectives of this stage are to detect a crisis and prepare for crisis management with a crisis
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management plan. In this stage, the author suggested organizations form a team for managing the
crisis, select spokespersons, and prepare draft crisis messages. (2) The second stage is the crisis stage,
which consists of two substages: crisis recognition and crisis containment. At this stage, the
organization’s response to the crisis situation, its communication with stakeholders, and how the
organization deals with the crisis are important. (3) The post-crisis stage comes after the crisis is
resolved. At this stage, the organization evaluates how it dealt with the crisis [6, 7].

1.1. Business Continuity Management — An Approach to Crisis Management

Business Continuity Management (BCM) has been developed as a crisis management approach since
the 1970s, responding to technical and operational risks affecting enterprises [8-107]. In essence, BCM
is a tool to identify and manage risks that threaten business processes, mitigate their effects, and ensure
the successful recovery of processes after risks occur [11, 127].

In 2012, the International Organization for Standardization (ISO) defined BCM as a “holistic
management process that identifies potential threats to an organization and the impacts to business
operations those threats, if realized, might cause” [17 (see Figure 1). The organization highlighted the
roles of BCM as “a framework for building organizational resilience with the capability of an eftective
response that safeguards the interests of its key stakeholders, reputation, brand, and value-creating
activities” [17. Similarly, the German Federal Office for Information Security recognized BCM as “a
management process with the goal to discover fatal risks for an institution that could endanger viability
at an early stage and establish methods against them” [137.

Business Continuity Management-related standards

e ISO 22301:2019: Security and resilience--Business continuity management systems--
Requirements

e [SO 22313:2012: Societal security -- Business continuity management systems — Guidance

e ISO 22320:2018: Security and resilience -~ Emergency management -- Guidelines for
incident management

e ISO/IEC 27031:2011: Information technology -- Security techniques -- Guidelines for
information and communication technology readiness for business continuity (being
redeveloped as ISO/IEC WD 27031)

e [SO 31000:2018, Risk management -- Guidelines

e ISO Guide 73:2009: Risk management -- Vocabulary

e [EC 31010:2019: Risk management - Risk assessment techniques

e ISO/TS 22317:2015: Societal security — Business continuity management systems --
Guidelines for business impact analysis (BIA) (to be replaced by ISO/AWI TS 22317)

e FINRA Rule 4370: Business continuity plans and emergency contact information

e National Fire Protection Association 1600: Standard on Continuity, Emergency, and Crisis
Management (new consolidated draft pending)

e NIST Special Publication 800-34 Rev. 1: Contingency Planning Guide for Federal
Information Systems

e American National Standards Institute/ASIS ORM.1.201 Security and Resilience in
Organizations and Their Supply Chains

Figure 1.
Business Continuity Management-related standards.
Source: Moore and Crocetti [147].
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1.2. Business Continuity Management- A Practical Framework

In practice, BCM can be recognized and utilized as a business framework that outlines the planning
process for developing prior arrangements and procedures to enable organizations to respond to an
event in such a manner that critical business functions can continue within planned levels of disruption.
BCM integrates the disciplines of Emergency Response, Crisis Management, Disaster Recovery
(technology continuity), and Business Continuity (organizational/operational relocation) [157. A
typical BCM framework includes: Policies and Strategies; Business Impact Assessment; Risk
Assessment; Validation and Testing; Incident Identification; and Disaster Recovery [16]

Similarly, a good example of a BCM process has been developed and applied with six steps: (1) Risk
Identification and Business Impact Analysis (BIA); (2) Identify and define response options; (3) Develop
Business Continuity Plans; (4) Develop a Communication Strategy; (5) Training, Testing, and
Maintaining Plans; (6) Activation and Deployment of Plans. Along with the development and
application of a BCM process, organizations should consider the links between BCM and Risk
Management, Emergency Response Management, and Crisis Management [17].

BCM has been developed for all kinds of enterprises and should be considered for application
regardless of size. However, it is noticeable that there are limitations in applying BCM in SMEs, even in
developed economies. Reuter [137 reported that in a survey conducted by the Network Electronic
Trading, only one-fifth of SMEs had an emergency plan for I'T, and one-fourth lacked a standardized
procedure for dealing with I'T emergencies as quickly as possible [187. Other research discovered that
45% of US-American and European SMEs could not demonstrate a BCM concept [187, or BCM is
significantly less present in SMEs, and 41% of enterprises do not plan for crises of all kinds at all [197.
Therefore, it is concluded that the use of BCM in SMEs has not been appropriately examined yet, which
makes the security level of SMEs significantly lower than in larger enterprises [9, 13, 18, 20]. Some
major points of a BCM framework that may be applied in SMEs, particularly in Vietnam, are discussed
in the next parts of this paper.

1.3. Examination of the Necessity of BCM in Vietnamese SMEs

The paper examined different categories of crises and crisis management activities that have
occurred in Vietnamese SMEs over the past 5 years. 200 SMEs were randomly selected and participated
in the survey. The SMEs were provided with online questionnaires, using a 5-point Likert scale, that
required responses from top-level managers. 128 (out of 200, equal to 64%) responses were received and
analyzed. Three categories of business crises were examined: crises from general environmental factors
(5 items), crises from operational environmental factors (4« items), and crises from internal factors (1
item). The collected data were analyzed to examine the informants’ evaluations of crises that occurred
recently; also, the items were ranked in terms of their importance to the selected SMEs.
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Table 1.

Business crisis facing Vietnamese SMEs.

No. Crisis/Source of crisis Rank Mean Min Max Standard

Deviation

1. General Environmental Factors

1.1. Legal/Political factors 1 3.58 2 5 0.92

1.2. Economic factors 3 3.51 1 5 1.18

1.8. Sociology factors 6 3.2 1 5 1.07

1.4 Technology factors 8 3.19 1 5 1.02

1.5. Natural factors 9 3.16 1 5 0.96

2. Operational Environment Factors

2.1. Crisis from customers 2 3.54% 2 5 1.06

2.2. Crisis from suppliers 5 3.39 5 1.12

2.3. Crisis caused by competitors 4 3.42 2 5 1.10

2.4 Financial crisis/crisis from banks and financial _ N
institutions 581 ! 5 1.16

3. Crisis from internal factors 10 2.66 1 5 1.14

Source: Data analysis.

The analyzed data showed that all three categories of business crisis were recognized and
experienced by the selected companies (with scores from 2.66 to 3.58) (see Table 1). In other words, all
types of crises occurred in business firms, and the managers addressed their effects on the firm’s
operations.

In importance ranking or the degree of effects on business, the legal/political factors had the
highest score (ranked 1, 3.58), followed by crisis from customers with the second highest score (ranked
2, 3.54), and crisis from economic factors with the third highest score (ranked 3, 3.51). The three highest
scores were all above 3.5, indicating their importance to Vietnamese SMEs. This can be explained by
the radical changes initiated by Vietnamese authorities, where legal/political issues lead to customer
and economic factors, which then significantly affect SMEs. These three factors were identified as the
most prominent and critical sources that Vietnamese SMEs should pay appropriate attention to.

The second group consisted of four factors with scores from above 3.3 to under 3.5: crisis caused by
competitors (ranked 4, 3.42); crisis from suppliers (ranked 5, 3.39); crisis caused by sociological factors
(ranked 6, 3.32); and financial crises from banks and financial institutions (ranked 7, 3.31). The three
factors with the lowest scores below 3.2 were technology factors (ranked 8, 8.19); natural factors
(ranked 9, 8.16); and crises from internal factors (ranked 10, 2.66). This may be because Vietnamese
SMEs probably have a limited understanding or awareness of internal factors or consider these issues as
expected with low uncertainty.
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Table 2.

Business Crisis Management at Vietnamese SMEs.

No. | Crisis/Source of crisis | Mean | Min. | Max. |  Standard Deviation
1. Perception of BCM necessity

1.1. Need for Risk Management 4.58 2 5 1.12
1.2. Need for Crisis Management 4.18 2 5 1.06
1.8. Need for BCM 3.42 5 1.17
2. Having BCM activities

2.1. Risk Management activities 3.94 2 5 0.98
2.2. Crisis Management activities 3.39 1 5 0.89
2.8. BCM Activities 3.12 2 5 0.90
8. BCM/Crisis Management application

3.1. Business Continuity strategies/policies 3.16 1 5 1.18
3.2. Impact Identification and Assessment 3.45 1 5 1.20
3.8. Crisis Recovery 3.08 1 5 1.02
4.  BCM structure

4.1. Support from top management 3.26 2 5 1.21
4.2. Coordination with other organizational units 3.156 1 5 0.95
4.3. BCM team/unit 2.98 1 5 0.86
44 Recovery team 2.86 1 5 0.66

Source: Data analysis.

In Table 2, Viethamese SMEs have the lowest scores on both perception of the necessity of BCM
(3.42) and having BCM activities (3.12) compared to perception and activities of Risk Management and
Crisis Management. These results emphasize that Vietnamese SMEs may need to improve their
perception of BCM necessity and put greater effort into BCM application. Furthermore, Vietnamese
SMEs indicated that, although they have Impact Identification and Assessment activities (the highest score
in part 8, 8.45), they need to formulate and implement Business Continuity strategies/policies (score 3.16) as
a solid foundation for Criszs Recovery activities (the lowest score in part 3, 3.08). The lowest score on
Crisis Recovery activities could be explained by the absence of a Recovery team (the lowest score in part
4, 2.86) and the inefficiency of the BCM team/unit (the second lowest score in part 4, 2.98). With these
two scores below 3.0, it is recommended that Vietnamese SMEs prioritize formulating a BCM team or
Recovery team. Support from top management (the highest score in part 4, 3.26) can be considered a
supportive factor; however, firms should focus more on ensuring coordination among all organizational
units in the BCM application.

1.4. Recommendations for Vietnamese SMIs

Although the scope and implementation process of risk management and BCM may vary among
firms due to their different natures and situations, two crucial actions recommended for Vietnamese
SMEs are developing an appropriate Business Continuity Plan and organizing an eftective Business
Continuity Management structure.

1.4.1. Develop a Business Continuity Plan

Waryjas [217] stressed that one should be careful and thoughtful in planning for a crisis, as that
might not even be predictable given the history or complexity of the business. It is dangerous that many
organizations face crises without any plan, but with blindness and overconfidence. The author provided
results from a survey of 500 CEOs, in which 89% responded that business crises were inevitable; 50%
stated that they did not have any preparations for dealing with crises, but 97% of that same group still
telt confident they would respond effectively in a crisis. Smith [227 stated that a Business Continuity
Plan should aim to preserve not only customer services/support services to guarantee revenue
generation but also the confidence of customers, shareholders, and employees, as well as the public
image of the company.
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Moore and Crocetti [14] provided a good example of a Business Continuity Plan with components
arranged as a pyramid with three layers. The lowest layer was the infrastructure layer or disaster
recovery plan (servers, storage, network, data backup and offsite replication; alternative site; and
information technology recovery process), focused on recovery actions after a crisis occurred. Many
organizations, especially SMEs, started with the contents of the first layer; however, with this layer,
they may find that they are only capable of reacting after a crisis occurs, not effectively preventing or
mitigating the crisis and its consequences [237]. Therefore, based on the first layer, they should improve
to the second and third layers: the business continuity plan (Infrastructure layer: validation and testing;
business continuity plans; risk management) and the policy layer (policies and strategies; business
continuity). (see Figure 2).

Business

A continuity \ )
e i . Business
- Policies and continuity
MANAGEMENT St hoie . plan
LAYERS ,
—~ Risk management
INFRASTRUCTURE g
LAYER

Business continuity plans

\

\
Validation and testing 4
Information technology recovery process

Alternative site

Disaster
recovery
plan

Data backup and offsite replication

Servers Storage Network N

Figure 2.
The Business Continuity Plan.
Source: Moore and Crocetti [147.

1.4.2. Organize a Bustness Continuity Management structure.

Besides creating proper business continuity plans, it is suggested that Vietnamese SMEs should pay
appropriate attention to organizing an effective business continuity management structure. The
structure consists of many components as suggested: boards of directors, contingency team, incident
response team, business continuity team, disaster recovery team...with discrete responsibilities and
authorities (see Figure 3). The business continuity management structure will implement and update
business continuity plans and guarantee that Vietnamese SMEs respond effectively to all types of risk
and crisis.
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Business Continuity Management structure

e Board of Directors: responsible for the decision-making process and approval of policies and
other important documentation.

e Champion: responsible for influencing the board of directors to achieve the different goals of
the BCMS and for obtaining support from various levels and areas of the organization.

e Contingency Team: responsible for all administrative tasks, including coordinating activities,
development, performance, and improvement of the BCMS.

e Incident Response Team: responsible for coordinating all activities that allow the
organization to “anticipate, detect, and mitigate the effects of an unexpected event” [247].

e Business Continuity Team: responsible for all the activities that let the organization continue
operations while the other team controls the situation [247].

e Disaster Recovery Team: responsible for all activities to recover the core system and other
critical applications.

e Other Organizational Units: involves personnel from different units such as Human

Resources, Legal, Audit, and Risk, which also play an important role in the implementation of
BCM.

Figure 3.
Business Continuity Management structure.
Source: Sanchez Dominguez [257].

2. Conclusion

To conclude, empirical evidence supports that Vietnamese SMEs are facing a rapidly changing
global economy, which may cause different types of crises that negatively impact and challenge the
firms. As Tran et al. [267] noted, “many Vietnamese SMEs experience high production costs, poor
product quality, and low innovativeness. Moreover, capital shortages, lack of advanced technology,
management skills, and expertise, and insufficient market information hinder these young SMEs from
competing globally” [267].

Therefore, crisis management and business continuity management have played increasingly
important roles in SMEs" sustainable development [277]. As a widely accepted model of crisis
management, BCM should be applied as “a framework for building organizational resilience with the
capability of an effective response that safeguards the interests of its key stakeholders, reputation, brand,
and value-creating activities” [17]. However, the applications of BCM and other crisis management
models in Vietnamese SMEs are still limited. It is a good topic for further research on BCM and its
applicability in Vietnamese enterprises in general and Vietnamese SMEs in particular.
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