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Abstract: The public sector faces increasing challenges in the field of cyber security and information
protection, stimulated by the rapid development of digital technologies. A significant increase in the
need for reliable protection of state data and information systems requires state institutions to
implement complex information protection measures. The purpose of the study is to analyze modern
approaches and technologies in the field of cyber security and the use of encryption, cryptography, and
the use of cloud technologies that can be used in the public sector for effective information protection.
The research methodology involves consideration of strategies that allow to increase the level of
security and ensure the protection of critical infrastructure. The results of the study emphasize the need
to adapt to the rapidly changing digital environment and involve modern technological solutions to
create a reliable information network system in the public sector. The findings of the study draw
attention to the importance of global cooperation and increased investment in the field of countering
digital attacks, demonstrating examples of effective international cooperation and support in this
direction. The need for the integration of international standards and practices in order to create a
global digital space has been revealed. A promising area of research is the analysis of the impact of the
latest technologies on data storage strategies, which contributes to the identification of ways for further
innovations in the industry and the creation of flexible information network systems capable of
effectively responding to changing conditions and challenges of modern cyberspace.

Keywords: Blockchain, Cloud technologies, Cryptography, Cyber security, Encryption, Information protection, Information
systems, Public sector.

1. Introduction

The increasing need for information protection in the public sector is the result of a number of
factors that are rapidly changing the modern information landscape. Globalization and intensification of
international interaction increase the volume of information exchange between states, which requires
state bodies to ensure a high level of confidentiality and integrity of data. The rapid development of
digital technologies and their integration into all spheres of public administration increase the potential
vectors of attacks for cybercriminals, which puts the issue of updating data protection measures on the
agenda. A significant source of the growth in the number and complexity of cyber attacks is their
encryption, which is becoming increasingly sophisticated, targeting government information systems
for espionage, sabotage or influencing political processes. The spread of information technologies
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among the population and their use for access to public services increases the amount of personal data
processed by state bodies, introducing additional requirements for the protection of this information
from unauthorized access [1].

Global digitization prompts increased attention to the development and implementation of
comprehensive information protection systems, including legislative regulation, organizational
measures, technological solutions and improving cyber hygiene among government employees.

The advancement of encryption, cryptography, and cloud technologies opens up new opportunities
for ensuring the protection of information in the public sector. Encryption and cryptographic
technologies make it possible to ensure the confidentiality of personal data of citizens and state
information, protecting them from unauthorized access during transmission over open networks or
storage in databases [27].

Cloud technologies offer the flexibility and scalability of resources to meet the computing power and
data storage needs of government agencies, while requiring service providers to implement a high level
of security and compliance with information protection requirements. Blockchain technology, with its
ability to create immutable and transparent transaction registers, offers revolutionary approaches to
ensuring integrity and accountability in government data processing, particularly in the areas of voting,
property registration and personal identification [8, 47]. The introduction of technologies requires
significant investments in I'T infrastructure and software development, constant updating of knowledge
and skills of specialists in the field of cyber security, adaptation of the legal framework and formation of
citizens' trust in new methods of information protection.

The creation of information security of the global space and the strengthening of investments in this
area are the answer to the growing cyber threats that do not know national borders and require
concerted efforts at the international level. Cooperation programs between countries, international
conferences and agreements serve as a basis for the exchange of information and best practices in the
field of combating cyber attacks. Investments in the development of national digital networks emphasize
the recognition of the importance of this issue at the state level. In addition to financing the
development and implementation of technological solutions, significant resources are directed to
training personnel, raising public awareness, and creating legal mechanisms for responding to cyber
incidents. The EU Cyber Security Center (ENISA) and the partnership between the G7 countries
demonstrate that joint efforts and mutual assistance can significantly increase the level of protection of
the information space. Thus, the progression of global cyber security is a response to modern challenges
and reflects the understanding that security in the digital world is a shared responsibility of the entire
international community, requiring constant efforts, innovation and mutual support.

The issue of information protection and cyber security in the public sector is a top priority for
government organizations in the globalized digital world. A study [4] analyzes the impact of growing
cyber threats on national security, emphasizing the need to develop comprehensive information
strategies that cover technological and organizational areas. The work [57] considers the role of the
United States as a leader in the formation of international cyber security standards, pointing to the
importance of interstate cooperation in the fight against transnational cyber threats. Considerable
attention is paid in the article [67] to investments in software, where budget allocations and the
effectiveness of spending money on the protection of information systems are analyzed.

A study [77] highlights the use of cloud technologies in the public sector to ensure the eftectiveness
of digital solutions. Particularly valuable is the analysis [87] of machine learning in the detection and
countermeasures of cyber attacks, which demonstrates the potential of automation in ensuring the cyber
protection of government institutions. The work [97] examines in detail the issues of legal regulation of
cyberspace, the importance of adapting legislation to the rapidly changing conditions of the digital era,
and ensuring the legal security of information in the network. The author [107] believes that a
comprehensive approach to the study of cyber security in the public sector should cover technical,
strategic, legal and international aspects. The scientist [117] outlined critically important theses for
ensuring the stability of state information systems in modern cyberspace. The importance of
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international cooperation is given in the article [127, since the issue of information protection in the
public sector is a strategic direction for ensuring integrity.

The work Demertzi et al. analyzes successtul examples of joint cyber security initiatives between
countries that contribute to improving the global security of the information space [137. Research [14]
on the role of technological innovations in the protection of information of state institutions involves
the wide application of modern methods of cryptographic data protection and their orientation towards
strengthening national security. The article Knott et al. examines the issue of information security in
the context of the digital transformation of government services [157]. The author Ayodeji et al. points
out that the integration of the latest digital solutions requires technical and organizational changes
through increasing the awareness of personnel on cyber security issues [167]. The study Gjesvik &
Szulecki emphasizes the importance of international cooperation and information exchange between
state institutions of different countries to effectively counter cross-border cyber threats [177].

Scientific work Vahidi et al. emphasizes that the management of cyber risks in government
structures requires the latest infrastructure, which is able to combine advanced technologies and
standardization of cyber security processes [187]. The author Limba et al. focuses on challenges, related
to the implementation of cloud technologies in the public sector, emphasizing the need to ensure a
balance between the convenience of using cloud services and risks to information security [197.
According to Ngoma et al. global cyber threats require governments to develop strategies for global
information networks that can effectively respond to and process a large number of requests [207].
Statements Wilson & Fitz refer to the growing role of international norms and standards in
harmonizing efforts on digital protection, as it allows to increase the overall level of security of
information systems at the international level [217].

Thus, modern scientists emphasize a comprehensive approach to the protection of information in
the public sector, including technological innovations, international cooperation and the evolution of the
legal field [227]. Further research should focus on examining the impact of emerging technologies,
strategies for global collective cyber security. The development of effective mechanisms for the
international regulation of cyberspace to ensure the stability and security of state information resources
should become a priority task for developed countries [237].

The purpose of the study is to analyze modern challenges and strategies in the field of information
protection and cyber security in the public sector, the effectiveness of identitying effective technological
solutions for the protection of state data in the face of growing global cyber threats. The problem of the
research stems from the need to adapt existing cyber security systems to the rapid development of
digital technologies and changes in the nature of cyber attacks, which presents the public sector with
the task of protecting information resources. The main task of the research is to assess the potential of
the latest technologies and their use to increase the level of cyber security, the possibilities of developing
complex strategies. A promising direction of research is the study of the possibilities of international
cooperation in the formation of a unified cyber security system, which allows to effectively resist
transnational cyber threats. The practical value of the study lies in the expansion of recommendations
for government structures regarding the implementation of innovative technologies and methods of
information protection, which will contribute to strengthening national security, protecting personal
data of citizens and ensuring the stable functioning of state institutions in the digital era.

2. Research Methodolog

To study the cybersecurity market, a comprehensive analysis of current technologies, investment
trends and strategic approaches was carried out, paying special attention to the role of the United States
of America as a world leader in the field of digital technologies. The research procedure includes the
collection and interpretation of data from statistical sources, scientific publications, government reports,
analytical reports of leading research institutes [14].

The methodology made it possible to identity key areas of industry development, including the
introduction of advanced technologies, the use of cryptographic tools and their impact on increasing the
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effectiveness of information protection strategies. In the process of analyzing cyber security strategies
and investments, attention was focused on big data processing methods to identify funding trends,
assess the effectiveness of existing information protection mechanisms, and determine promising
directions for further investments. In the conditions of global competition and strengthening of
international security, the cyber defense financing market and potential directions of its further
development are investigated.

Applied statistical analysis methods to quantify trends and patterns in cybersecurity, including
analysis of direct investments in cybersecurity of the global market. The US budget for ensuring the
protection of the information space was analyzed and the relationship between the level of technological
development and the effectiveness of cyber security measures was determined. The analysis of the
literature made it possible to collect and systematize theoretical propositions, research conclusions and
expert assessments regarding the best practices in the field of information protection.

The conclusions identify key challenges and promising directions for the enhancement of cyber
security technologies. The combination of quantitative and qualitative analysis contributed to a deep
understanding of the current state of cyber security and the identification of strategic directions for
improving global digital security. An important stage of the methodology was the assessment of
modern technologies in the development of the appropriate cyber security infrastructure through the
implementation of data encryption systems and tools to ensure the integrity and availability of
information. Thus, the research methodology includes the study of technical specifications, advantages
and potential vulnerabilities, assessment of cyber security markets in order to create suggestions for
enhancing the efficiency of strategies within the government sector. The definition of strategic
directions for infrastructure modernization, considering the swift advancement of technological
innovations and increasing cyber risks, is highlighted in the analysis presented in the study [247].

3. Research Results

The evolution of digital technologies has profoundly altered the contemporary world and the
framework of the state and corporate sectors, where digitalization has become critical for the
effectiveness of their functioning [25, 267]. The formation of digital infrastructure has turned out to be a
key priority for large companies and government institutions that seek to optimize their internal
processes and ensure access to their services via the Internet [277]. The cyber security approach
encompasses the creation and deployment of sophisticated information systems, cloud solutions,
integration of big data for real-time information analysis and processing. Big companies Google,
Amazon and Microsoft play a leading role in the process of protecting information, investing billions of
dollars in the improvement of infrastructure platforms that allow corporate and government customers
to effectively scale their I'T resources. State institutions are actively working on the digitization of their
services, which includes electronic document management, e-government, digital healthcare and
electronic educational platforms aimed at increasing the accessibility and transparency of public
administration [287].

The issue of cyber security is becoming increasingly relevant in the light of society's increasing
dependence on digital technologies, as the new digital space opens up wide opportunities for obtaining
information and minimizing manipulation and unauthorized access. The digital era is forcing states to
rethink their approaches to protecting critical information and infrastructure by developing and
implementing comprehensive cyber security strategies [297]. This involves establishing national cyber
security hubs and formulating a regulatory and legal framework governing cyber security issues, and
the implementation of advanced data encryption technologies, firewalls, and intrusion detection and
prevention systems. Given the ever-increasing threat of cyber-attacks from attackers and aggressor
states, it is imperative to protect data, ensure the integrity and availability of information resources, as
they play a crucial role in ensuring national security and economic prosperity.

The formation of the cyber security market is a response to the growing need to protect the digital
space, integrating the corporate sector to serve government institutions around the world. The modern
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market is characterized by rapid development and innovation, where leading corporations Cisco, Palo
Alto Networks, Symantec and Kaspersky Lab develop complex solutions that include advanced cloud
technologies and specialized services to counter cyber threats. They offer governments tools for threat
analysis, data encryption, network infrastructure protection, and real-time security monitoring [25, 26].

The growth of the cybersecurity market fosters collaboration between government and private
industries, as joint initiatives and partnerships allow for the exchange of knowledge, technology and
leading practices in cybersecurity. Considering the ever-changing landscape of cyber threats,
partnership is essential for adjusting to emerging challenges, safeguarding national security, and
defending vital information resources. An evaluation of the cybersecurity industry is depicted in Figure
1, where private and public companies participate.
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Figure 1.
Cybersecurity M&A Activity 2019—2023, billions.

Data encryption stands as a key technology within the realm of public sector cybersecurity, where
protecting the confidentiality and integrity of information is critical. Encryption helps ensure that
information remains inaccessible to unauthorized access by converting the original data into a coded
format that can only be decoded using a special key. Within the diverse range of encryption techniques,
both symmetric and asymmetric encryption methods are employed. Symmetric encryption uses one key
tor both encrypting and decrypting data, whereas asymmetric encryption relies on a key pair (public and
private) to bolster security. In the public sector, these methods are used to protect important
information, including personal data of citizens, military secrets and state secrets. Encryption standards
such as Advanced Encryption Standard (AES) and RSA are widely used to protect data transmitted
between various government agencies or to protect information stored on government servers. They
are widely implemented in the countries of the European Union and function to ensure the integrity of
the digital space.

Blockchain technology has become widespread due to its ability to provide a high level of security
and transparency in the processing of information data. It is based on a distributed registry, where
information is stored in the form of blocks connected to each other in such a way that it is impossible to
change or delete information in one of the blocks without changing the entire sequence. FFor public
institutions, the available technology opens up new opportunities for increasing efficiency, transparency
and security in the provision of public services. Estonia is actively integrating blockchain technologies
into government systems, using them to protect electronic voting, citizens' health and other public
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services. Its approach ensures a high level of data security and contributes to increasing citizens' trust in
e-government [ 3, 4.

The formation of cooperation between states in the field of cyber defense is becoming relevant in the
conditions of globalization and the growth of cyber threats. Cooperation in the digital sphere allows for
the exchange of information about threats, the establishment of unified standards and strategies for
safeguarding critical infrastructure and coordinating responses to cyber incidents. The European Union
is actively working to create a single digital economy, which includes initiatives to improve the
cybersecurity of its member states through the European Cybersecurity Strategy and the Network and
Information Security (NIS) Directive. Today, NATO is deploying joint efforts to defend against cyber
threats, one of which is the creation of the NATO Center of Excellence for Cyber Defense.

International cooperation contributes to increasing the level of protection of each country involved
and forms a united front against cybercrime and cyberterrorism, which is an important step towards
creating a secure global cyberspace. Prospective information protection technologies in the public sector
are depicted in Table 1.

Table 1.
Basic information protection technologies in the public sector.

Technology | Characteristic Application in the public sector

Data Data encryption technology is used to | The US uses encryption to protect state

encryption convert information into an unreadable | secrets and personal information of
format that can be restored to its original | citizens. The European Union applies
state only with the help of a special key. It the GDPR, which requires data

protection with encryption.

Firewalls Firewalls serve as a protective boundary | Israel makes extensive use of firewalls to
between secure internal networks and | protect  its critical information
potentially unsafe external networks, like the | infrastructures. ~ Singapore  employs
Internet, by scrutinizing both inbound and | advanced firewall technologies to
outbound network traffic according to | protect its  national  information
established security regulations. infrastructure.

Intrusion Intrusion detection tools (IDS) constantly | China is implementing IDS to monitor

detection track network activity to detect suspicious | government networks and protect

tools activity or known attack signatures. against spyware.

The information technology market is characterized by rapid saturation with new products and
software that is constantly being improved, offering solutions for a wide range of tasks from business
analytics to cyber security. These dynamics hold special significance for the public sector, where the
demand for effective and secure technological solutions is essential to maintaining national security,
public administration efficiency and the provision of quality services to citizens [307].

Modern technological solutions of cloud services play a leading role in the transformation of public
services, from the automation of administrative procedures to the protection of important data and
ensuring the transparency of government operations. The constant updating of the software allows to
increase the efficiency of government structures and to adapt to new challenges and threats in
cyberspace, which is especially relevant in the conditions of the growth of cybercrime and
cyberespionage.

The geopolitical conflicts of recent years, especially the war in Ukraine in 2022 and the military
conflicts in Israel, have highlighted the critical need to strengthen information protection and
cybersecurity at the national level. Modern warfare demonstrates that cyberspace is becoming an arena
tfor geopolitical clashes, where cyberattacks are used as tools of warfare aimed at destabilizing state
institutions, destroying critical infrastructure, and influencing public opinion. In response to existing
threats, states have intensified their efforts to develop and implement advanced cyber defense strategies,
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expand cooperation with international partners and the private sector to share information on cyber
threats and coordinate actions against cyber terrorism.

The increase in spending on cyber security in the United States of America from 2022 indicates the
recognition of cyber security as a priority area in ensuring the national and economic security of the
country. Given the increase in cyber threats and their complexity, governments around the world are
increasing investments in protecting their information systems, developing national cyber security
strategies, and training skilled professionals in this field. In the USA, a significant increase in budget
allocations for cyber security was aimed at modernizing outdated information systems, enhancing the
security of government data and broadening global collaboration in cybersecurity. The investment
demonstrates the recognition of the seriousness of cyber threats and the readiness to respond to them
with all the necessary determination and resources, using innovation and international cooperation as
key elements of its strategy. The main dynamics of US budget expenditures on cyber security are
systematized in Figure 2.

Estimated budget of the U.S. government for cybersecurity, billions dollars
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m Estimated budget of the U.S. government for cybersecurity
Figure 2.

Estimated budget of the US government for cybersecurity in FY 2017 to 2024 (in billion US dollars)

The increase in cooperation between the US and the European Union in the field of cyber security
has become a response to the increase in cyber threats that do not know national borders and can affect
the integrity and security of information networks of the entire region. In response, EU countries have
stepped up cooperation, in particular through the creation of the European Union Agency for Cyber
Security (ENISA), which facilitates the sharing of expertise and leading practices, the establishment of
cybersecurity norms, and the synchronized response to cyber events. The role of the United States is
significant, as the American government and private sector provide technological expertise, support
international initiatives, and invest in the emergence of international cybersecurity. Collaboration
between the EU and the US in information security spans numerous initiatives, including combined
drills and educational programs, as well as crafting policy frameworks and quick-reaction procedures to
cyber dangers. The cooperation demonstrates an understanding that eftective defense against cyber
threats requires a concerted effort at the national and international levels.

Establishing the necessary technological framework for safeguarding government information
stands as a critical objective in cybersecurity, encompassing the incorporation of contemporary cloud
computing technologies. They offer government agencies the flexibility, scalability and efficiency of data
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management while providing a high level of protection through advanced encryption methods, resource
isolation and automated security monitoring. The use of cloud services allows government agencies to
optimize IT infrastructure spending by focusing on strategic cyber defense tasks instead of maintaining
a large amount of physical equipment. Cloud platforms provide advanced capabilities for data backup
and recovery, which is important to ensure the relevant level of information systems in the event of
cyber attacks or other disruptions.

The transition to modern digital solutions requires government agencies to carefully select reliable
service providers and develop a comprehensive cloud security management strategy to take into account
the specific requirements for protecting government data and ensuring its confidentiality and integrity.

4. Discussion

Our research found that significant investment in cyber security and technology development is key
to protecting information in the public sector. The obtained results are consistent with findings [317,
which emphasize the importance of technological innovation for national security. The conducted
analysis confirms theses [327 about the importance of innovations in the field of cyber security, while
pointing to the need for careful study of potential risks associated with the latest technologies. In
contrast to (337, highlighting the difficulties of incorporating cloud technologies, it has been discovered
that creating international norms and standards can mitigate risks and enhance trust in adopting cloud
solutions within the public sector. Unlike our study [187, pays more attention to the potential risks
associated with the adoption of cloud technologies, which indicates the need for a deeper analysis of the
balance between innovation and security.

The article confirms the conclusions [347] about the importance of international cooperation in the
field of cyber security, finding that the joint efforts of countries can significantly increase the
effectiveness of the protection of the information space. The results expand the understanding of the
role of the United States in a study that demonstrates a number of US initiatives for global
cybersecurity approaches. The research idea 357 is aimed at the rapid changes in cyberspace through
the implementation of the latest technologies and the improvement of work with the digital corporate
sector. According to [36], it was found that international norms can partially solve the problem of
harmonization of cyber security efforts, as it will practically increase the level of global standards.
Compared to the work of [377], the paper focuses on threats to national security and increased domestic
tunding, as there is a need to increase cyber literacy among government officials. According to 887, the
importance of internal cybersecurity skills development and education in the public sector remains the
most promising area for research in the coming years. Thus, further research should be coordinated on
the technological, financial and educational levels of ensuring the quality of information protection.

5. Conclusions

Based on the analysis of the cyber security market, technologies and investment strategies in the
field of information protection, it can be concluded that cyber security is a key priority for public
institutions and the private sector against the background of growing cyber threats. Significant
investments in the maturation of modern technologies, including cloud solutions, data encryption,
emphasize the need to adapt to the dynamics of the strengthening of cyberspace. Cooperation between
countries within the framework of international organizations and initiatives contributes to the
exchange of knowledge and the development of joint strategies to combat cybercrime. Special attention
to the role of the United States as a world leader in the field of information protection indicates the
importance of international coordination and leadership in the formation of global cyber security norms.

Despite significant progress in the field of cyber security, there are serious challenges and issues
that need attention. The globalization of cyberspace and the increase in the number and complexity of
cyberattacks threaten the information security of countries and their global stability. Cyber threats are
increasingly widespread and diverse, including phishing, malware distribution, attacks on critical
infrastructure, and disinformation campaigns. Protecting the state in the field of cyber security requires
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governments to make a concerted effort to create effective mechanisms to counter cyber threats, which
are constantly evolving in complexity and scope.

Information protection involves the implementation of advanced technologies, the development of
complex strategies that include legal regulation, education and awareness raising of citizens, and the
formation of specialized cyber security units. Special attention should be paid to ensuring the security of
energy networks, healthcare systems and financial institutions, which are becoming prime targets for
cyber-terrorists and aggressor states. Existing challenges are complicated by rapid technological
changes, which require constant updating of knowledge and skills of specialists in the field of cyber
security.

Given these challenges, a number of measures are recommended to improve the effectiveness of
cyber security. It is necessary to increase investments in the development and implementation of
innovative technologies that will allow to resist the latest cyber threats. The escalation of international
cooperation and information exchange between countries is important for effective response to
transnational cyber threats. Emphasis should be placed on the training of qualified personnel in the field
of cyber security, ensuring constant training and development of professional skills. Therefore, the
development and implementation of comprehensive national and international cyber security strategies,
which would take into account the specifics of cyber threats and be able to adapt to rapid changes in the
field of information technologies, become the most effective tool for ensuring the protection of the public
sector.

Copyright:
© 2024 by the authors. This article is an open access article distributed under the terms and conditions
of the Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).
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