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Abstract: Bank Negara Malaysia has imposed the requirement to report suspicious transactions to all
financial institutions in Malaysia, including money services businesses. The requirement was codified in
the Anti-Money Laundering, Anti-Terrorism Financing, and Proceeds of Unlawful Activities Act 2001,
and failure to comply with the requirement can amount to a severe financial penalty. However, a few
reported cases against the money services business due to failure to report suspicious transactions had
shaken the public's confidence and had a hugeadverseimpact on the credibility and integrity of the money
services business. This study is conducted to examine the factors that could influence suspicious
transaction reporting, namely knowledge, training, and customer due diligence. The Statistical Package
for Social Science (SPSS) version 25 software was used for analysis of the data, which were collected by
sending questionnaires to 163 money laundering reporting officers currently working with money
services businesses in Malaysia. The results revealed that knowledge and training had a significant
positive effect on suspicious transaction reporting decisions, but not customer due diligence. The results
from this study could be used by the trade association and Bank Negara Malaysia in developing an
evocative competency development program for money laundering reporting officers in Malaysia. These
findings would also benefit money laundering reporting officers, money services businesses, and academia.
Limitations and recommendations for future research are discussed.

HKeywords: Customer due diligence, Knowledge, Money services business, Suspicious transaction reporting decision, Training.

1. Introduction

International leaders have focused on money laundering and terrorism financing as global economic
threats. Money laundering has major global and local repercussions on corporations, economies, and
governments [ 1-37]. Money laundering harms financial sector institutions, fostering crime and corruption
that delay economic growth and reduce real sector efficiency. Money laundering is a threat to the
credibility of international financial institutions. All countries in the international financial system are at
risk whenitweakensit [4,57]. Money laundering aftects emerging markets as well as big financial markets
and seaports. Emerging markets become easy money laundering targets as their economies and banking
sectors open up. Pricewaterhouse-Coopers' Global Economic Crime and Fraud Survey 2018 found that
money laundering in Malaysia increased by 28% during 2016, totaling USD 800 billion to USD 2 trillion.
In 2022, the central bank received 250,000 suspicious transaction reports (STRs), up 830% from 2021 [67].

Criminals channel monies through money services businesses like Western Union and automated
teller machines to fund terrorism activities, such as weapons possession, gathering, and training for
terrorism. According to the Anti-Terrorism Unit of the Royal Malaysia Police, institutions are required
to report suspicious transactions, but they frequently disregard this requirement due to the crime of
transaction tracking and the small amount of money involved [ 7. Therefore, arrangements made by the
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Bank Negara Malaysia, such as the Anti-Money Laundering, Anti-Terrorism Financing, and Proceeds of
Unlawful Activities Act 2001, and several others, have been put in place to accommodate financial
institutions reporting suspicious transactions. However, there are still gaps in theimplementation of these
arrangements, particularly in the money services business [87].

Several money services businesses possessed weak Anti-Money Laundering and Counter Financing
Terrorism (AML/CFT) programs, and Western Union forfeited nearly USD 600 billion due to
misconduct in AML/CFT, money extortion, and several other financial crimes [97. Additionally, most of
the money laundering reporting officers have limited qualifications, training, and knowledge [10-137.
Knowledge plays an important guideline for eftective performance, particularly in money laundering and
terrorism financing, including AML and CFT, to provide the capability to detect any doubtful
transactions. Whereas training and customer due diligence can have a positive impact on the efficiency of
aworker [14,157].

Given the significant perils of money laundering and terrorism financing, it is essential to conduct a
study to identify the gaps in the implementation of arrangements made to prevent these crimes in
Malaysia. Thus, the current study focused on the money services business, which has been identified as a
significant area of concern, and investigated the relationships between the knowledge, training, due
diligence, and suspicious transaction reporting decisions of money laundering reporting officers. This
study aimed to investigate the decision-making process of money laundering reporting officers in
Malaysia's money services business regarding the reporting of suspicious transactions. It focused on their
knowledge, training, and customer due diligence practices. The study also aimed to provide
recommendations for enhancing theimplementation of these arrangements, particularly within the money
services business sector, to effectively combat money laundering and terrorism financing.

2. Literature Review and Hypotheses Development
2.1. Knowledge

Knowledge can be defined as having information about a fact or familiarity based on experiences and
achievements regarding science, art, or technique [167]. Money laundering and terrorist financing
activities were categorized as economic crimes. The officers are required to have knowledge about the
forensic account [177]. Officers should be able to entertain fraud and all-related events regarding fraud
and mustbetully trained onlegal criminology as well as investigations, eventually offering accountability
towards this matter and improving job performance [ 147]. Money laundering reporting officers should
also be competent in the financial information of money services businesses, as they provide channels for
criminals and are eventually victimized by the launderers [187]. However, many money laundering
reporting officers have failed to identify in detail the actual perpetrators, the flow of funds, and the
behaviors associated with money laundering activities. Based on the above discussion, the following
hypothesis is developed:

H.: There is a significant relationship between knowledge and suspicious transaction reporting decisions.

2.2. Training

Training could be defined as the process of exercising the knowledge of an individual to develop and
enhance one’s ability and eventually become a competent worker [19,207. A competent employee is a
trademark ofan efficient company. In Section 23.6.6 of Bank Negara Malaysia’s Guidelines on AML/CFT
in Money Services Business (Sector 3), Bank Negara Malaysia requires all financial companies to train
their employees and instill knowledge on money laundering and terrorism financing activities. The
requirements also include the obligation to comply, implement customer due diligence, and report
suspicious transactions. Wright and Geroy [[157] stated that the training of employees will help to develop
the officers into more competent and efficient workers. Another study also stated that highly trained
money laundering reporting officers could identify, monitor, and eventually report any suspicious
transaction regarding money laundering crimes, including red flag detection and anomalous transactions.
Kemal [217] and Kini [227). Keren [ 237 mentioned thatit takes training and education to execute a proper
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suspicious transaction report, for the decision-making process regarding this matter is very subjective
and intuitive [237]. Based on the above discussion, the following hypothesis is developed:
H.: There is a significant relationship between knowledge and suspicious transaction reporting decisions.

2.8. Customer Due Duligence

The government has administered protocols and obligations to hinder money laundering and
terrorism financing activities and record suspicious transactions, such as the AML/CFT [247]. These
involve the evaluation of the risk, customer due diligence, doubtful activity, quality assurance, AML/CFT
training requirements, and record-keeping requirements [257]. The Financial Action Task Force and
Bank Negara Malaysia imposed customer due diligence to identify customers throughout the business
transaction [267]. Customer due diligence is a regular procedure in the investigation of a customer’s
background to estimate the occurrence of potential risks in business issues [27, 287], which also protects
reporting institutions from serious customer and counterparty risks [297]. Based on the above discussion,
the following hypothesis is developed:

H.: There is a significant relationship between customer due diligence and suspicious transaction reporting
decisions.

3. Methodology
3.1. Sampling and Data Collection

The respondents of this study are all the licensed officers registered with the Money Services
Business Group of Compliance Officers established by the Malaysian Association of Money Services
Business. Based on the population of 342 registered officers, the required sample obtained from
Creative Research Systems at 95% confidence for this study amounted to 181 respondents.-This study
used simple random sampling to reduce bias and improve reliability [307. The questionnaires were
sent through an online survey form, and the respondents were given three weeks to answer and
complete the questionnaires. Finally, a total of 163 usable responses were subjected to further analysis
(90% response rate).

3.2. Measurement of Variables

The questionnaires were divided into six parts: Part A, comprised of eight items on STR adopted
from Scott and Bruce [317] and Spicer and Sadler-Smith [327, and, Part B, on Knowledge, comprised of
five items adopted from Popoola, et al. [147] and Bhasin [3837. Part C on Training adopted eight items
from Webb [127 and Simwayiand Wang [117], while Part D on Customer Due Diligence includes 10
items adopted from Viritha,et al. [847]. Lastly, Part E consisted of 11 items on Demographic Information.
The questionnaires consisted of a five-point Likert-type rating scale that ranges from 1 (strongly
disagree) to 5 (strongly agree).

3.8. Data Analyses

The statistical analyses were conducted using the Statistical Packages for Social Science (SPSS)
software, which includes descriptive analysis, normality testing, correlation analysis, and regression
analysis.

4. Finding and Discussions
4.1. Demographic Information

Demographic information was collected to avoid any unnecessary hypotheses that would influence
the characteristics of the samples (respondents) when addressing the research question [357. The
respondents were asked about their demographic information, which includes race, gender, and age, and
education status, occupancy of an AML/CFT certificate, working experience, and role in the company.
The analysis of the demographic information of the respondents is as prescribed in Table 1.
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Table 1.
Demographic information on respondents.
Type Description Frequency Percentage (%)
Male 51 31.8
Gender Female 112 68.7
Malay 100 61.3
Chinese 30 18.4
Race -
Indian 24 14.7
Others 9 5.5
Below 25 29 17.8
25-30 97 59.5
Age 31-36 31 19.0
37-42 5 3.1
Above 42 1 0.6
Diploma 5 3.1
Highest education Bachelc’)r’s degree 136 83.4
Master’s degree 20 12.8
Others 2 1.2
. . Yes 18 11.0
AML professional certificate No 3L 9.0
Below 3 years 81 49.7
M e Lo 3-5 years 31 19.0
oney service experience 6-10 years 32 258
Above 10 years 9 5.5
Senior analyst 49 30.1
Current job position Analyst 83 50.9
Manager 31 19.0

4.2. Descriptive Analyses

4.2.1 Means and Standard Deviations for Measured Variables

27

The dependent variable, suspicious transaction reporting decisions, is shown in Table 2 together with
the total mean and standard deviation. The suspicious transaction reporting decision had a mean of 1.886

and a standard deviation of 0.539.

Table 2.

Overall mean and standard deviation.

Variable

Mean

Standard deviation

Suspicious transaction reporting decision

1.886

0.5639

Meanwhile, Table 3 show the mean and the standard deviation of three independent variables:
knowledge, training, and customer due diligence. Additionally, the mean and standard deviation of
knowledge and training revealed that all the respondents were highly educated and well-trained in
suspicious transaction reporting. Meanwhile, a total of 2.97+0.566 on customer due diligence

demonstrates otherwise.

Table 3.

Overall mean and standard deviation for knowledge, training, and customer due diligence.
Variable Mean Standard deviation
Knowledge 2.055 0.595
Training 2.166 0.482
Customer due diligence 2.970 0.566
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4.3. Normality Testing

Table 4 presented the results of normality testing conducted on all data variables, such as knowledge,
training, customer due diligence, and suspicious transaction reporting decisions. The skewness values for
these variables ranged from positive two tonegative two, while the kurtosis values were all seven or lower
(Table 4).

Table 4.
Normality test of sample distribution.
. Skewness Kurtosis
Variable — —
N | Statistic | Std. error | Statistic | Std. error

Dependent variable:

Suspicious transaction reporting decision | 163 | 0.835 | 0.190 | 4414 | 0.378
Independent variables:

Knowledge 163 [ 0.893 0.190 2.707 0.378
Training 163 ] 0.115 0.190 1.020 0.378
Customer due diligence 163 | -0.35 0.190 -0.455 0.378

4.4. Reliability Testing

Based on Table 5, the suspicious transaction reporting decision presented an improved value of 0.830
from 0.553 after the deletion of two items. In the same fashion, the knowledge value of the Cronbach’s
alpha coefficient was corrected from 0.673 to 0.772 after deleting one item. Training coefficient value also
improved from 0.492 to 0.730 after deleting one item. On the other hand, the Cronbach’s alpha coefficient
valuefor customer duediligence was presented at0.785, respectively, without deletion ofany items. Thus,
in this section, all variables were concluded to be reliable.

Table 5.
Summary of reliability test.

Reliability coefficients | Cronbach’s alpha | Standardized item alpha N
STRD 0.830 0.846 6
Knowledge 0.772 0.782 4
Training 0.730 0.768 7
CDD 0.785 0.773 10

Note: CDD — Customer due diligence, STRD — Suspicious transaction reporting decision.

4.5. Validity Testing

Based on Table 6, thefactor analysis employed tomeasure the eightitems of the suspicious transaction
reporting decision construct showed a Kaiser-Meyer-Olkin (KMO) value of.721. The Bartlett test of
Sphericity was statistically significant with a Chi-Square of 563.884(d.f. =28, p=.000). Therefore, this
data set was sufficient for the analysis [367]. Therefore, this data set was sufficient for the analysis [367.
Factor analysis applied to the customer due diligence construct showed a KMO value of.:838, and the
Bartlett test of Sphericity was statistically significant with a Chi-Square of 534.839 (d.f. = 45, p =.000).
The KMO valuefor the knowledge construct was greater than.60 (.716),and the Bartlett test of Sphericity
was statistically significant with a Chi-Square of 198.532 (d.f. = 10; p =.000). Meanwhile, the KMO value
for the training construct was recorded at.764, and the Bartlett test of Sphericity was statistically
significant with a Chi-Square of'403.696 (d.£.=28, p=.000).

4.6. Correlation Analysis

The correlation analysis for all variables was tabulated in Table. Based on the results, suspicious
transaction reporting decisions have a positive moderate correlation with knowledge and training, with
r-value of 0.414 and 0.476, respectively. This value implies a direct relationship between these variables.
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The same condition was observed between knowledge and training (r-value = 0.492). Meanwhile, a small
negative correlation was observed between customer due diligence and suspicious transaction reporting
decisions (r-value = -0.265), customer due diligence and knowledge (r-value = -0.285), as well as between
customer due diligence and training (r-value = -0.373).

Table 6.
Validity analysis.
Variable KMO measure of sampling | Barlett’s test qf sphericity | Sig.
adequacy approx. chi-square
STRD 0.721 563.884 0.000
CDD 0.838 534.839 0.000
Knowledge 0.716 198.532 0.000
Training 0.764 403.696 0.000
Note: CDD - Customer due diligence, STRD — Suspicious transaction reporting decision.
Table 7.
Summary of correlations analysis.
Variable STRD Knowledge | Training | CDD
STRD 1
Knowledge | 0.414%%* 1
Training 0.476%* 0.492%* 1
CDD -0.265%* -0.285%* -0.373%* 1
Note: CDD — Customer due diligence, STRD — Suspicious transaction reporting
decision.

4.7. Regression Analysis
4.7.1 Relationships between Customer Due Diligence, Knowledge, Training, and Suspicious Transaction Reporting
Decision

Theresults tabulated in Table 8 showed that all the tested variables, except customer due diligence,
have significant positive relationships with the suspicious transaction reporting decision. This finding
indicates that for every 1 rise in knowledge and training, it can increase the suspicious transaction
reporting decision by 0.234 and 0.318, respectively. The adjusted R* indicates the percentage of
independent variables that can explain the dependent variables. From the analysis, the adjusted R* of
0.287 indicates that 28.7 percent of the variation in the suspicious transaction reporting decision can be
explained by knowledge and training.

Table 8.

Relationships between customer due diligence, knowledge, training, and suspicious transaction reporting decision.
Variables B Std. error t-stat. p-value* VIF
Constant 0.520 0.349 1.491 0.138
CDD -0.103 0.070 -1.484 0.140 1.217
Knowledge 0.234 0.071 2.468 0.015 1.381
Training 0.318 0.091 3.480 0.001 1.516

R =0.552
R2 (Adjusted R2) =0.305 (0.287)
I'-statistic (p-value) = 17.324 (0.000)
Durbin Watson statistic =1.847

Note: Dependent variable: Suspicious transaction reporting decision.
* Significant at 0.05 level.
CDD - Customer due diligence.
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4.8. Discussion of the Findings

In this study, the majority of the respondents were degree holders, which implies that a degree is the
minimum job requirement for the position of money laundering reporting officer. In addition, most of the
respondents did not acquire the AML/CFT certificate. This certificate is recommended by Bank Negara
Malaysia’s Requirements for the Money Services Business Compliance Officer. However, this situation
was justified due to the inadequate number of working experiences of the officers. This study alsorevealed
that one of the variables, customer due diligence, has no influence on suspicious transaction reporting
decisions. Most respondents were juniors and relatively new and therefore had the tendency to neglect or
overlook the importance of customer due diligence.

Hence, it resulted in misjudgments and influenced suspicious transaction reporting decisions.
Furthermore, experience and exposure to the job are more necessary in identifying suspicious criminals
877].0Onthesamesubject, Popoola, et al. [ 147 stated that proper knowledgeregarding the money service
business is important in order to identify and make decisions on reporting suspicious transactions.
Additionally, knowledge allows the officers to enhance their decision-making skills. It was revealed in
this study that training, knowledge, and suspicious transaction reporting decisions were statistically
correlated. Besides, training is another variable that is suggested to influence the reporting officers [127].
This statement was supported by Hall-Ellis [387], who reported that training could boost the ability to
make decisions.

5. Conclusions

This study examined how knowledge, training, and customer due diligence affect money laundering
reporting officers' suspicious transaction reporting decisions. The results showed that knowledge and
training can influence money laundering reporting officers' decision-making but not consumer due
diligence. This study may help Bank Negara Malaysia, money services businesses, trade associations, and
external training providers improve suspicious transaction reporting in Malaysia. The findings may also
encourage the tradeassociation and Bank Negara Malaysia to create meaningtul competency development
programs for money laundering reporting officers to improve their performance and reduce money
laundering in the banking sector, particularly in the Malaysia Money Services Business.

There are a few limitations to be aware of before making further study recommendations, especially
in the era of crypto currencies [397. First, due to quantitative study limitations, this study does not
provide complete knowledge of suspicious transaction reporting reasons. Thus, a qualitative technique
like a case study and interview may be valuable to investigate other aspects that may impact money
laundering reporting officers' decisions to report questionable transactions to authorities. Another
disadvantage is that this study only includes Malaysian money service reporting officers. The results do
not represent the Malaysian financial system's population. Thus, this study can be expanded to include
insurance companies and takaful operators, non-bank financial institutions, and designated non-financial
businesses and professions to examine other factors that may influence money laundering reporting
officers' decisions to report suspicious transactions to regulators.
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