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Abstract: Cloud computing security is an important aspect that has received extensive research
attention because of the increasing use of cloud based services. Field of cloud computing security is
continually evolving. Cloud security points towards the group of practices, technologies, rules, and
procedures that are kept in place to secure data, applications, and services which are deployed on cloud
computing platforms. Cloud computing give permission to organizations and individuals to keep,
process, and get data and applications over the internet, but this convenience also initiates new security
challenges. Cloud security aims to address the issues and assure the confidentiality, integrity, and
availability of cloud services. Cloud security aspects are included in the paper. Boundary level protection
framework using honey pot encryption technique is proposed in the paper. How threats are attacking at
the boundary level of cloud is discussed. Cloud security framework is proposed in this paper. The author

attempts to propose a security mechanism named as Random Number Authentication for the system.
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1. Introduction

To enhance cloud security, Businesses should opt for cloud service providers that are both
reliable and secure that conduct regular security audits and assessments, and educate their
employees about best security practices in the cloud environment. Some key aspects of cloud
security include and also shown in the fig 1.:

Data Protection: The security and privacy of data stored in the cloud are paramount. It
encompasses the use of encryption methods, access controls, and data loss prevention strategies [17].

Identity and Access Management (IAM): These are the users who has rights to acces cloud
services and managing user identities effectively is vital. IAM systems enforce strong
authentication, authorization, and multi-factor authentication to prevent unauthorized access [27].

Network Security: Protecting the cloud infrastructure from external threats requires robust
Including firewalls, intrusion detection and prevention systems (including vpns), is one way in
which network security measures can be implemented [37.

Compliance and Regulatory Requirements: Organizations are required to meet industry-specific
regulations and compliance standards [47]. Cloud providers often offer compliance certifications, but
the responsibility of maintaining compliance also falls on the cloud users.

Incident Response and Monitoring: Implementing robust monitoring and incident response
mechanisms allows early detection and response to security breaches or suspicious activities within
the cloud environment [57].

Secure APIs: Application Programming Interfaces (APIs) enable communication and
integration between different cloud services. Ensuring the security of APIs is crucial to prevent
unauthorized access and data breaches [67].

Data Backups and Recovery: Having a disaster recovery plan in place and regularly backing up
data helps ensure business continuity and data availability [7].

Physical Security: Servers and hardware in cloud data centers require physical security
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measures to prevent unauthorized access and potential physical attacks [87.

Shared Responsibility Model: Users and cloud service providers are both responsible for cloud
security [97]. Providers are responsible for securing infrastructure, while users are responsible for
securing their applications and data.
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Figure 1.

Some Aspects of Cloud Security.

In present time data security is very horrible. There is huge level of security over the cloud.
There is possibility that data is more secure than our premises [10, 117]. Many questions come in
mind that file or data on cloud in secure or not. What are you doing to secure your data. Is it
encrypted or do you have multifactor authentication. No one can provide 100 % security of data on
cloud.

2. Boundary Level Protection: Honey Protection

Honeypot encryption is a fast-spreading technique among the security groups. Honeypot act as
a computer system on the Internet with intention to attract and trap attackers who are very prone
to attack. Attackers are one step a head then developers, to exploit vulnerabilities in I'T systems at a
very short notice. To get rid from attackers and threats, defender is using Honeypot mechanism to
protect the system. Since information technology is an active era for the development and research.
Malware and Ransomeware attack on boundary level, We can use honey pots to trap packets that
come in from anonymous users attacking the system [127. In a Ransomeware attack, the malware
usually encrypts the data. To find out if there is any encrypted data in the system, a honeypot is set
up [187. The honey pot notifies users via email and SMS if any data is encrypted. If the honey pot
detects that the encryption has been initiated by malicious activity, it will sever the system's
network connectivity. as shown in Figure 2.
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Figure 2.
Attacks at boundary level.

Security services offer built in security integrated with DevOps process to create resilient, agile
and scalable solution for security in cloud [147]. Complete security management can be implemented

including extra security features or tools as add-ons. Fig 3 is the secure connectivity with the honey
pot encryption technique.
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Figure 3.
Connectivity with honey pot.

3. Cloud Security Framework

Although significant research has been conducted to safeguard the security, privacy, and
integrity of cloud data and services, several challenges continue to persist that require attention. A
viable strategy for ensuring security and privacy within this emerging computing paradigm
involves the utilization of cryptographic techniques [157]. To safeguard the security and privacy of
user data, particularly in relation to an untrusted cloud service provider, it is advisable to encrypt
the data before uploading and storing it in the cloud [167]. The tool is used to convert Plain test to
cipher text. Following fig.4 is a security framework for cloud computing environment.
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Framework for cloud Security.
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4. Cloud Security Mechanisms

Despite the fact that concerns regarding cloud security have consistently been identified as one
of the primary obstacles to the adoption of cloud technology, the specific security issues unique to
cloud computing remain ambiguous [17]. There is two defence mechanism to protect cloud from
being compromise password policy and Random Number Authentication.

Password Policy: A robust password significantly enhances the security of your accounts.
Therefore, it is essential to establish a comprehensive password policy that includes various options
[18]. Firstly, you may implement a minimum password length requirement and specify the
inclusion of certain character types. For instance, you might mandate the use of uppercase letters,
lowercase letters, numbers, and special characters such as question marks. Additionally, you can
decide whether to permit users to change their own passwords or enforce a policy that requires
users to update their passwords periodically, such as every 90 days. Lastly, it is advisable to prevent
password reuse, ensuring that users do not revert to previous passwords when making changes.
Overall, a well-defined password policy is instrumental in safeguarding accounts against brute force
attacks.

Random Number Authentication (RNA): The second defence mechanism is Random Number
Authentication or RNA. If users have access to account, They have the potential to perform
numerous tasks, particularly if they hold administrative roles, as they are able to modify
configurations, remove resources, and undertake various other actions.. So, there is basic
requirement to protect at least Root Account of cloud users [197. It can be possible with RNA
devices either virtually or physically as shown in figs.

RNA employs a combination of a user-known password and a personal security device. This
dual approach significantly enhances security compared to relying solely on a password policy.

User Password

Figure 5.
Cloud Security random number authentication.

The advantage of RNA lies in its ability to safeguard accounts even in the event of a password
being lost due to theft or hacking. This is because a hacker would also need to obtain the physical
device of the individual, such as a phone or other devices, in order to compromise the account [207.
Algorithm is used to generated the random number on a single device it can be once mobile or any
third-party device to authenticate the right person.

5. Conclusion

Cloud security concerns have persistently been identified as one of the primary obstacles to the
adoption of cloud technology; however, the specific security issues unique to cloud computing
remain ambiguous. To address this matter, the author seeks to identify cloud security challenges by
analyzing different definitions of cloud computing and a reference architecture. Attacks at boundary
level of cloud is the main focused in the paper. The paper presents a Connectivity with honey pot
technique to secure the clouds system. The paper proposed a Framework for cloud security to secure
cloud using honeypot encryption technique. The paper proposed a Cloud Security random number
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authentication.
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