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Abstract: This study evaluates the cybersecurity maturity of Thailand's service sectors amid digital
transformation. As advanced technologies become increasingly adopted in industries such as healthcare,
education, tourism, and finance, these sectors encounter significant cybersecurity challenges due to the
sensitivity of customer data and system interconnectivity. Utilizing the Technology, Organization, and
Environment (TOE) framework, the study assesses cybersecurity readiness concerning technological,
organizational, and environmental factors. Data were collected from 400 respondents through purposive
sampling, and structural equation modeling (SEM) was employed for analysis. The study finds that
technological, organizational, and environmental readiness significantly influence cybersecurity
awareness. Among these, environmental readiness emerged as the most impactful, with external
pressures like regulatory compliance and market competition shaping cybersecurity preparedness.
Additionally, cybersecurity awareness strongly affects compliance behavior and the willingness to share
cybersecurity knowledge within organizations. Cybersecurity awareness is crucial for improving
compliance with security protocols and fostering a proactive cybersecurity culture. Strengthening
awareness and preparedness across technological, organizational, and environmental levels is essential
for effectively managing cybersecurity risks in service sectors undergoing digital transformation. The
findings underscore the need for tailored cybersecurity policies and targeted training programs to build
resilience against cyber threats, particularly in developing economies. The proposed framework and
quantifiable index provide a practical tool for organizations to assess and improve cybersecurity
readiness, ensuring better protection of sensitive data and regulatory compliance.
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1. Introduction

The service industry is undergoing a significant transformation due to the rapid advancements in
digital technology [17]. This shift has dramatically enhanced customer service, improved operational
efficiency, and enabled data-driven decision-making [27]. Technological disruption has exposed
customer data and critical systems to substantial cybersecurity risks [37]. The sensitive nature of
customer information, combined with the increasing interconnectivity of digital systems, makes service
sectors, including healthcare, finance, and retail, prime targets for cyberattacks. Such breaches can lead
to severe financial losses and other significant disadvantages for organizations [4-67]. Cyberattacks
often result in immediate financial setbacks and long-lasting harm to the company’s brand and customer
trust [77]. Furthermore, failing to invest in cybersecurity can impede a company's innovation or growth,
as businesses may face higher operational costs, legal expenses, and increased insurance premiums after
a breach. These challenges can slow growth and erode a company's competitiveness in the marketplace
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While digital transformation presents numerous benefits, it also introduces complex cybersecurity
challenges that many service organizations are ill-equipped to handle due to a lack of standardized
cybersecurity readiness, limited resources, outdated systems, and insufficient staft training, contributing
to a vulnerability gap that cyber threats can exploit [117]. Service organizations, in particular, face
difficulties in assessing their cybersecurity readiness. Despite the critical importance of cybersecurity in
service sectors, many organizations continue to adopt new digital technologies without adequately
addressing the cybersecurity risks associated with these advancements. Inadequate cybersecurity
preparedness within service sectors significantly compromises customer privacy, undermines
operational safety, and jeopardizes the continuity of critical service delivery [127. This situation
highlights the need for a systematic approach to evaluate and enhance cybersecurity readiness in service
organizations undergoing digital transformation [137. Existing studies often focus on technical
solutions or individual cyber incidents; however, there remains a significant gap in research providing a
comprehensive and practical framework for assessing cybersecurity readiness within the context of the
digital transformation of service sectors 14, 157].

The Technology, Organization, and Environment (TOE) framework can help reveal these gaps by
providing a structured lens to assess the interplay of technological, organizational, and environmental
factors in cybersecurity readiness [16, 17]. Organizations can evaluate their technological
infrastructure, organizational processes, and external regulatory pressures while addressing the human
element, ultimately enabling a more holistic and adaptive framework for managing cybersecurity risks
in the rapidly evolving service sector. The research contributes significantly by offering two key
insights into improving cybersecurity in service sectors. First, it proposes a comprehensive
cybersecurity readiness framework integrating the TOE dimensions. This integrated approach allows
service organizations to assess cybersecurity risks from a multi-dimensional perspective, encompassing
technological, organizational, and environmental factors. Second, the study introduces a quantifiable
cybersecurity readiness index for service sectors. This index assists organizations in evaluating their
cybersecurity capabilities, identifying critical gaps, and prioritizing initiatives to strengthen their
readiness. The study supports service sectors in developing countries or those facing resource
constraints in better managing their cybersecurity challenges amid the digital transformation. The
conceptual framework is illustrated in Figure 1.
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Conceptual Framework.
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2. Literature Review
2.1. TOE Framework

The technology-organization-environment (TOE) framework offers a multidimensional perspective
for examining behavioral intentions and systemic adoption dynamics across diverse sectors [18, 197.
Organizations can systematically address the factors influencing adoption by incorporating the TOE
tramework in developing and implementing cybersecurity awareness programs. Technology readiness,
an organization’s preparedness and capacity to adopt and utilize emerging technologies, is essential for
promoting cybersecurity awareness. Technologically advanced organizations are more likely to
establish robust cybersecurity infrastructures and implement awareness programs that educate
employees about threats and best practices [20, 217]. Furthermore, organizations implementing
cybersecurity protocols significantly enhance their technological proficiency by systematically
integrating cybersecurity measures into their digital strategies. This process embeds security awareness
within routine operational practices and optimizes overall organizational efficiency [227]. Consequently,
organizations with higher technological readiness are strategically positioned and strongly motivated to
invest in targeted initiatives that heighten cybersecurity awareness, significantly deepening employees'
understanding of cybersecurity risks and reinforcing secure behavioral compliance. The H1 is formed.

Hypothesis 1: Technology readiness impacts cybersecurity awareness.

Organizational readiness, characterized by leadership support, organizational culture, structural
alignment, and resource allocation, significantly influences employees' cybersecurity awareness [23,
247). Proactive leadership: A clear strategic direction in organizational readiness effectively enhances
cybersecurity. Awareness can be achieved by aligning organizational policies, structured training
programs, and robust internal communication channels, strengthening employee vigilance and
responsiveness to cyber threats [15, 257. Cybersecurity awareness is a function of technical tools and
institutional commitment to cybersecurity values [267]. An organization's structural and cultural
dimensions directly shape how cybersecurity is understood and internalized across its workforce [27,
287]. The H2 is formed.

Hypothesis 2: Organizational readiness impacts cybersecurity awareness.

Environmental readiness encompasses external pressures and support systems influencing an
organization’s cybersecurity posture [207]. Companies operating within highly regulated or intensely
competitive environments tend to strengthen cybersecurity awareness initiatives to meet compliance
requirements and mitigate reputational risks [29-317]. Cybersecurity education, awareness, and training
are increasing, and governmental policies often stimulate awareness programs, urging organizations to
educate their workforce on best practices [327]. Moreover, collaboration with security-conscious
partners and clients enhances internal cybersecurity awareness efforts, as these external influences
foster a sense of urgency and accountability, prompting organizations toward proactive security
education and practices [337. The H3 is formed.

Hypothesis 3: Environmental readiness impacts cybersecurity awareness.

2.2. Cybersecurity

Cybersecurity has become a paramount organizational priority in the digital age, propelled by the
escalating frequency and complexity of cyber threats exploiting technological infrastructure and human
vulnerabilities. Table 1 reviews previous cybersecurity.
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Table 1.

Literature Review of Cybersecurity.

2021

Source Purpose Sectors Main result

Humaidi and Balakrishnan | Identify tactors | Health service Management  support of knowledge to

[84] influence employees boost both their self-efficiency and
compliance develop the level of company trust which impact
behavior to information security compliance behavior.

Tran, et al. [357] Investigate the | Cooperated Policies and security education, training and
factors impact | enterprise awareness program provided by corporate are
employees’ associated with cybersecurity awareness which
behavior to protect play important roles to attitude and intention
organizational promoting across cybersecurity.
cybersecurity

Klein, et al. [367] Compare IT services Awareness levels directly influence secure
cybersecurity behavior; regional differences highlight the
behavior across importance of tailored training.
regions

Alahmari, et al. [37] Explore Financial Knowledge sharing is influenced by awareness,
knowledge-sharing | services trust, and organizational support; compliance

beyond awareness

behavior enhances safe information exchange.

Pham, et al. [387]

Assess the effect of
knowledge-sharing
methods on
security behavior

IT services

Secure knowledge-sharing practices improve
cyber hygiene and awareness among staft.

Yusuf [397]

Explore awareness

Higher education

Higher cybersecurity awareness significantly

and compliance improves compliance behavior and reduces
behavior policy violations.

Zwilling, et al. [40] Study  awareness | Professional Security awareness campaigns significantly
and behavior | services shape employee behavior, especially among I'T
relationships professionals.

TamjidYamcholo and Toloie | Investigate Public services Self-efficacy and perceived reciprocity enhance

Eshlaghy [417] knowledge-sharing knowledge sharing within security-compliant
intention under environments.
compliance

Alsmadi, et al. [427] Understand E-services Awareness leads to proactive behavior;
proactive behavior behavioral intention is shaped by security
during crises knowledge and system trust.

Muraguri, et al. [217] Identify Financial Technology and organization readiness strongly
cybersecurity cooperatives impact cybersecurity awareness and compliance

readiness enablers

culture.

The multidimensional approach to cybersecurity encompasses technological solutions,
organizational strategies, policy compliance, and user behavior [43, 447]. Cybersecurity is not solely a
technical issue; it is also deeply rooted in human factors such as awareness, behavior, and culture [457.
Thus, cybersecurity awareness is crucial for shaping employees' compliance with organizational security
policies and procedures. Building sustained awareness is a strategic imperative to ensure security
behavior aligns with policy expectations. The H4-5 are formed.

Hypothesis 4: Cybersecurity awareness impacts cybersecurity compliance behavior.

Hypothesis 5: Cybersecurity awareness impacts knowledge sharing intention.

Cybersecurity compliance behavior can significantly influence the intention to share knowledge by
creating a secure, trustworthy environment where individuals feel confident exchanging information
[32, 35, 46 |. Employees who adhere to cybersecurity policies contribute to a culture of accountability
and risk awareness that promotes safe knowledge dissemination. People adhering to cybersecurity
compliances tend to place greater importance on secure collaboration, making them more likely to
engage in responsible knowledge sharing [47, 487.

High-efficiency compliance behaviors reduce uncertainty regarding data misuse, reinforcing
perceptions that shared information will be managed appropriately [49, 507]. Moreover, organizations
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with high compliance maturity often establish systems and norms that enhance security and encourage
collaborative knowledge practices. Therefore, cybersecurity compliance enables intentional and cautious
knowledge exchange by ensuring knowledge sharing occurs within a secure behavioral framework. The
Hé is formed.

Hypothesis 6: Cybersecurity compliance behavior impacts knowledge-sharing intention.

3. Methodology

The methodology employed in this study utilizes a purposive sampling method with a quota of 461
respondents, employees with at least one year in the organization. Before completing the questionnaire,
respondents will receive a comprehensive overview of the definition of research and the scope of
cybersecurity within the context of this study. The unintentional respondents will be excluded by
verifying when they begin and finish the questionnaire and asking them to type the survey's start and
end times. Discrepancies between the starting and finishing times significantly lower than 15 minutes
will result in exclusion from the study as part of the first screening of data robustness. A subsequent
data cleaning round will analyze each construct's mean and standard deviation. The exclusion criteria
were respondents whose answers deviated by more than 0.25 standard deviations from the study’s
established norms would be excluded [517. Four hundred valid responses will be retained for further
analysis, which includes measurement model evaluation and hypothesis testing. The questionnaire was
adapted from prior studies to ensure relevance and validity within the research scope. Three items of
technological readiness, three items of organization readiness, and three items of environmental
readiness were adapted [207]. Four items of Cybersecurity Awareness were adapted from [527]. Three
items of cybersecurity compliance behavior were adapted from [587. Knowledge sharing intention
adapted from Chokpiriyawat and Siriyota [107]. Data analysis will be conducted using SMART PLS
4.1.1.1 for measurement model, path analysis, and hypothesis testing.

4. Results
4.1. Sample Characteristics

The demographic profile of the sample group (n=400) demonstrates the highest number of
respondents in Education (33.5%), followed by Tourism (27.0%), Healthcare (24.7%), and Financial
Services (14.8%). Gender distribution reveals a predominance of female respondents (70.8%), with male
participants representing 18.8% and LGBTQ+ individuals comprising 10.5%. Regarding education,
most participants are undergraduate students (56.3%), with graduate students accounting for 25.3% and
18.5% categorized as Others, including those who did not wish to disclose their educational background
or belong to other subcategories. The details are shown in Table 3.

Table 2.

Sample Characteristic.
Description Number (n) Percentage (%)
Service organization
Tourism 108 27.0
Education 184 338.5
Healthcare 99 24.7
Financial 59 14.8
Gender
Male 75 18.8
Female 283 70.8
LGBTOQ+ 42 10.5
Education
Undergraduate 225 56.8
Graduate 101 25.3
Others T4 18.5
Total 400 100
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4.2. Measurement Model

2023

All six constructs exhibit excellent internal consistency, with Cronbach's Alpha values ranging from
0.877 to 0.943, well above the 0.7 threshold. Convergent validity is also confirmed, with Average
Variance Extracted (AVE) values between 0.842 and 0.898, indicating that the items within each
construct effectively capture the underlying dimensions [537]. Composite Reliability (CR) values
ranging from 0.953 to 0.964 further support the robustness of the measurement model. Factor loadings
consistently exceed 0.922, reinforcing the validity of the constructs. Additionally, Variance Inflation
Factor (VIF) values remain below the critical threshold of 5, indicating no issues with multicollinearity
[547. The constructs exhibit high reliability, validity, and consistency, ensuring their robustness for

subsequent analysis, as shown in Table 3.

Table 3.
Measurement model.
Items | Loading [ VIF CR AVE Cronbach's alpha
Technological Readiness 0.954 0.874 0.928
(TC1) Your organization has IT cybersecurity experts who .
meet standards in terms of efficiency and numbers. 0927 5464
TC2) Your organization has sufficient tools and equipment for
Eszecti)ve cyber gecurity management. o 0916 *+265
(TC3) Your organization has invested in its own technology to 0.931 3.506
manage cyber security adequately and efficiently. - )
Organization Readiness 0.964 0.898 0.94:3
(OC1) Your organization has cybersecurity experts on staff. 0.951 4.762
(OC2) Your organization provides training workshops and
activities that promote the development of personnel 0.949 4.637
responsible for cybersecurity.
(OCs) Yom-‘ organization has the human resources to manage 0.944 4,193
cyber security.
Environmental Readiness 0.955 0.877 0.930
(EC1) Your organization is making efforts to communicate with
all relevant departments to ensure that cybersecurity activities 0.927 3.867
run smoothly.
(EC2) Cyber§ecur1ty is contmut')usl'y improved across all 0.940 4061
relevant functions across the organization.
(EC38) Your organization has managed knowledge from
experience to ensure that it can solve problems that arise within 0.941 3.999
the organization.
Cybersecurity Awareness 955 .842 .937
(AW1) You have concerns about cyber security 0.922 3.968
(AW2) You know someone who is in charge of cyber security. 0.898 3.125
(AWS) Y'ou gnderstand the risks that can arise if cybersecurity 0991 5853
is not maintained.
(AW4~) You are aware of the serious threats that can arise if 0.999 4554
there is no cybersecurity.
Cybersecurity Compliance Behavior 0.953 0.966 0.877
(COM1) You are committed to cyber security. 0.946 4.602
(COMQ) Y(?u are confident that you are complying with cyber 0.930 4419
security guidelines.
(COM3) You intend to comply with any future cybersecurity e .
regulations that may be introduced. 0933 +461
(COM4) You intend to attend any future cybersecurity training. 0.945 4.876
Knowledge Sharing Intention 0.962 0.894 0.941
(KSI1) You will tell your friends and family about the best 0.939 3918
practices for cyber security. o T
(KSI2) When cybersecurity is mentioned in a conversation, you B
intend to share your knowledge. 0950 +671
(KSI8) You will be able to provide cybersecurity advice when 0.948 4550

someone you know asks you for advice.

Edelweiss Applied Science and Technology
ISSN: 2576-8484

Vol. 9, No. 4: 2018-2028, 2025

DOI: 10.55214/25768484.v9i4.6448

© 2025 by the authors; licensee Learning Gate



2024

4.3. Hypothests Testing and Path Analysis

Partial Least Squares Structural Equation Modeling (PLS-SEM) using SmartPLS 4.1.1 After
assessing the measurement model for reliability and validity, we start evaluating the structural model
through path analysis. Path coefficients, R* values, and predictive relevance (Q®) are analyzed to
determine the model's predictive accuracy and significance of relationships. A bootstrapping procedure
with 10,000 samples and bias-corrected confidence intervals (BCa) is used to test hypotheses. The
results provide insights into the model’s explanatory power, predictive relevance, and theoretical
contributions in Figure 2.

COM1

% 095 0.000) SN
0927 (0.000) A e 0930 (0.000)
(>3 0945 (0.000) | 0930
0933(0.000)

0931(0.000) CoM3
103 0922(0.000) Jil 0.898 (0.000) 0935 (0.000)
0.197(0.000)] 0964 (0.000)|
CoM4
oct
0951(0.000) |
o, D
\
‘ 0507 (0.000)|
0.944 (0.000)
0c3 :
0.4670.000) I 091 (0.000) Jll 0.929 (0.000) 0472 (0.000)
EC1
0.927(0.000) KSh

AW3 AW4
EC2 [ELY lD 000) 0.939(0.000)
0941 0000
i 0.950 (0.000) KS2
0.948 (0.000)

KSI3
Figure 2.
Path Analysis and Hypothesis Testing.

Table 4 presents the path coefficients, standard deviations, t-statistics, p-values, R? and Q? values.
All six hypothesized relationships were supported. The relationship between technological readiness
and cybersecurity awareness was significant (B = 0.197, t = 3.908, p < 0.001). The model explained
94.8% of the variance in cybersecurity awareness (R®* = 0.948), and the Q* value was 0.946, indicating
good predictive validity. Therefore, hypothesis 1 was supported. The relationship between
Organizational Readiness and Cybersecurity Awareness was also significant (B = 0.830, t = 7.281, p <
0.001), with a substantial effect size. The p-value indicates that the relationship is statistically
significant. Hypothesis 2 was supported. Environmental readiness positively impacted cybersecurity
awareness (B = 0.467, t = 8.536, p < 0.001), indicating a strong influence of environmental factors on
cybersecurity awareness. Hypothesis 8 was supported. Cybersecurity awareness strongly and positively
affected cybersecurity compliance behavior (B = 0.964, t = 227.186, p < 0.001). The R* value was 0.930,
indicating that cybersecurity awareness explains a significant portion of the variance in cybersecurity
compliance behavior. The Q? value was 0.939, confirming the model's predictive capability [557] and
supporting hypothesis 4. The relationship between cybersecurity awareness and knowledge-sharing
intention was significant (B = 0.472, t = 6.650, p < 0.001), suggesting that higher cybersecurity
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awareness increases the intention to share knowledge, thereby supporting hypothesis 5. Cybersecurity
compliance behavior positively influenced knowledge-sharing intention (B = 0.507, t = 7.158, p <
0.001). This relationship was also statistically significant, indicating that compliance with cybersecurity
practices encourages knowledge sharing, thus supporting hypothesis 6. The results suggest that
technological readiness, organizational readiness, and environmental readiness positively influence
cybersecurity awareness, which, in turn, significantly impacts both cybersecurity compliance behavior
and knowledge-sharing intention. The model demonstrated high explanatory power, with R? values
above 0. 0.9 for all key relationships and strong predictive validity, as indicated by the Q* values.

Table 4.
Hypothesis Testing, Path Analysis, R2, and Q2.
Relationship Co:fzt:};en " Is)tirril:gf)(:l t- Statistics vz;e R® Qs Interpretation
Hi1: TR > CA 0.197 0.050 3.908 0.000 Supported
H2: OR > CA 0.380 0.046 7.231 0.000 0.948 0.946 Supported
H3: ER > CA 0.467 0.055 8.536 0.000 Supported
H4: CA > CCB 0.964 0.004 227.186 0.000 | 0930 | 0.939 | Supported
Hs: CA> KSI 0.472 0.071 6.650 0.000 0940 | 0911 Supported
H6: CCB> KSI 0.507 0.071 7.158 0.000 ' ' Supported

5. Conclusion

The findings provide significant insights into the interconnections among the TOE Framework of
readiness, cybersecurity awareness, cybersecurity compliance behavior, and knowledge-sharing
intention. The study emphasizes the importance of organizational readiness and sector-specific factors
in influencing these relationships, highlighting the need for tailored cybersecurity training and policy
implementation approaches. Organizations can better manage risk and foster a culture of collaboration
and knowledge sharing by understanding the factors that influence cybersecurity behavior.

The findings of this study emphasize the critical need for tailored cybersecurity policies and
comprehensive training programs that can enhance resilience against cyber threats, particularly within
developing economies. Service organizations in Thailand, and similar regions undergoing digital
transformation, must prioritize strengthening cybersecurity at the technological, organizational, and
environmental levels. By adopting the proposed framework, companies can assess and improve their
cybersecurity readiness, ensuring better protection of sensitive customer data and ensuring compliance
with evolving regulatory standards. This approach not only mitigates risks but also fosters a culture of
proactive cybersecurity, which is crucial for long-term business success.

Future research should extend this study by exploring cybersecurity maturity in other sectors
beyond the service industry, such as manufacturing and retail, to gain broader insights into industry-
specific challenges. Additionally, more in-depth qualitative research could be conducted to understand
the barriers organizations face in implementing cybersecurity strategies. Future studies could also
explore the impact of emerging technologies, like AI and machine learning, on cybersecurity
preparedness and resilience. Another avenue for future investigation is the role of government
regulations and public policy in shaping organizational approaches to cybersecurity, particularly in
developing countries where regulatory frameworks may still be evolving.

Transparency:

The authors confirm that the manuscript is an honest, accurate, and transparent account of the
study; that no vital features of the study have been omitted; and that any discrepancies from
the study as planned have been explained. This study followed all ethical practices during writing.
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