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Abstract: In large-scale engineering projects, managing complex supply chains effectively is essential 
to ensure timely delivery, cost efficiency, and quality assurance. Traditional methods often fail to 
address key challenges in transparency, traceability, and security, leading to inefficiencies and 
vulnerabilities. To overcome these limitations, this research proposes the Blockchain-Integrated Digital 
Twin MBA Optimization Framework (BDT-MBA), which combines advanced blockchain security, 
digital twins (DT), and optimization techniques to improve supply chain management. Blockchain 
technology provides a decentralized and immutable system for secure data sharing, ensuring data 
integrity, transparency, and trust among stakeholders. Real-time updates are enabled through IoT 
sensors, which synchronize DTs with the physical state of assets, facilitating cyber-physical systems 
security. The DT framework delivers real-time insights into asset performance, forming the basis for 
optimized decision-making. The MBA analyzes data to optimize logistics, resource allocation, and 
system efficiency, aligning with the needs of internet services for adaptive and scalable supply chain 
operations. This framework mitigates cybersecurity threats, ensures privacy, and enhances the efficiency 
of sanitization (98.4%) and restoration (98.8%). The proposed BDT-MBA framework represents a 
robust and transformative approach for secure and transparent supply chain optimization in complex 
engineering projects. Integrating blockchain, IoT, and DTs demonstrates significant advancements in 
traceability, secure data management, and real-time decision-making for modern supply chain systems. 

Keywords: Blockchain, Digital twin, Supply chain transparency, Large-scale engineering projects, Multi-behavior bat 
algorithm (MBA). 

 
1. Introduction  

Blockchain technology is a distributed, decentralized ledger that permanently, securely, and 
transparently records transactions [1]. Blockchain has been widely used in several areas, including 
healthcare, finance, logistics, and security and privacy concerns in cloud computing, due to its capacity 
to reduce intermediaries, minimize fraud, improve traceability, and support security modeling and 
analysis. A DT is a computerized model of a real asset, procedure, or system that is modified in real-time 
using information from sensors, IoT devices, cloud computing, and other sources [2].  

Supply chain transparency tracks every phase of a product's journey, beginning with obtaining raw 
materials and ending with delivering them to the final consumer [3]. Incorporating security modeling 
and analysis into the process helps safeguard sensitive information and detect vulnerabilities, ensuring 
data integrity and confidentiality throughout the supply chain [4]. Many industries, such as electronics, 
food & beverage, retail, manufacturing, and medicine, require a transparent supply chain. Transparency, 
when combined with cloud computing, security modeling, and analysis, helps track product origins in 
the food industry and keeps them safe from fraud and contamination [5]. 
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In the past, organizations managed supply chain transparency by handling everything manually, 
using paper documentation, and conducting regular audits. These techniques involve adding barcodes 
or RFID tags to packages, verifying vendor data, and leveraging ERP systems and cloud computing for 
integrated supply chain data management, often enhanced by security modeling and analysis to assess 
vulnerabilities [6]. Figure 1 shows the process of supply chain transparency enhancement. 
 

 
Figure 1. 
Supply chain transparency enhancement process. 

 
Several traditional techniques, such as cryptographic hashing for data integrity and DLT, are 

commonly used for supply chain management forecasting [7]. Consensus techniques such as PoW, 
PBFT, and smart contracts are applied to address disruptions in supply chain data [8]. Traditional 
methods are time-consuming, often make errors, and do not provide real-time access to data for 
complicated, cross-border supply chains. Cloud computing can help address some of these issues, but 
data availability and the quality of that information can vary between suppliers, leading to potential 
inaccuracies in models [9]. 

The research presents a new BDT-MBA method that focuses on improved supply chain 
transparency, security, and traceability in complex engineering projects. This system aims to provide 
secure data transmission, detailed real-time asset monitoring, and better use of resources and logistics 
by using DTs, blockchain technology, and optimization techniques that increase effective operations and 
enhance stakeholder trust. 
 
2. Related Works 

Lalitha, et al. [10] investigated how combining blockchain technology with simulations and 
optimization techniques can increase supply chain operations' transparency. Findings show that their 
approach can be used to identify inefficiencies, reduce risks, and enhance supply chain effectiveness 
overall. Morgan, et al. [11] presented the basis for further supply chain transparency investigations in 
two distinct ways. The principle of supply chain transparency was conceptually expanded by their 
evaluation, which connects theories from several fields and offers recommendations for combining those 
concepts to tackle intricate new problems. The combination of blockchain technology, AI, and data 
analytics to improve business processes was examined by Ahmad [12] with a specific focus on supply 
chain transparency and employee efficiency management. A framework based on the dynamic capability 
concept was developed by Li, et al. [13] which also examines the impact on company efficiency of the 
relationships between the three categories of SCV and the two kinds of SCT. The results showed that 
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SCT and SCV were integrated to improve excellent company performance. A novel method for 
efficiently identifying fake products that combines QR codes, blockchain technology, and ML was 
presented by Pandey and Singh [14]. A unique FR-ROA was proposed by Liu and Han [15] and 
offered a method of protecting privacy in supply chain systems that use blockchain technology. The 
results showed that it was more effective than traditional methods in enhancing supply chain security. 
The use of blockchain technology in supply chain management could be examined by Chen [16] along 
the way, it improved effectiveness and visibility. The conceptual structure that outlined how blockchain 
technology and smart contracts can improve supply chain transparency was created by Kumar, et al. 
[17]. The adoption of the structure has several benefits, such as improved compliance with regulations, 
enhanced accuracy in data management, and increased processing capacity for various operations. 

The growing complexity, dangers, and inefficiencies in contemporary supply networks frequently 
make it difficult for conventional strategies to improve supply chain transparency [10]. Conventional 
methods for protecting privacy in supply chains are often less effective, exposing sensitive data 
vulnerable and restricting stakeholders' ability to share information securely [15]. The suggested 
BDT-MBA system addresses constraints by combining digital twins for real-time model, blockchain for 
secure transparency, and MBA optimization to improve supply chain durability, efficiency, and decision-
making. 
 

3. Methodology 
The supply chain data was obtained from the Kaggle source. The data are preprocessed by 

employing the data cleaning and Z-score normalization approaches. A novel BDT-MBA approach was 
introduced, which uses improved blockchain security, DTs, and optimization approaches to enhance 
supply chain management. The flow of the BDT-MBA model is depicted in Figure 2. 
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Figure 2. 
Overview of the suggested BDT-MBA approach. 
Source: https://www.kaggle.com/datasets/ziya07/bdt-mba-supply-chain-dataset/data. 

 
3.1. Data Collection 

The supply chain dataset was gathered from Kaggle. This data can be used to model supply chain 
activities for large-scale engineering tasks. It incorporates accurate data from DTs, blockchain-enabled 
tracking systems, and IoT sensors covering the period from 2023 to 2024. Using sophisticated analytics, 
this dataset is intended to support research in supply chain transparency, resource optimization, 
maintenance forecasting, and secure data exchange. 
 
3.2. Data Cleaning 

To clean the data, first, verify and handle missing values using imputation or removal techniques. 
Column names should be standardized for clarity and consistency. Eliminate duplicate data and 
unnecessary columns that don't add to the analysis. Date fields should be converted to datetime format, 
and the assignment of numerical data types should be verified. Ensure that blockchain entries and 
sensor data are scaled consistently. Track and manage outliers, particularly with IoT and tracking data. 
Check that categorical variables are properly encoded. Evaluate the accuracy of the data by comparing 
IDs, timestamps, and locations. Figure 3 displays the features obtained after data cleaning. 

https://www.kaggle.com/datasets/ziya07/bdt-mba-supply-chain-dataset/data
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Figure 3. 
Supply chain dataset features obtained after data cleaning. 

 
3.3. Z-Score Normalization 

Z-score normalization standardizes data by transforming values to standard deviation from the 
mean, allowing for more accurate comparisons, eliminating bias, and enhancing the efficiency of 
analytical or forecasting models. Z-score normalization is a method based on the mean and standard 
deviation (SD) of the data. This approach is particularly helpful when the data's actual maximum and 
minimum values are unknown. The calculation for Z-score normalization is shown in Equation (1). 
Figure 4 displays the outcome of the distribution of the supply chain dataset (a) delivery efficiency, (b) 
downtime hours, (c) logistic cost, and (d) resource utilization. 

𝑌𝑛𝑒𝑤 =
𝑌 − 𝜇

𝜎
(1) 

Where, 𝑌 – Old value, 𝑌𝑛𝑒𝑤 - The modified value derived from the normalized outcomes, 𝜎 – SD 

value, and 𝜇 – Population mean. 
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Figure 4. 
Distribution of supply chain dataset (a) delivery efficiency, (b) downtime hours, (c) logistic cost, and (d) resource utilization. 

 
3.4. BDT-MBA 

A novel strategy called the BDT-MBA combines modern technologies to improve supply chain 
transparency management. This system uses DTs, which are virtual copies of physical supply chain 
resources, to offer precise, real-time operational visibility. Through the use of blockchain technology, all 
supply chain interactions are guaranteed to be stable, decentralized, and transparent, which reduces 
fraud and increases stakeholder trust.  

The main optimization algorithm uses an MBA, which was inspired by bats' echolocation behavior, 
to effectively handle challenging supply chain issues like demand forecasting, inventory control, and 
route optimization. The DT offers real-time data, blockchain protects the integrity of the data, and 
MBA enhances decision-making. This combination provides more transparency, tracking, and more 
responsive, robust supply chain management. The BDT-MBA methodology helps organizations 
optimize their supply chains for sustainability, reliability, and efficiency. BDT-MBA optimizes supply 
chains by using BDT for real-time monitoring, secure data, and enhanced decision-making through 
MBA, improving transparency, efficiency, and sustainability in operations 
 
3.5. Blockchain-Integrated Digital Twin 

The methodology for enhancing supply chain transparency management enabled by DTs was 
introduced. The device layer is made up of several physical assets with embedded sensors, including 
warehouses, logistics hubs, and delivery vehicles that independently operate to collect and transmit real-
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time information to cloud computing platforms. A blockchain-integrated digital twin improves supply 
chain transparency by offering secure, continuous monitoring of activities and products. Blockchain 
offers a decentralized, secure record that permanently captures all supply chain transactions. Through 
the automated performance of smart contracts, validated and secure data, and the capacity to track 
products, it increases transparency, reduces fraud, and fosters stakeholder trust. A DT is a digital 
representation of a supply chain's physical assets or operations. Figure 5 depicts the architecture of the 
Blockchain-Integrated Digital Twin. 
 

 
Figure 5. 
Blockchain-Integrated Digital Twin Architecture. 

 
Stage 1: DT systems in factories capture information from machines and transmit it to the edge for 

calculation and analysis. 
Stage 2: DTs at the edge layer synchronize data with their divisions, including the production floor 

(𝐷𝑇1), raw-materials management (𝐷𝑇2), assembly line (𝐷𝑇3), and packaging and warehousing (𝐷𝑇4). 
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Applications that gather unprocessed data from DT systems and provide it to the edge are used to 
represent each department. All information collected from sensors used in the production and use of 
products is gathered on the production floor. 

Stage 3: Provided that only authorized DTs can communicate data, they are recorded on the private 
blockchain. The registration of a distinct Packet Auditor (PA) makes it easier for the DT and IoT 
devices to synchronize their data. 

Stage 4: To prevent unauthorized entities from intercepting industrial traffic, DT and the PA 
synchronize data. The DT gathers data that is utilized to train the model for botnet identification and 
needs to be protected from man-in-the-middle attacks. 

Stage 5: DTs are representations of the network's topology, traffic volume, and both malicious and 
benign traffic. At this stage, information is gathered to examine and detect botnet activities. 

Stage 6: To examine unencrypted packet information, TCP/UDP packet headers are gathered. 
Because the Secure Socket Layer (SSL) encrypts IP packets, such as those used in Hypertext Transfer 
Protocol Secure (HTTPS), botnet identification using packet headers examines both HTTP and 
HTTPS traffic. 

Stage 7: The DTs that contain both UDP and TCP packets are used for collecting features. The IP 
addresses used, open or closed associations, and packet arrival time are gathered for analysis. 

Stage 8: 𝐷𝑇1 introduces malicious packet traffic to stimulate botnet detection. The benign virtual 

cluster of systems known as 𝐷𝑇2, 𝐷𝑇3, 𝑎𝑛𝑑 𝐷𝑇4 could become the focus of increasing botnet activity. 
Stage 9: The security provider begins preventing the increasing botnet activity after successfully 

classifying 𝐷𝑇1 exhibiting botnet activity. It stops the spread of botnet activities by isolating all traffic 
from the compromised device DT, preventing it from interacting with systems from the benign DTs. 
While all systems and local gateway connection points, including routers, are included in each DT, no 

outgoing traffic is allowed at 𝐷𝑇1 is not allowed to send packets to 𝐷𝑇2, 𝐷𝑇3, 𝑎𝑛𝑑 𝐷𝑇4. 
Stage 10: To preserve the chain of assets during assessments of the origin of attacks and device 

safety firmware management, each Smart Contract is documented on the Blockchain. 
 
3.6. Bat Algorithm (BA) 

The BA optimizes the selection of suppliers and logistics, increasing supply chain visibility by 
improving reliability, reducing delays, and guaranteeing accurate information through adaptive, swarm-
based solutions for exploration and exploitation. The BA is a metaheuristic technique that was inspired 

by microbat echolocation, which occurs at frequencies between 25 and 150 kHz over short spans. The 
following principles can be used to generalize these microbat echolocation behaviors: 

• All bats use echolocation to identify distance and possess an exceptional ability to discriminate 
between environmental barriers and products/materials. 

• To find products, the bats travel randomly to a location 𝑤𝑖 with velocity 𝑢𝑖, constant frequency 

𝑒𝑚𝑖𝑛, and variable loudness 𝐵0 and wavelength 𝜆. The wavelength of their transmitted pulses 

can be changed, and the velocity of pulse emission 𝑞 ∈  [0.1] can be tuned according to the 
proximity of their target. 

• Although there are several ways in which the volume can change, consider that it will shift from 

a high initial value (𝐵0) to a constant, lowest value (𝐵𝑚𝑖𝑛), 

In a 𝑐-dimensional search area, 𝑢𝑖 𝑎𝑛𝑑 𝑤𝑖 represent the velocity and location of each bat (𝑖). To 

produce unique solutions, the modified location and velocity at the time step 𝑠, 𝑢𝑖
𝑠, 𝑎𝑛𝑑 𝑤𝑖

𝑠 are 
represented as follows in Equations (2 - 4), 

𝑒𝑗 = 𝐵𝑚𝑖𝑛 + (𝐵𝑚𝑎𝑥 − 𝐵𝑚𝑖𝑛 ) × 𝛼 (2) 

𝑢𝑖
𝑠 = 𝑢𝑖

𝑠1 + (𝑤𝑖
𝑠−1 −𝑤∗) × 𝑒𝑖 (3) 

𝑤𝑖
𝑠 = 𝑤𝑖

𝑠−1 + 𝑢𝑖
𝑠 (4) 
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At the present iteration, all 𝑚 bats are compared to get the current global ideal position, denoted by 

𝑤∗. Within the boundaries of [0,1], 𝛼 denotes an arbitrary vector selected from a uniform distribution. 

This velocity increment is derived from the product of 𝜆𝑗 𝑎𝑛𝑑 𝑒𝑗.  One can alter the other factor by 

either 𝑒𝑗(𝑜𝑟 𝜆𝑗) to modify the velocity variation. Each bat is associated with a frequency that is 

arbitrarily selected from a uniform distribution between 𝑒𝑚𝑖𝑛 𝑎𝑛𝑑 𝑒𝑚𝑎𝑥 to execute the procedure shown 
in Equation (5). 

𝑤𝑛𝑒𝑤 = 𝑤𝑜𝑙𝑑 + 𝜀𝐵
𝑠 (5) 

The average volume of all bats at a specific time step can be expressed as, 𝐵𝑠 = < 𝐵𝑖
𝑠 >, where 𝜀 is a 

random value within the interval [0,1]. The range [𝐵0 𝐵𝑚𝑖𝑛] = [1.0] is an effective strategy for 

selecting loudness, where 𝐵𝑚𝑖𝑛 = 0 indicates that a bat has successfully captured its products and has 
stopped making any noise. Equation (6) provides a formula for expressing the loudness and pulse 
emission rate. 

{
𝑞𝑖
𝑠+1 = 𝑞𝑖

0[1 − exp(−𝛾𝑠)]

𝐵𝑖
𝑠+1 = 𝛽𝐵𝑖

𝑠
(6) 

According to the simulated annealing approach, 𝛽 is comparable to the cooling component of a 

cooling strategy for any 𝛾 larger than 0 and a value of 𝛽 from 0 𝑡𝑜 1, where 𝛽 𝑎𝑛𝑑 𝛾 are constants as 
shown in Equation (7). 

{
𝐵𝑖
𝑠  → 0

𝑞𝑖
𝑠  → 𝑞𝑖

0 · 𝑎𝑠
𝑠 →  ∞

(7) 

It can decide that 𝛽 𝑎𝑛𝑑 𝛾 are equal.  The typical range for 𝛽 𝑎𝑛𝑑 𝛾 in the traditional Bat method is 

0.9 𝑡𝑜 0.975. 
 
3.7. Multi-Behavior Bat (MBA) Algorithm  

The Multi-Behavior Bat Algorithm improves supply chain transparency by modeling adaptive 
echolocation behaviors, resulting in better continuous monitoring, data reliability and decision-making 
across intricate, multi-tier networks. 

The NBA is an expansion of the traditional BA that includes the following operators. 
 
3.7.1. Habitat Selection 

The choice of the bats' habitat is influenced by several random occurrences, and for simplicity, it is 

represented as an advanced decision. The selection threshold is represented by 𝑂 ∈ [0.1]. Bats must 

choose the QB to forage in a wide variety of habitats if an arbitrary number 𝑄 within [0, 1] is 

insignificant against 𝑂; must choose the mechanical behavior to access supply chain products in a 
restricted number of habitats. 
 
3.7.2. Bats with QB 

The virtual bats that exhibit QB can forage in a wide range of environments. If one bat finds the 
product source, others should immediately seek forage from it. Therefore, Equation (8) can be used to 
determine their locations. 

𝑤𝑖,𝑗
𝑠+1 = 

{
 
 

 
 ℎ𝑖

𝑠 + 𝜃 × |𝑚𝑒𝑎𝑛𝑖
𝑠 −𝑤𝑖,𝑗

𝑠 | × 𝐼𝑛 (
1

𝑣𝑗.𝑖
)∀ 𝑟𝑎𝑛𝑑𝑗(0,1) < 0.5

ℎ𝑖
𝑠 − 𝜃 × |𝑚𝑒𝑎𝑛𝑖

𝑠 −𝑤𝑖,𝑗
𝑠 | × 𝐼𝑛 (

1

𝑣𝑗.𝑖
)  𝑂𝑡ℎ𝑒𝑟𝑤𝑠𝑖𝑒 

(8) 
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3.7.3. Bats With Mechanical Behavior 
The calculations for the updated offspring at time step s differ significantly from the corresponding 

sections in the traditional BA due to the Doppler Effect. 
Initially, the frequency calculation is divided into three sections. Except for the random selection 

from the range  [𝑒𝑚𝑖𝑛, 𝑒𝑚𝑎𝑥], the frequency is based on the bats' Doppler Effect and compensation rates. 
Bats move towards their target as they attempt to flee. It can be considered that both have the same 

global ideal solution (ℎ𝑖
𝑠). 

The frequency 𝑒𝑗 determines the bats' speed increment, 𝜆𝑗𝑒𝑗, which influences their distance to the 

product. Bats fly forward if their position is smaller than ℎ𝑖
𝑠 and compensate flexibly in echoes for the 

Doppler Effects. If 𝑤𝑗.𝑖
𝑠  improves, they can slow down and catch products by negatively compensating.  

Compensation rates change depending on the individual. Therefore, using the NBA, Equations (2 - 4) 
can be expressed as follows in Equations (9-12), 

𝑒𝑗 = 𝑒𝑚𝑖𝑛 + (𝑒𝑚𝑎𝑥 − 𝑒𝑚𝑖𝑛) + 𝛼 (9) 

𝑒𝑗.𝑖 =
(𝑑 + 𝑢𝑗.𝑖

𝑠 )

𝑑 + 𝑢ℎ.𝑖
𝑠 + 𝑒𝑗.𝑖 × (1 + 𝐷𝑗 ×

(ℎ𝑖
𝑠 −𝑤𝑗.𝑖

𝑠 )

|ℎ𝑖
𝑠 −𝑤𝑗.𝑖

𝑠 | + 𝜀
) (10) 

𝑢𝑗.𝑖
𝑠+1 = 𝑥 × 𝑢𝑗.𝑖

𝑠 × (ℎ𝑖
𝑠 −𝑤𝑗.𝑖

𝑠 ) × 𝑒𝑗.𝑖 (11) 

𝑤𝑗.𝑖
𝑠+1 = 𝑤𝑗.𝑖

𝑠 + 𝑢𝑗.𝑖
𝑠 (12) 

Where, 𝜀 is the lowest constant in this case, when 𝑥 ∈  [0.1]. 𝐷 ∈  [0.1]. 𝑑 is in [0,1]. 𝑢ℎ.𝑖
𝑠  is the 

speed that corresponds to the global ideal location, and 𝑐 = 340 𝑚/𝑠 is the velocity in the air. 
 
3.7.4. Local Search 

Bats approach products in silence by increasing the pace at which they emit pulses and decreasing 
their noise level. Taking into account the natural loudness of bats and other animals, loudness increases 
the possibility of capturing products.  In Equation (13), each bat's new location is created as follows: 

{
𝑤𝑗.𝑖
𝑠+1 = ℎ𝑖

𝑠 × (1 − 𝑟𝑎𝑛𝑑𝑛(0. 𝜎2)), 𝑖𝑓 (𝑟𝑎𝑛𝑑(0,1) > 𝑞𝑗

𝜎2 = |𝐵𝑗
𝑠 − 𝐵𝑚𝑒𝑎𝑛

𝑠 | + 𝜀, 𝑒𝑛𝑑 𝑖𝑓 
(13) 

Where 𝑟𝑎𝑛𝑑𝑛(0. 𝜎2) displays the GD with a mean of 0 and an SD of 𝜎2. 
 
3.7.5. Chaotic maps (CMs) 

The use of CMs is an effective method for addressing initial convergence and modifying static 
variables in metaheuristic processes. Chaos was incorporated into the standard NBA to avoid local 
optima. The Chaotic NBA (CNBA) is a hybrid method that combines the NBA with chaotic sequences to 
improve global convergence. The most significant benefit of CMs is the seamless transition between 
exploitation and exploration; it will select for their excellent efficiency in choosing the ideal solutions 
and offering good algorithm behavior. The various kinds of CMs are described by the following, 

• Logistic map, 

• Gaussian map,  

• Piecewise map, and  

• Iterative map.  
An expression for the iterative map with limitless collapses can be identified in Equation (14). 

However, Equation (15) can provide the Gaussian map. Furthermore, Equations (16 & 17), which 
demonstrate logistic and piecewise linear maps, are provided. Figure 6 shows the flow chart for the 
Multi-Behavior Bat Algorithm. 

𝑤𝑙+1 = sin (
𝛾𝜋

𝑤𝑙
) (14) 
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𝑤𝑙+1 = {

0 ∀𝑤𝑙= 0 
1

𝑤𝑙𝑚𝑜𝑑(1)
, 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(15) 

𝑤𝑙+1 = 𝑏.𝑤𝑙(1 − 𝑤𝑙) (16) 
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𝑂
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(17) 

Where, 𝑤𝑙 - Value between 0 𝑎𝑛𝑑 1, 𝑂 - Control variable in the range of [0, 0.5], 𝑏 - Favorable 

variable between 0 𝑎𝑛𝑑 1, and 𝛾 =  4 - Suitable parameter. 
 

 
Figure 6. 
Flowchart of Multi-Behavior Bat Algorithm. 

 
CMs have been used in place of the variable in the original frequency equation, and Equation (9) 

was changed as follows in Equation (18), 
𝑒𝑗 = 𝑒𝑚𝑖𝑛 + (𝑒𝑚𝑎𝑥 − 𝑒𝑚𝑖𝑛) × 𝐷𝑁 (18) 

Additionally, CM replaces the frequency equation's compensating rates, and Equation (10) has been 
modified as follows in Equation (19). 
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𝑒𝑗,𝑖 =
(𝑑 + 𝑢𝑗,𝑖

𝑠 )

𝑑 + 𝑢ℎ,𝑖
𝑠 × 𝑒𝑗,𝑖 (1 + 𝐷𝑁𝑗 ×

(ℎ𝑖
𝑠 −𝑤𝑗,𝑖

𝑠 )

|ℎ𝑖
𝑠 −𝑤𝑖,𝑗

𝑠 | + 𝜀
) (19) 

Through the traditional NBA, 𝑑𝑗 falls inside [0.1], while 𝛼 and 𝜌 are arbitrary numbers in the [0. 1] 
range. 

 

4. Results  
The Python platform was used to evaluate the proposed BDT-MBA approach. The performance of 

the suggested method was evaluated with traditional methods such as jellyfish optimization (JFO) [18] 
and perceptual craving game search optimization (PCGSO) [18]. 
 
4.1. Supply Chain Transparency Assessment Using the BDT-MBA Approach 

The performance indicators highlight critical aspects of improving supply chain transparency 
under the BDT-MBA approach, as shown in Figure 7. Continuous monitoring across processes can be 
achieved by a 40% reduction in supply chain processing time, indicating faster activities. Resource 
Utilization Performance at 15% and Logistics Effectiveness at 20% indicate modest improvements in 
operational efficiency and asset utilization. The overall integrity and adaptability of the supply chain 
network are strengthened by increased transparency, which makes it possible to respond to disruptions 
more quickly, achieve better coordination, and enhance accountability. 

 

 
Figure 7. 
Enhanced supply chain transparency through BDT-MBA model performance improvements. 

 
4.2. Daily Changes in Resource Utilization From 2023 To 2025 

Resource usage from the beginning of 2023 to 2025 is depicted in Figure 8. Utilization rates exhibit 
frequent and sudden peaks and troughs, with a wide range of 60% to 95%. This indicates a changing 
environment with shifting demand or performance levels, which could be impacted by changes in 
workloads, user behavior, or system performance. The data often shows fluctuating resource use, 
maintaining a high utilization level throughout the variations. The intense pattern of variances indicates 
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frequent data collection or monitoring, possibly daily, which reflects thorough resource utilization 
monitoring and control over the observed period. 
 

 
Figure 8. 
Resource utilization trends detected using the suggested BDT-MBA approach from January 2023 to January 2025. 

 
4.3. Tracking Supply Chain Efficiency Trends from 2023 to 2025 

The supply chain efficiency rolling average from early 2023 to 2025 is shown in Figure 9. Efficiency 
values exhibit considerable change over time, ranging from 0 to 1. Additionally, peaks come close to 1.0, 
which denotes good efficiency, while close to 0 indicates poor performance. The frequent changes could 
be brought about by demand variations, irregular resource accessibility, or operational issues. This 
instability could be caused by irregular inventory control, delays in transportation, fluctuating demand, 
or logistical problems. 
 

 
Figure 9. 
Supply chain efficiency variation detected through the BDT-MBA approach. 
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4.4. Performance Assessment of the Suggested BDT-MBA Approach using Different Metrics 
The Efficiency of Sanitization assesses the efficacy of cleaning supply chain data by analyzing the 

speed, accuracy, and reliability of removing irregularities, leveraging cloud computing to provide 
accurate, accessible, and tamper-free data across all transactional interactions. 

The Efficiency of Restoration evaluates how rapidly and successfully a supply chain regains 
transparency after delays, reducing information lag and re-establishing confidence through precise data 
exchange, cloud computing-enabled continuous monitoring, and swift clearing of transparency 
deficiencies for all stakeholders involved. 

The suggested BDT-MBA technique for enhancing supply chain transparency was assessed using 
several performance metrics. The approach produced better outcomes with Efficiency of Sanitization 
(98.4%) and Efficiency of Restoration (98.8%). 
 

5. Discussion 
The exploration-exploitation balance of JFO [18] was susceptible to parameter adjustment, which 

could make it more difficult to achieve reliable results in dynamic supply chain settings. The movement 
patterns of the algorithm, which were inspired by nature, might not be able to adjust to sudden 
interruptions or real-time changes, which would make it less appropriate for highly unpredictable 
supply chains.  

The PCGSO's Aljabhan and Obaidat [18] dependence on game-theoretic behavioral modeling 
provides a complexity that might interfere with the simplicity required in supply chains, while security 
modeling and analysis are other aspects to consider. Practical application was hampered by PCGSO's 
scaling issues and the potential need for thorough validation of decision-making and behavioral 
parameters. To address these issues, a unique BDT-MBA approach was presented to improve supply 
chain transparency management. 

The proposed BDT-MBA method achieved an Efficiency of Restoration value of 98.8%, which 
outperforms the traditional JFO and PCGSO methods with Efficiency of Restoration values of 97% and 
98.5%, as displayed in Figure 10. With an Efficiency of Sanitization value of 98.4%, the suggested BDT-
MBA method outperformed the conventional JFO and PCGSO approaches, which had Efficiency of 
Sanitization values of 86% and 98%, as displayed in Figure 10. Table 1 presents the Efficiency of 
Restoration and the Efficiency of Sanitization values of all evaluated methods. 
 
Table 1. 
Comparative analysis of existing JFO and PCGSO, and the proposed method. 

Methods Efficiency of Sanitization (%) Efficiency of Restoration (%) 
JFO 86 97 

PCGSO 98 98.5 
BDT-MBA 98.4 98.8 
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Figure 10. 
Comparative assessment of the Efficiency of Restoration and the Efficiency of Sanitization of existing methods and BDT-MBA. 

 

6. Conclusion 
Supply chains have become increasingly complicated in today's highly interdependent and 

globalized commercial environment, involving several suppliers, countries, and systems. The supply 
chain data were gathered from the Kaggle platform. The data are preprocessed by employing the data 
cleaning and Z-score normalization strategies. An innovative BDT-MBA method was introduced to 
enhance supply chain management through DTs, enhanced blockchain security, and optimization 
techniques. The performance of the suggested BDT-MBA method was evaluated in terms of Efficiency 
of Sanitization (98.4%) and Efficiency of Restoration (98.8%). It could be limited by problems including 
high implementation costs, data privacy issues, stakeholder reluctance, technical challenges, and 
difficulties in verifying complex, multi-tier supplier data. Future scope involves improving stakeholder 
engagement, increasing data accuracy, promoting sustainable practices, integrating modern 
technologies like AI and cloud computing for real-time monitoring, and increasing transparency across 
international, multi-tier supply chains. 
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Appendix 
PBFT Practical Byzantine Fault Tolerance  DL Deep learning 

IoT Internet of Things PoW Proof of Work  

RFID Radio Frequency Identification SD Standard deviation 

AI Artificial intelligence DT Digital Twin 

QB Quantum behavior SCV Supply chain visibility 

DLT Distributed ledger technology  MBA Multi-Behavior Bat Algorithm 

FR-ROA Foraging Redefined Remora Optimization Algorithm NBA Novel Bat Algorithm 

SCT Supply chain transparency BA Bat algorithm 

ML Machine learning GD Gaussian distribution 

RW Random walk ERP Enterprise Resource Planning 

QR Quick Response    

 
 


