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Abstract: Blockchain enhances the development of other technologies and systems by providing more
transparency, sharing, decentralization, security, and privacy. Blockchain has many applications that
enable integration and application in many areas, such as the field of ambient assisted living (AAL).
However, blockchain includes many processes for data proposing, validating, and approving, which result
in high latency. Such latency negatively influences AAL systems, which require real-time responses in
many cases. In addition, blockchain processes are processed based on consensus. This challenges
specialized decisions that should be taken only by specialized members within the blockchain network.
Therefore, this work introduces an organized leader election consensus protocol with a blockchain model
thatis applicable for AAL. The proposed protocol and model are able to solve the issue of latency as well
as consider specialized decisions. Solving the issue of latency enables AAL to perform real-time processes
in the needed cases. While considering the matter of specialization gives more credibility to the
blockchain’s decisions, which is necessary for AAL. Indeed, it classifies the blocks into special-sensitive,
time-sensitive, and non-sensitive classes, where each class has a suitable procedure. In addition, to manage
the organized leader election consensus protocol, we manage the blockchain feature and rewarding
strategy. This enhances the miners’ participation in a way that supports blockchain and AAL
simultaneously. The experimental results show that our model reduces the execution time by about 51%
in comparison to the original blockchain model.

Keywords: Ambient assisted living, Blockchain, Consensus protocol, Internet of things, Organized leader election protocol,
Data sensitivity.

1. Introduction

Blockchain is a promising technology that supports other technologies and systems. The ability to
integrate blockchain with other systems reflects on the development of other fields such as finance,
healthcare, education, national security, quality of life, and others. In the area of quality of life,
governments and organizations work tomeasure and achieve people’s happinessin a standardized manner
[17. This includes many factors, such as people’s financial level, the job’s environment, family
satisfaction, health situation, and safety. Nowadays, technology facilitates achieving such targets [2-47].
For example, ambient assisted living (AAL) supports and enables peoples with special needs and elderly
people to be independent, so they will be able to live alone at home. AAL systems use electronic devices
and technologies that are integrated into the living environment to provide independence, assistance,
monitoring, safety, and enhance the overall quality of life [5, 67].

On the other hand, blockchain technology is proposed to be integrated with AAL to provide data
security since AAL processes a huge amount of personal and sensitive data [ 7, 87]. In addition, blockchain
provides many advantageous values and properties, such as decentralization, transparency, immunity, and
credibility [97]. Indeed, a blockchain consists of nodes that are connected over a network. Each node has
a copy of a distributed ledger that securely stores a chain of blocks; where each block contains a group of
approved transactions. At the beginning of blockchain procedures, nodes compete to verify transactions
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and store them in one block. The nodes have to satisty a consensus protocol to propose their blocks to the
others for validation. Indeed, according to the consensus protocol, one node proposes its block. Then, the
other nodes validate the proposed block to approveit and connect it to the blocks’ chain (ledger) or to
disapproveit [107].

However, blockchain includes the processes of transactions’ verification, block creation, consensus
protocols’ satisfaction, casting the proposed block to the others, validating the proposed block, and voting
on the approval of the proposed block. All of those processes result in high latency. Such latency
negatively influences AAL systems, which require real-time responses in many cases. Furthermore,
blockchain processes operate through consensus. This challenges specialized decisions that should be
taken only by specialized members within the blockchain network.

Another issue is that many traditional consensus protocols and rewarding systems depend on
processing capabilities and wealth, such as in Proof of Work (PoW) and Proof of Stake (PoS) [117. This
disappoints nodes with low capabilities, as well as new joining nodes that do not have enough capabilities
or cryptocurrencies to stake, which challenges the system's fairness. Other protocols satisfy fairness
regardless of the node’s capabilities or trustworthiness, such as in Proof of Queue (PoQ). This emphasizes
the concerns related to how to use a rewarding system in a way that encourages node participation and
satisfies fairness and trustworthiness, as well as maintaining AAL time and specialization requirements.

Therefore, this work introduces the organized leader election (OLE) consensus protocol with a
supportive blockchain model tobeapplied to AAL. It is able to solve the issueof latency as well as consider
the specialized decisions. Solving the issue of latency enables AAL to perform real-time processes in the
needed cases. While considering the matter of specialization gives more credibility to the blockchain’s
decisions, which is necessary for AAL. Indeed, it classifies the blocks into special-sensitive, time-sensitive,
and non-sensitive classes, where each class has a suitable procedure. In addition, to manage the OLE
consensus protocol, we manage blockchain features and rewarding strategies. This enhances the miners’
participation in a way that supports blockchain and AAL simultaneously. Therefore, the OLE protocol is
efficient as it considers miner capabilities, trustworthiness, specialization and decentralization. Moreover,
the experimental results show that the OLE reduces the execution time by about 51% in comparison to
the original blockchain model.

Therest of the paper is organized as follows: The work investigates AAL characteristics in Section 2.
Blockchain technology and consensus protocols are deeply analyzed and investigated in sections 3 and 4.
The related work is illustrated in Section 5. Section 6 shows the proposed methodology, model
architecture, and algorithms. Section 7 analyzes the features and reward management of the OLE
protocol. The experimental results are shown in Section 8, while Section 9 concludes the paper.

2. AAL

AAL facilitates healthcare assistance and safety for all people. It is more important for people with
special needs and elderly people to be independent and to be able to live alone at home. AAL uses
technologies to maintain people’s healthcare, social-care, and safety. Actually, healthcare includes
maintaining physical and mental health [12, 137]. While social-carefocuses on social health and functional
health, social-care allows for the provision of physical assistance, learning assistance, communication with
others, and the performance of daily tasks [147). Moreover, AAL should satisty all healthcare and social-
care values, such as social justice, dignity, emotional consideration, and confidentiality.

AAL interleaves with a variety of systems and applications, which are as follows:

* Smart homes and Internet of things (IoT): AAL applies smart homes and [oT concepts. They enable
various electronic devices, sensors, and applications such as smart appliances, wearable devices, and voice
assistants. Those can interconnect with each other’s, building an intelligent living environment [157].

* Security and safety: AAL enhances environmental security and safety using automated doors,
window locking, alarm systems, smoke and gas detectors, and cameras [16, 17].
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* Healthcare and social-care: AAL provides remote monitoring of health conditions and daily activities
tor special needs and elderly people. Such monitoring allows for real-time assistance, instructions, and
recommendations [2, 12, 147].

* Machine Learning: AAL systems can be supported by machine learning and deep learning models,
which allow for finding patterns. This helps to predict needed assistance and recommendations, as well
as detect irregular signs and behaviors in an automated manner. For example, machine learning models
and smartapplicationscan automatically suggesta daily eating regimen (including theamount of calories,
fat, salt, or sugar) according to health signs and daily activities [18,197].

* Data: for data management and storage, AAl uses cloud computing and blockchain. This provides
data accessibility, real-time processing, and more security 20, 217.

3. Blockchain

As mentioned earlier, blockchain consists of nodes that are connected over a network to process and
store data in a modern, democratic way. This will enforce cultural change in many administrative and
business systems [227]. The blockchain is a distributed system, where every node stores and maintains its
own copy of a ledger to be up-to-date and consistent with others. Therefore, blockchain runs using a
determined structure and procedure for data processing, as follows:

* Assets: the original data that has a specific field and type. The field of data can be financial,
educational, healthcare, business, or others. The type of data can be digital data, such as in a database, or
analog data, such as signals that come from sensors and other resources.

* Transaction: The blockchain processes all data in the form of transactions. The transaction consists
of multiple read and update processes on the original data (assets). These operations run in a temporary
bufter, after which they either commit (approval and all changes reflect in the main memory) or abort
(disapproval and bufter release). For example, for a money withdrawal transaction, the user enters the
security information and a security check is conducted; then the user enters the amount to be withdrawn,
and ifit is available, it performs the task and commits the transaction. Otherwise, if any single operation
fails, then the whole transaction is aborted.

* Block: the block mainly contains a group of verified transactions. The block size varies according to
the system specifications. The block is proposed through a mining process. In the mining process, nodes
verify transactions and create a new block. Therefore, the block should have a unique identifier
(timestamp). Then, the whole content of block is hashed, producing a hash number. The hash number has
some specific characteristic, that must be satisfied; otherwise, the block cannot be proposed for validation.
Indeed, blocks use a nonce, whichis arandom number that keeps changing until the hash number satisfies
the specific characteristic. The block also has the hash number of the previous block. Finally, the block is
encrypted, so it is securely sent to the other nodes for validation.

* Ledger: It consists of a chain of all approved blocks. In fact, after block validation processes, all
validator nodes vote on the approval of the new block. In the case of approval, the new block is chained
to the ledger in-light of the previous block hash number. Since every node has its own copy of the ledger,
every node updates its own copy. Therefore, any individual or illegal change to the ledger will be easily
detected by comparing it to the others.

4. Consensus Protocols

Moreover, the blockchain’s nodes are rewarded for creating, proposing, and validating a new block.
Thus, they compete according to consensus protocols such as PoW, PoS, Delegated Proof of Stake
(DPoS), Proof-of-Space, PoQ, Practical Byzantine Fault Tolerance (PBF'T), Proof of Authority (PoA), and
leader election consensus protocols [11,23-27].

e PoW is the consensus protocol used for Bitcoin and Ethereum cryptocurrency. In PoW, nodes
compete in solving a mathematical computation, producing the hash number of the new block that
satisfies specific lengths and characteristics. Then, the validator nodes validate the block’s hash
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number as well as the block’s content. Obviously, PoW requires high computational power;
otherwise, nodes cannot compete.

e  PoS and DPoS: in PoS, nodes should stake a specific amount of cryptocurrency, and then the node
with the highest stake will propose the new block. In addition, DPoS enables the selection of a set
of validator nodes instead of having all other nodes as validators. In DPoS, the validators’ set
includes the nodes with higher stakes. However, PoS and DPoS require that node have lots of
cryptocurrency to stake; otherwise, node cannot compete.

e Proof-of-Space: it requires nodes to make their memory space available for the blockchain’s data.
However, it requires a maximum memory size. The nodes with the highest memory size will
propose and validate the new block.

e PoQ: it requires nodes to be queued and get chances to propose and validate blocks according to
their positions in the queue, which maintains fairness. However, it lacks practical efficiency, as it
may assign certain complex or specialized tasks to a node with inadequate or inappropriate
capabilities.

e PBFT: It focuses on the trustworthiness of the decision by considering the majority decision to
determine its trustworthiness. It requires nodes to agree on voting and to consider the vote of the
majority, which is the consensus of at least two-thirds of all nodes. However, the accuracy of votes
is not maintained, as one-third of nodes could contradict the majority. Also, the majority of two-
thirds is not enough in some sensitive cases, such as health or financial transactions.

e PoA: [tis a consensus algorithm that gives the privileges of the block’s proposing and validating to
the trustworthy and the authorized nodes. The nodes build their trustworthiness through pre-
programmed authority, history, and reputation. However, this strategy influences blockchain’s
decentralization.

e Leader Election Protocols: There are many leader election consensus protocols where an elected
leader proposes the new block and coordinates blockchain decisions on data processing and
updating. However, this strategy also influences blockchain’s decentralization.

In short, the existing consensus protocols have some issues, as some of them require huge capabilities
and resources, while others satisty fairness among miners but do not consider capabilities and efficiency.
In addition, some consensus protocols influence the blockchain’s decentralization. Actually, all consensus
protocols mentioned donot support applyingblockchain to AAL systems. Therefore, we propose the OLE
protocol to consider miner capabilities, trustworthiness, specialization and decentralization.

5. Related Work

Blockchain applications appear for the first time in the cryptocurrency field. The first cryptocurrency
is Bitcoin, and after that, many other cryptocurrencies have been introduced [ 28, 297. Then, blockchain
applications have expanded and been integrated into many other fields [307. One of the important fields
is AAL, where remote and electronic assistants are applied. Many works combine blockchain and AAL
for IoT and sensors, as well as data management, security, and privacy [7,8,31].

However, the original algorithms and architecture of blockchain do not satisty the major
characteristics of AAL. Therefore, many researchers consider the modification of systems’ architectures
to solve data sensitivity issues, as well as procedures’ fairness and trustworthiness [25, 26, 32, 337].

Moreover, numerous leader election algorithms serve as consensus protocols to meet these
requirements. Indeed, Right-of-Stake (RoS), Resource Aggregation for Fault Tolerance (RAFT) and
Single Secret Leader Election (SSLE) are efficient leader election consensus protocols. In RoS, nodes stake
some amount of cryptocurrency; and the leader is one of those nodes that exceeds a specific threshold of
stake [347.In RAFT, a leader is elected and takes decisions, while every action is stored as a log. All
other nodes are called followers, and they execute the same actions in the logs [357]. However, leader
election algorithms suffer from denial-of-service attacks where the leader is targeted. Therefore, many
algorithms modify previous protocols to hide the identity of the leader, such as SSLE [367]. However,
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leader election consensus protocols still suffer from some issues, such as single points of failure and time
complexity, which are solved using the proposed OLE consensus protocol.

Actually, OLE consensus protocols use the idea of leader election in an organized way that reduces
the time complexity of the election process and solves the issue of a single point of failure. OLE proposes
a hybrid model to get the advantage of leader election and decentralization simultaneously.

6. Methodology and Model

As mentioned earlier, AAL’s data and services have five categories, and integrating them into the
blockchain requires considering their sensitivity to time and specialization. Thus, AAL transactions are
classified into three classes: special-sensitivity, time- sensitivity, and non-sensitivity. The special-
sensitivity transactions need fast and specialized approval; the time-sensitive transactions need fast

approval; and the non-sensitivity transactions can follow the regular blockchain procedure, as explained
in Table 1.

Table 1.
AAL’s transactions classification.

Class of transaction | AAL categories

Special-sensitive Transactions in the services of healthcare and social-care

Time-sensitive Transactions for the services of smart homes, security, and
safety

Non-sensitive Transactions on the services of IoT and machine learning

On the other hand, blockchain has two main features, as follows:

e Decentralized Actions: transactions are first verified by individuals. Next, they form a block and
submit their proposal to the others. Afterwards, the majority's votes validate and approve the block .

e Decentralized storage: Each node in the blockchain maintains a copy of the storage (ledger).

We introduce the idea of a two digits vector to represent the blockchain features that are mentioned
above. For example, (1, 1) represents a blockchain procedure that completely satisfies both features; (0.5,
0, 5) represents a blockchain procedure that partially satisfies both features; and (0, 0) represents a
blockchain procedure that does not satisty both features.

According to AAL's classes and blockchain features, the OLE protocol has three procedures based on
the transactions’ classes. At the beginning, sensors, applications, and data resources should produce
transactions in three pools.

Firstly, the first pool is for special-sensitive transactions, anditis processed using the (0, 1) blockchain
procedure, where the transactions are committed directly and take effect on the main memory (assets)
without votes. Therefore, the service is delivered, and it is added to the proposed block. Afterwards, we
hash the proposed block and link it to the ledger without requiring additional validation. This relaxes
blockchain procedures for the efficiency of AAL. Indeed, the feature of decentralized action is not satisfied
(the first digit of the vector is 0), while the feature of decentralized storage is satistied (the second digit of
the vectoris 1).

Infact, as shownin Figure 1, the first pool has five sub-pools for medical, dental, psychological, social,
and pharmaceutical transactions. Consequently, there are five queues of specialized miners: doctor queue
DQ, dentist queue DnQ, psychologist queue PQ, socialist queue SQ, and pharmacist queue PhQ. The
doctors are enqueued in DQ, and the head of the DQ, denoted as DQHead, is directly elected as a leader.
This allows the leader to approve and commit the transaction without any competition or voting. In
addition, the leader is able to transfer the transaction to any other specialist if needed. Moreover, for each
queue, we use a linked-list queue, and every time cycle, or in case the leader fails, the head pointer moves
to the next spot in the queue, and previous head data is deleted. This makes the leader election process
fast, and the time complexity = 1.
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Figure 1.
Transactions’ pools and the corresponding queues.

Secondly, the second pool is for time-sensitive transactions. It is processed using the (0.5, 1)
blockchain procedure, where the transactions are committed based on the votes of three miners. Later on,
those approved transactions are grouped in one block, hashed, and linked to the ledger without extra
validation. Indeed, the feature of decentralized action is partially satisfied (the first digit of the vector is
0.5), where three miners vote on the transactions’ committing, but they do not vote on the block
validation. On the other hand, the feature of decentralized storage is satisfied (the second digit of the
vector is 1). In fact, Figure 1 shows time-sensitive transactions, where a group of trustworthy miners are
enqueued in theleader’s queue LQ 1, and they cooperatein proposing a new block by verifying transactions
together. When at least three miners verify a transaction, it becomes committed and affects the main
memory (assets). Therefore, the service is delivered, and it is added to the proposed block. As the block
fills up, we hash it and link it to the ledger, eliminating the need for further validation. This enables
decentralization of transactions’ verification but relaxes the block validation process, which partially
influences the blockchain decentralized action for AAL considerations.

Thirdly, the third pool is for non-sensitive transactions, as shown in Figure 1. It is processed using
the (1, 1) blockchain procedure. A group of trustworthy miners are enqueued in the leader’s queue LQ2,
and each cycle the head of the queue (the leader) proposes a new block. Then, the other miners in the
queue validate the proposed block to commit or abortit. If'it is committed, the transactions’ processes
take effect on the main memory, the services are delivered, and the block is linked to the ledger.
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6.1. Model Architecture

As shown in Figure 2, our model combines three layers of AAL and two layers of blockchain, for a
total of five layers. The first layer is the perception layer, which has sensors, [oT, mobiles, PCs, and
software applications. The second layer is the network layer, which can be public or private according to
the data sensitivity. The third layer is the transactions layer, where transactions are grouped into three
pools, as mentioned earlier. The fourth layer handles the verification and committing of transactions,
delivering the services. The fifth layer is the storage layer, where the validated blocks are chained to all
copies of the ledger.

@) ® e
® e
»

Internet

Block1

= @ " Block3
- i Hash# | Transactions :
Nonce | Timestamp : @
Perception Network Transactions Block : Ledger
layer layer layer proposing & validation
AAL layers Blockchain layers
Figure 2.

Model architecture.

6.2. Algorithm

Algorithm 1 illustrates blockchain procedure, focusing on the process of block proposing. According
to the source of transaction T, it goes to a specific pool, which can be 1, 2 or 8. FFor pool = 1 there are five
sub-pools donated as pooli and every sub-pool has aleader,donated as Li. The first caserepresents special-
sensitive transactions (in line 5), where the leader Li approves Tjand adds it to blocky for proposing.
Otherwise, Tj is aborted.

The second case represents time-sensitive transactions (in line 13), where there are multiple leaders.
When a leader approves Tj, it increases a counter. When Tj is approved by three leaders, it is added to
blocky for proposing. Otherwise, T}is aborted.

The default case represents non-sensitive transactions (in line 23), where a leader Li verifies Tj and
add it to blocky for proposing. Otherwise, T} is aborted.

In addition, Algorithm 2 illustrates blockchain procedures for the processes of block validation and
storage. Indeed, each type of transaction is stored in a specific block. The special-sensitive transactions
grouped in blockType = 1 (in line 4), where blocky is sent to all nodes, so they add it to their copies of the
ledger.

The same thing is applicable for the blocky of time-sensitive transactions. While the blocky of non-
sensitive transactions has to be sent to all nodes, and they validate it and vote 1 for valid or 0 for invalid.
Next, the voteof the majority is calculated and if the majority approves theblock, it is added to the ledger;
otherwise, blocky 1s aborted.

7. Features and Rewarding Management
In this section, we introduce the features and rewarding strategies of the OLE protocol. Firstly, the
main features of our protocol are illustrated below:
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* Reward types: having different amounts and kinds of rewards gives more flexibility to the system.

* Trustworthiness and specialization: trustworthiness and specialization are very important to be
considered for critical transactions, including processes and services.

* Efficiency: the rewarding strategies should be aligned with the efficiency of AAL (e.g., real-time
processing and privacy) and blockchain (e.g., decentralization).

* Motivation: The rewarding strategies should motivate all nodes to participate.

* Fairness: the nodes with high capabilities should get credit for that, while the nodes with low
capabilities should get fair chances to compete and to gain some rewards.

At the beginning, we have three types of rewards: cryptocurrency, social service credits, and the
trustworthy credit trust that is maintained to participate again. Therefore, there are two amounts of
rewards: A or B, where A is a specific positive amount that is greater than task’s cost (A > cost) and B is
a specific negative amount. Additionally, there are two amounts of credit, which are a or b, where a is a
specific positive credit thatis added to trust credit and b is a specific negative amount that is cut from
trust credit.

Algorithm 1: Block proposal

1. //Initialization:

2. Input: i, j, k, pool; //Indexes of leader, transactions, block and pool

3. counter =0;

4. Switch (pool):

5. Case pool=1:

6. L—pooli (Tj); //A leader verifies a transaction from corresponding pool
7. if (Tj)

8. Tj —commit(); //If Tjis correct, it is committed

9. Tj —blooks; //The committed Tjis added to the proposed block

10. else

11. Tj —abort(); //If Tjis not correct, itis aborted

12. break;

13. Case pool=2:

14. L—pooli (Tj); //A leader verifies a transaction from corresponding pool
15. if (Ty)

16. Tj.counter++; //The Tj counter is increased

17. if (Tj.counter==3)

18. Tj —commit(); // If Tjis verified by three leaders, itis committed
19. Tj —»blooks; //The committed Tjis added to the proposed block
20. else

21. Tj —abort(); //If Tjis not correct, it is aborted

22. break;

23. default:

24. L—pooli (Tj); //A leader verifies a transaction from corresponding pool
25. if (Ty)

26. Tj —blooks; // Tjis added to the proposed block

27. else

28. Tj —abort(); //If Tjis not correct, itis aborted

Now for special-sensitive transactions, we investigate the rewarding strategies in-light of the above
features. Firstly, we value the importance of trustworthiness and specialization, which are satistied by
enabling specialized members to only verify transactions, commit them, and store them in blocks and
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ledgers. Secondly, the efficiency of AAL is satistied as the specialized member verifies transactions and
commits them in a real-time manner. The blockchain is used as a decentralized storage, which provides
security and privacy, but we compromise the blockchain’s actions with decentralization over time.
Thirdly, fairness is guaranteed for specialized members, and non-specialized members cannot participate.
In fact, every participant is enqueued at the tail of the queue and moves on until it becomes the leader,
and then it gets the chance. The leader is switched every specific cycle (predefined) or in case of failure. A
new leader is elected by moving the head pointer to the next position in the queue, while the previous
leader is dequeued and can be enqueued again at the tail. Fourthly, motivation is given to the specialized
members, even if they have low capabilities. Actually, they are not supposed to have high capabilities as
they do not compete in processing or staking,asin PoW or PoS. Fifthly, if the processing resultis correct,
the reward is A and trust = trust + a; and if the processing result is not correct, the reward is B. Any
specialized member node gets B, cannot participate in this level again, and its trust becomes 0.

Algorithm 2: Block validation and approval
29. //Initialization:

30. Input: blockType; //Index of block type
31. Switch (pool):

32. Case blockType =1:

33. Cast(blockx); // Send blockk to all other nodes

34. blockx —Ledger; //Every node adds blockx to its copy of the Ledger
35. break;

36. Case blockType =2:

37. Cast(blockx); // Send blockx to all other nodes

38. block« —Ledger; //Every node adds blockx to its copy of the Ledger
39. break;

40. default:

41. Cast(blockx); // Send blockx to all other nodes

42. if (blocky)

43. vote(1);

44. else

45. Vote(0);

46. WaitForOtherVotes();//it waits for other votes and returns the majority
47. if (majority)

48. block —Ledger; //Every node adds blockkto its copy of the Ledger
49. else

50. blockx —abort();

Moreover, for time-sensitive transactions, we also value the importance of trustworthiness, which is
satisfied by enabling trustworthy members only to be in the queue while specialized members can also
participate. Secondly, the efficiency of AAL is satisfied as the trustworthy members verify transactions
and commit them in an almost real-time manner. The blockchain decentralization is partially satistfied
since at least three trustworthy members have to verify a transaction to commit. Blockchain is also used
as a decentralized storage, which provides security and privacy. Thirdly, fairness is guaranteed only for
trustworthy members since they follow the queue order. All the nodes in the queue are considered leaders
and fairly competitive. Any leader is dequeued every specific cycle (predefined) or, in case of failure, a new
leader will join. Fourthly, motivation is given to the trustworthy members through the total credit of
rewards, even if they have low capabilities. To build trustworthy credits, the member has to participate
in the non-sensitive level first. Fifthly, if the processing result is correct, the reward is A and trust = trust
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+ a. If the processing result is not correct, the reward is B. Any node that gets B cannot participate in this
level again, and its trust becomes 0.

Furthermore, for non-sensitive transactions, the application of the full blockchain procedure ensures
greater transparency, thereby satisfying trustworthiness. In contrast, the specialization is not important
atthis level. Secondly, the efficiency of AAL is fully satisfied as any member verifies transactions, proposes
them, and the others vote on them. This does not satisfy real-time processing, which is not important at
this level. The blockchain decentralization is fully satisfied, and it is also used as a decentralized storage,
which provides security and privacy. Thirdly, the fairness is guaranteed for all members since they follow
the queue order. The head of the queue can propose a new block, and the other nodes in the queue can
validate it. The leader is dequeued every specific cycle (predefined) or, in case of failure, a new leader is
elected. FFourthly, motivationis given to all members by rewarding all nodes for proposing and validating,
even if they have low capabilities. Fifthly, if the processing result is correct, the reward is A and trust =
trust + a. If the processing result is not correct, the reward is B and trust = trust — b.

Clearly Table 2 summarizes the analysis of the features of the proposed protocol.

Table 2.

Rewarding strategies.

Features Special-sensitive Time-sensitive Non-sensitive

Trustworthiness | Yes Yes Fully for trustworthiness

& specialization but not for specialization

Efficiency Fully for AAL and Fully for AAL and almost | Fully for AAL and
partially for blockchain | fully for blockchain blockchain

Fairness Only for specialized Only for trustworthy For all
members members

Motivation Only for specialized Only for trustworthy For all
members members

8. Experimental Results

This part shows the experimental simulation of the proposed OLE protocol for blockchain and AAL
It compares the proposed procedure with the original blockchain procedure. The experiment runs on a
machine with an Intel Core (TM)i7 CPU, 2.90 GHz, and 4 GB (RAM). We repeat each test ten times,
and then we take the average.

As explained earlier, using the OLE of blockchain, there are three types of procedures that produce
three types of blocks. Essentially, we generate 12,000 transactions and divide them into three pools, each
containing 4000 transactions. The three pools have special-sensitive, time-sensitive, and non-sensitive
transactions. We build a blockchain network of ten nodes. A queue comprises three nodes. The queues’
leaders create blocks of size 100, validate, and add to the ledgers according to the proposed procedures.

Figure 3 illustrates the execution time of the OLE protocol for blockchain and AAL, in comparison
with the original blockchain procedure (using PoQ as a consensus protocol). The OLE reduces the
execution time by about 51% in comparison to the original blockchain model. In addition, Figure 4 shows
the detailed execution time of the OLE protocol in comparison with the original blockchain. It shows the
execution time of special-sensitive, time-sensitive, and non-sensitive blocks out of the total execution time.
Indeed, the original blockchain procedure verifies transactions, groups them in a block, sends the block
for validation,nodes validate and vote on the block’s correctness, and finally stores the block in the ledger.
However, OLE approves special-sensitive transactions, groups them in a block, and all nodes store the
block in the ledger. OLE also approves time-sensitive transactions by at least three miners, groups them
in a block, and all nodes store the block in the ledger.
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Execution time

mOLE

= Orignal blockchain

Figure 3.
Execution time of OLE in comparison with original blockchain.

These fast procedures reduce the execution time and satisfty AAL requirements. Note that OLE treats
non-sensitive transactions just like the original blockchain procedure.

45000000 " Non-sensetive

H Time-sensetive
40000000

M Special-sensetive

35000000 A

30000000 A

25000000 -

20000000 -

Execution time

15000000 -

10000000

5000000 +

0+

Original blockchain OLE
Figure 4.

Detailed execution time of OLE including the three kinds of transactions in comparison with
original blockchain.

9. Conclusions

The paper introduces the OLE protocol, which is supported by a specific blockchain model and
procedure to solve the issue of latency and to consider the specialized decisions that are required by AAL
systems. [t classifies the blocks into special-sensitive, time-sensitive, and non-sensitive classes, where each
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class has a suitable procedure. Each procedure is supported by a specific rewarding strategy. The use of
OLE allows for a speed up in execution time of 51% in comparison to the original blockchain model The
tuture work has to consider smart transactions and block classification instead of being pre-programmed.
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